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CROATIA

Article 13 (1)

In points ¢) in addition to the term "content data" and d) in addition to the term "all available data",
we suggest adding "including metadata".

It is extremely important to place a clear obligation on accommodation service providers to
provide metadata that is part of images and video records when delivering information about the
content of sexual abuse of children. In the current text, the proposed obligation is not explicitly stated.
Metadata is an important and often crucial source of information in criminal investigations,
which enables law enforcement agencies to identify victims, locations where victims are located, and
identify perpetrators and the exact locations where the crime occurred. Almost all OTT Internet
service providers exclude metadata when transferring images and videos via their platforms. For the
stated reason, metadata would not be included in the term "all available data" and it is necessary to
prescribe a clear and unambiguous obligation to collect and submit metadata.

In point f), instead of the term "associated date and time zone", which is imprecise and does not
specify all the data that needs to be collected in that context, we propose the term "date and time
stamp", which is also used in several places in Art. 13, 14, 17 and 18.

Article 14

We suggest deleting paragraph 2a and 2b point (b) as unnecessary. The purpose of the removal order
is the need for quick and efficient removal of illegal content, thereby preventing additional
victimization. The proposed new text contradicts this need.

It is also necessary to state clearly and unambiguously in the text of the Regulation that police services
and national law enforcement agencies are authorized to deliver content removal orders. Therefore,
we propose to add an article modelled after Art. 36. Introductory statements of the DSA Regulation.

Article 17

We ask SE PRES to further clarify the new provision in paragraph 1 point ea). From this content of
the provision, it is not possible to determine the exact content of the blocking order. We suggest that
the stated condition be reworded to make it clear or deleted as unnecessary.
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CZECH REPUBLIC

1)

2)

3)

With regard to Article 13 SE PRES notes that Article 18 of the DSA provides for an obligation
for hosting services to report directly to national law enforcement authorities when they are
aware of situations involving a threat to life or safety. Article 13 of the draft CSA Regulation
provides for a broader reporting obligation through the EU Centres, including interpersonal
electronic communications providers. Do Member States think that it should be explored
whether and how the risk of double reporting could be avoided?

Reporting in the event of a threat to life and health directly to the LEA is the normal procedure,
the filing of a criminal complaint and the initiation of an investigation into suspected criminal
offences. When the provider notifies the LEA, it shall notify both the CSA and the EUC. The
EUC will be able to filter not only false positive notifications, but it will also have information
about the CSAM report, e.g. from several providers. It should therefore be able to combine
information on a specific CSAM solution. The LEA can also combine information on the
reporting of a specific material from several pages. In our view, there is no conflict between
two notifications.

With regard to Article 14, SE PRES asks whether Member States understand equally that
‘competent authority’ within the meaning of Article 14 is the same as ‘competent authority’
within the meaning of Article 25 (given that Member States are free to designate judicial
authorities and administrative authorities as their ‘competent authority’ under Article 25).

Yes, the competent authorities throughout the text of the Regulation can be any authority
competent to implement the Regulation according to the structure of the Member State. They
may also include courts or other independent administrative authorities which also perform
another function under the Regulation, but also, for example, any law enforcement authorities.

With regard to Article 17(1)(a) SE PRES notes that a blocking order can only be issued if the
object of the blockage is on the list established by the EU Centre. Do Member States consider
that such a requirement should exist? Or should it be sufficient for Member States to share

their blocking orders with the EU Centre and other Member States as soon as they become
final?

In this case, we agreed with the original proposal — the blocking order is a significant
interference with rights and an additional guarantee consisting of the requirement that the
specific items are proportionate to the known CSAM. We believe that it is more important for
a blocking order to be sure of accuracy than speed — with the addition of an amendment to
Article 16(4)(a), the blocking order is better structured than originally, but we do not see a
problem in the requirement for a well-known CSAM. The process of converting new CSAM to
known CSAM should not be too time-consuming.
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4)

With regard to Article 18(3) SE PRES notes that this complaint mechanism only applies to
blocking orders. Do Member States consider that a horizontal grievance mechanism should be
explored, taking also into account Article 20 DSA?

Initially, the scope of authorised users differed for removal orders and blocking orders, if the
scope were harmonised, the right to redress could be unified in one article. However, we prefer
to be reluctant to introduce a horizontal complaint-handling mechanism in view of the
possibility of duplicating this obligation with Article 20 of the DSA for providers of online
platforms (i.e. some hosting service providers). (Article 20 of the DSA introduces an obligation
to establish a mechanism with similar parameters.) At least, we recommend that any
overlapping obligations under Article 20 DSA and the envisaged horizontal mechanism under
CSA can be met by establishing one system meeting the criteria of both mechanisms.
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Section 3
Reporting obligations
Article 12
Ropowting obligations

Where a provider of hosting services of & prosider of interpersonal commumcations
services becomes aware inoany marmer ofher than theowgh a mnm'xl mi:f issned in
accordance with this Regulation of any information giving rise fo b
incheaking—pedenbial ortling child seal abuse on i85 semaces, it shaﬂ pr-:srrqui:. iLﬂxll'l.IJ W
report thereon fo the EU Cenfre in aceordance with Asticle 13. 11 shafl do so through the
system sstallished in accordance wath Article 32,

Where the provider submmits & report pursuant o panegraph 1, 1t =hall inform the nser
comcomed, i sccordance with the in.hwhg Mpﬂ.nmplls plm':dang mfom'mml o
|h= Train conent of the mpm R SIS

m:lming on the nght to subumt oun'q:\fmms icl the Coordinuting Authonny in accordance
with Article 34,

The provider shall inform the user concemed withow undue delay, ather afler havimg
tecaved a comimuacation frod the EU Certre incheating st it eonsiders the repof to be
i festly (mfoanided as referred fo in Amicle 4B(2), o after the expary of a time period of
six e months from the dote of the report withowt having received a commiutication
from the EL Cenire inchicabing that the information is net to be proveded as referred o in
Article 4860, point (@), whichever ocours first, The time period of six months refered to
in this subparagraph shall be exiended by up to 6 months where s requested by the
competeal authority referred to in Article 4806 s,

Where within the $ses-months Gme penod refemed toin the sscond subparipraph the
provider teceives such a commmmication fom. the EU Centre indicating that the
information is not to be provided, it <hall inform the wer concemned, without wwdue debay,
after the expany of the time penod set out in that communication.

The provider shill establish o opémate an gasy tn acoesy sweesbln, offective,
appregniate and wsar-frendly mecharusn that allows users 1o motify Sag 1o e pmnd:'

Pwntlﬂi onling ﬂhﬂid SEran Wik mthc v WM.H.&[&_ELH:
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{a) o sullicientiv substantiated matbon of the reasons why the user alleges the

i i 11 dalite chila Gecual Eiic adnted o fhe meellic free of

Article 13
Specific requirements for reporting?
Prowiders of hosting senvices and providers of irferpersonal commmaucations services shall
subumt the report feferred oo Asticle 12 vsng the tenglate set out i Annex 1L The
report shall thehmde:
(@) wdenmfication detals of the provider ancl, where applicabibs, its Jegal representative;

(b} the date, Bme starmp and electronic signaturs of the provider;

() all svulable duta stbesdbien-eoatent-daty reluted 1o the potentizl online chatd seaml
HLETESH

fe}  whether the potential online child seazal abuse comeems the dissemination of known
o new chiled semal abuse material or the soliaiation of children

{0 mformation conceming the geographic location related to the potential ondime chuld
sextidl abuse, such as the Intemet Protecel address of upload, with assechted date
and time zone, and porl numdser,

(g informeion concerng the identity of any user involved in the poterial online child
sexual obuss,

PCY gomment: Article 18 DEA provides for an obligation for hosting services to repent
dhiretly to national law enforcement services when they are awire of s histions conceming o
threst o fife or security. Thie Article provides for o broader oldigation to repont via the EU
Centre icluding also providers of intstpersonal dectronie conmumcations. Do Member
States thank 1t should be explorad ifand how the nsk for double reporting coold be svorded?
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The prinider shall execule the semomal clrdcr 05 SOCH 05 pwqb]: ared 10 arty event wnhl:r.
I!h:wsnt'mtpl lh-:n:.-nt g 7

i nlir ﬂnm‘alnrdﬂ‘a Iur % 5

e reasons fo ing the renmwyval e tive con Fhiirs
the rights and leghimate interests of all parties affected, havin rd_in

B e T T e e ——

View it sl be cosspiend sathorddy which 14 imang the
ander, fraw borm s be specilied or raplsoed by e
vmm-dnrhul.bnm mu:dn:lull‘l.lllnu' i3

'(wﬁ[ﬂﬂ CF woudd 8o 1o gk Bie neaon for

wsing exprosibon i neorsan™ and win' b inform COOA
Beore i resoval onder. W en dendand (s pleese in
enve of eeiiborder petseal seders only.

Cemsrted ['.-‘Hi £F woudd | bo pobisi o g, Aa
G o W, gt i s 2 {0 20 e Y

A remewal order shall be isaued wsing the template sof out mAnnex 1V, BEemovil onders
shall inchude
{8} identificabion details of the = : shedmii
authonty issung the removal urdcf and aullmli:rah.m af 'lh» rcnm‘ﬂ -L'ﬂ'd.‘i’ I:I} thead
authornty,
(b the nome of the provader and. wheze applicable. of its legal representutive;
{¢)  thespecific service in pespect of fF whach the remowval ooder is issued,
) a -:’.u:l'l'n:anjt ds:tnﬂ-x! slatement u:-!' Feas0ns {':\p]ml'ﬂ.n;! Wh}' 1.'1'1.<: n:m-:u.a] -:-rdcl 15
da) wi applicalie, & sia i i why i ris
service provider  Chat  does not bave its main  establishment  or legal
A il ix it v I 1t
Bl T i ke 1da;
{2} ancxact umiform resoures locator and, where necessary, sdditional information for
the tdentification of the child semeal abuse material;
GIT623 FLAml 11
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) where apphcalde, the infonmation alout non-disclosire dunng o speafied e
pertod, in accordance wath Asticle 1 54), pomnt {c};

{fa) reporting requirenients
{z) areference to this Regulation as the legal basis for the removal onder;

fhy  the date, ume stamp and clectrome agnanme of the pdeel—ee—sdapendos
v ctEir-enspHont authon by issuing the removal order,

{1} casly uwnderstandsble mformation about the redress available to. e addressee of the
removal order, inclscing information about redress 1o a court and abowu the time
periods applicable to such redeess

4, The ittt et —Hierpereheri-adiisntive. authority issuing ﬂyz__reima!__. - 'é?mm =
oncer shall address it 1o the main establishment of the peovider or, where applicable, to Pt will b benedcind o waily the best. we are 350
lisgal represeniative desgnated in accordance with Article 24 NG 400 08 S0P VORISR SN VIS S
Hodtiimariit The removal order shall be tray L J —_— :
Coordinating Authority, to “':]h"..lmiil!ﬂi pc'ul of mc‘i ml’tﬂtﬂ. tc' i Mm!n | Commented [UTE: O Pime axplain wiyy s procedare
231} by elecironic means cupable of producing a written record under - conditions that s used, i it i 2 procedare acoseding o par. 163 then 14
allow to establish the authentication of the sender, including the accuracy of the date and e I
the time of sending and receipt of the order, 1o the Coordinating Authorin afedaldiahnemt | ] = -
andd o the ELT Centre, throwgh the system established in aceordance wath Article 332, wt-_m“_;.wﬁﬁﬁ,,ﬁ;mm“'m .
It shall dest transmit the removal order in any of the official languages declared by the
prewvider pursuant o Article 23(3)
The order may also be transmiited in any of the official Bnpeages of the Member
State lssulng the order, provided that it is accompanted by a transation of at least the
mod importanl clemenis pecessary Tor the execution of the order inte any of the
official languages dechared by the provider in aceor dance with article 23(3).
5. IE the provider cannot exeoee the removal order on grounds of fores majeuss or de fito
unpossibibine not arribatable to i1 melsdimg for objactively justifiable techmcal of
operational reasons. it shall, without undue delay, inform the authority Isulng the order, =
i neerssyry via the Coordinating Authonty, sEesteblissmnt of those growds, using the | Communtad [UM: C2- Fleue it why s procedee
s pocsudint aconding 1o par 14 then 142
lemplate sel ol in Asmex ::wuhl-e el g | par. L
The time persed set out in paragraph 24 shall start 0 nm as soon &5 the reasons referred to
an dhe first subpsaragroph love censed to axst
@ IFthe provider canmot exescute the removal onder becase It contains mani fest emrors or does
not contain sufficient informetion for its execiaon, it shall, without undue delay, request
the necessary clanfication to the authority ieulng the order, —_—
Coordinating Authonty, efestabeshment: using the template st out i Ammex V. | Commented [UT0]: (= Meas epdain why this providine
8 e, if it i 0 procedsre scoonding 1o par. 160 then 16
The tme pened et oul in paragraph 24 shall st o run as scon as the provider has Iﬁmhw
recaved the necessary danficiion
GI76/23 FLAml 12
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The provader 2hall, wathod undie delav .m:l wmg I]'n: tcmpfql.c sel out in .-\mw; "-I
||1!'-:lm1 ihl. I=zuing avthority, re—pept]

rity, of Ihx. Mysasires Iui.m o mv:u[:: 1i11.
Tcnxhll.l -.wd:zr 1:u-:|.|wu:||@ 1k pm:l:ula: u]h.'lhcr the providir removed the clald seaed
abise matenial or disabled access thereto in all Memiber States and the date and time
thereol

The Cotranission shadl be atnpowerad to adop delegated acts in accordance with Articte 86
in order to amand Ammexes 1V, 'V and VT where niecessary fo improve the templates in view
of refevant technological developments or practicad esgeniences gained

Artlele 14a
FProcedure for cross-border renvmal ordors

Subject to Article 14, where the hosting service provider does not have fts main
extublishment or legal representative in the Member State of the nuthority that isued
the removal order, thatl authority shall, smuliancousty, transmit, i necesary via the
Coordinating Authority, a copy of the removal order to the Coordinating Authority
of the Member State where the hosting service provider bas its maiin establishment or
where is begal representative resides or is established. I the receiving Coordinating
Authority is ol the competent aathority, it shall transmit the order to the compeient
aathority for the purpose of the procedure of This Article,

Where a hosting service provider receives a remvoval order as referred to in this
Artiche, it shall ke the measures provided for in Artick 14 and take the neoessary
measures fo be able to reinstate the comlent or access ihereto, in accordance with
paragraph 7 of this Article.

The Coordinating Authority or the competent authority of the Member State where
the hosting service provider haz itx maln establishent or where its legal
represeniative resides or Is established may, on iix own indtisthve, within 72 howrs of
receiving the copy of the removal order in accordance with paragraph 1, scrutinis:
the remioval order to determine whether B serlously or manifesly infringes this
Regulation or the fundamsental dghts and freedoms guaranteed by the Charter.

Where it Tinds an infringement, i shall, within the same period, adopt a reasoned
decision (o that oTect.

The Coordinating Autherity or the competent autherity shall, before adopiing a
decision purauani te the second subparagraph of paragraph 3, inform the conipetent
authority that izsued the removal order, il necessary via the Coordinating Authorlty,
of it intention fo adopt the decision and of §is reasons for doing o,

617623
ANMEX

FL/ml 13
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5

Where the Coordinating Awthorily or the competent authorily adopls a reasoned
decision In sccordance with paragraph 3 of this Article, it shall, without delay,
transmit that decidon to the suthorily that issued the removal order, the hosting
servior provider and the EU Centre, i necessairy via the Coordinating Autherity.

Where the decishon finds an Infringement pursant to paragraph 3 of this Artbcle, the
reamovad order shall cense to have begal elfects.

Upon recelving 4 deciston finding an Infringement communicated in accordance with
paragraph &, the hosting service provider concerned shall immediately reinstate the
cantent or access thereto, without prejudice to the possibillty to enforce ks terms and
condliions In aceordance with Union and national law.

Article 13

Redress mq?mwf.ma-: u_,f.n'p"a'mnhm

Providers of hosting serviees that have received o removal order issusd in aceordance with
Article 14, az wall s the wsers whe provided the motenal, shall have dee nght tooan
effiective redress. That mght shall inchude the night to challenge such a removal order befors

the courts of the Member State of the senspsiatudimi—smatbsre—o—independest
admistmtive authorhy that issued the removal onder.

When the removal order becomes. fimal, the wmw—«—uw
B e et aauhmr} theat issmrd the removal order shall, withoet undue delay, transmit

o (7} of fo 1h¢ (‘Mdmﬂmg Auhmi}w "I'hc C{-Cfd.l.l'ﬁhl‘g Aulhmt}ﬁ
etibbishirent shall then, without wndug defay, transmal sseps coples thereof (o all other
Coordinating  Authonties and the FU Centre trough the system  established in
accordance with Arlicle 3977}

For the purpese of the st subpmrspraph, o removal osder shall become final wpon the
expery of the time peried for appeal where no appeal has been lodged in accordance with
vatrousal Jaw of upon confirmation of the removal order fodlowing an apyxeal

| Commented [U12]: CF reconmsends 1o sy with

somprrtont sithority,

the whebe sot and ure withind i .

| Commerrted i:;l.liﬂ;f.z secommenids o sty with
mmm-h

| Commented [U13]: CF wosld like fo midy teminol oy in

3. Where a provader remorves o disables access 1o child sevual abuse matenal purspant to a
removal order issued inaceordance wath Article 14, it shall wathout undue delay, infomy
the s who provided the material of the following:

(a)  the fact that it removed the material or disabled acoess thereta;

by the reasone for the ramoval or dhzabling, providing a copy of the ramoval order upon
the weer™s request;

{c} the wsers’ nights of judicial redress referred to in parspraph 1 and to subunit
complaints to the Coordinating Authonity inaceordance with Article X4

617623 FL/nl 14

ANNEX JAL1 LIMITE EN

7354/23 FL/ml 11

Obtenu poévous par

[
Got for you by .

agence europe

JALI
= LIMITE

EN



4. ﬂ#mﬂmlﬂ'. ! "ﬂ-}" mwm

m#d—wda—md .J:I"b:r ]:mng mmﬂlcﬂ il' mmr:. wuh n:I-."l.nnI: puiblic a'mhonuces
et the provider 5 not to discloss any ifommation regarding the removal of or disabling of
aocdss 10 the Chald sexual abuse matenal, where and to the edtent necessary o avoid
interfering with activities for the prevention, detecton, investipation and prossoution of

child semaml abuse or related eriminal offences.

I sch a case;

{a) the Mmmmw—mmm uqung thex rvemcn.'a!l

mt Imau:r than !batmr}'am rmt mxdum a1 W\';'E‘!\_ﬁ du.nm n]‘uch the provider is
not todiscloss swch infommation;

(b the obdigobions set ool m paragraph 3 shuldl ot apply doring that o penod,

The Jesuing Fherd-tadi | - retivee authorily may decsde to
exterwd theé tme p::m'-d. ml’m@d toin lh-:- :ic-:ond sMspumgIapTL podnt (a}, by a Rrther Gk
periodd oF meximmen =ix woeks, where m:ld. o e extent lhr, mn—dtsdm.ln, contisies to IR}
TeECESEArY. In that cmmm et i deregdant admirasirms

auﬂmnry shall infinm i necessary via i 1
decizion, specifving the applicalle fime perisd. A

Section 5
Blocking obligations

Article 16

Blocking onders

! - . re—fo is50e a h!n:-ckmg nn:‘u:r
TECEIINE & prm‘ld:f :xl' intemet access services |.md|:1 lhs Jm:rsdﬂ:m of that Member Sgate
1o take remsonable messires o prevent users from accessing kawn child scoml abase
mafenal indicated by afl wmiform resource locators on the list of uniform resource Locators
included in the database of indicators, in accordance with Article 4402), point () and
povided by the EL Centre,

| Commesttod [U15]: CF soconmen b 1o day with
cotnpoiont authority, Pootom lo the CF PRES scenpronm o
b

| Commented [U16]: O sosommonibs o sy with
oompsdomt mithority, Fotum o the CF FRES campromise
| bt

| Commestod [U17]: CF reconmends 1o day with
sompatont suthority in wisalo g, Fafermn fo the C2 FRES
O oree s Texl

| Cemmented [U15]:
7 Fhease explain wivy this procedure isused, ifitiss
provedue sooonding b3 par. 14y, Bren | 4a ool d e

| Eintigeed

[ Commerrted (U10):
7 Dasies poasy chisie in e Texd o the profaose] i e
| oy M Cﬂﬂwh blociod?

l;mtﬂwi'ﬂ] L3 profors competend sulborily
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bll:n:km-g miﬂ M u]nm,w ih-, I'c'{lwnrg cm{illmts are met:

| Coemmented (U2N]: (F préfoes somjtont mlbniy 16 be
il iy ll The conmpennsl i e indoad of toing suthony,
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(b the Bocking onder 15 necessary to prevent the disseminton of dechild sexnal sbuse
matenial fe-ases in the Ui, Teavamg regand Mgt rae- -
a&ﬂmﬁm!m naed mumtmt lhE ngh.ls Dfﬂl\!‘ ml:ums waﬂ

e}

mﬂ&w Luaﬁunu FEMITCe I.ccmw MEI‘I a suihcscnt]:r rc'l:a.bh.
msarier, to online oitions where ciild seosl abuss material in be found;

() the reasons for issuing the blocking order ouwagh mgative consequences for the
righits amed Legitimoga interests of all parties affected, having regard in partscular 1o the
need b0 ensime o fair Dalanee berween the fumdamental npghes of those parties,
including e exercise of the users” freedom of expression and information and the
provider”s frecdom o condia a business.

Wihen assessing whether the conditions of the frst subparagraph have been met, account
whail Ix: wkm :-I‘ all rdmm mm :md. :umnmaum of the case at hand, incdluding e
Pt i The views of the provider cubimtied in

Ablocingordergshall:

) where neoesary, spealy elfedive and proporbonate Limnts and  safegurds
necessany b ersre that any negative consaqueences refmed 10 in paragraph 4, point
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(b} subject o paragraph &, ensure fhat the period of application Temains limited o what
15 stmectly necessary.

e ismning Sespdsdp-authonty shall speafy i the blockang order the penod dunng
M:clu: apphies, wdcating the starf dateand the end date.

The peried of apphication of blocking orders shall pot exeeed five years.

Mﬁ_ﬂ—@hﬂLﬁMﬂ nmsm'y und. ai least once every vemr, assess . whether any
substantial changes to the grounds for issung the Bocking orders hawve oceurred and—#
Fopethsr. whether the condifions of paragraph 4 contimae to be me.
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Article 17
Additionnd Frles regurding blocking orders
A Hocking ordersefiered-a

Hop-Caimabisistisea-sheihsbsl-scibbidwnt-sidbsdhs
stbrtetiibabns xhunll e issed rang e tenadate set ot in Avmex VL Blocking onders shall
imcliade:

(E1]

Lt

i}

L]

=}

he reference to the list of uniform resource bocators, provided by the EL Cenare, and
the safeguards fo be provided for, ancluding the limits and safeguards specified
pursian o Article 16(5) aml, where applicable, the reporting  requeraments -set
pursuant io Aicle 18(5)5,

identification details of the e
wshrmasraive muthonty 1ssumg the bl{u:hm ﬂ'd.a: rmd mhmumnn nl’lhu l'iu:ll:b.ug
order by that awsthority;

the name of the provider and, where applicelile, its legal representative;

A 1% i o
u:lt'uhlu:h Ihc hMlugdmm Cfd.l:l’ is !\Sthl

the stact clate anxl the enad date of the blocking order,

POY commment: POY observes that the proposal means that o Wocking order can only be
issteed 1 the subject-matter of the blocling is on the lst provided for by the EU Centre. Do
Member Sates think that here should be such a requiremens? O should it be safficient that
Member States share therr blocking onders wath the EU Centre and other Member States once
they become final?
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1 o sufficently detuled statensait of ressons explanig why the Hocking onder 15
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{z) areference to this Regulation as the legal basis for the blocking order,
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The Mocking order shall be drefled-transitted in amy of the official languages declared
by the prowvider parsuant to Article 23(3)

The order may also be transmitted in any of ihe official languages of the Member
State ouing the order, provided that it is sccomparnied by a transdation of at least the
miod important clenrenis necessary for the execution of the order into any of the
oificial lynguages deckared by the provider in sccordanee with article 23(3),

gan oul in Annex yy.
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DENMARK

General remarks

Denmark fully supports the intentions behind the proposal. However, Denmark finds that some of
the proposed provisions contain a range of lengthy and inflexible procedures, e.g. with regards to
detection and removal orders, which are inconsistent with the reality of CSAM cases where time is
a crucial factor in order to effectively block and prevent the further spreading of CSAM. Denmark
finds that a reasonable balance must be struck between the need for a timely and effective effort to
prevent and combat child sexual abuse and ensuring the legal guarantees of the involved actors.

To this end, Denmark suggests including the possibility of precautionary measures, i.e. the principle
of periculum in mora, in the proposal. For example, if the police wish to conduct a search of the
property of a suspect, and the search would lose its purpose if the police had to await a court order,
the police can conduct the search without a court order. As soon as possible and at the latest 24
hours after the search, it must be brought before the court in order to assess whether the intervention
was lawful if requested by the affected person. This process is also used with regards to intercepted
communications and seizures. Introducing a similar approach in the proposal would give the
relevant authorities simpler processes to navigate while still safeguarding legal guarantees.
Denmark finds that this approach could be beneficial with regards to detection orders in Article 7,
removal orders in Article 14 and blocking orders in Article 16.

Denmark also finds that inspiration should be drawn from the procedures in the Regulation of the
European Parliament and the Council on Preventing the Dissemination of Terrorist Content Online
(TCO) in which the procedures for deactivation and removal are simpler and more flexible.

Finally, we propose that the deadlines for the Competent and Coordinating Authorities regarding
the different orders in the proposal are streamlined. This would simplify the procedures for the
involved authorities when carrying out the tasks provided for by the Regulation.

Voluntary agreements to continue alongside the Regulation

In Denmark, the effort to prevent and combat CSAM is currently based on a voluntary arrangement
between the Danish police and Danish Internet Access Service Providers. The arrangement is called
“Netfilter blocking” and has proven to be very successful and effective.

The Netfilter blocking is based on cooperation agreements between the Danish police, individual
Danish Internet Access Service Providers and the Danish NGO Save the Children. If the police
become aware of an internet site containing CSAM, the police will inform the Internet Access
Service Provider and recommend blocking access to the internet site. The recommendation is based
on the police’s assessment of the material on the internet site, and the legality of the material on the
internet site has not necessarily been subject to a judicial review. As access to the internet site is
blocked based on the voluntary cooperation agreement, the blocking is not a coercive measure and
police investigation concerning access to the internet site is not automatically initiated. The aim of
the arrangements is to prevent access to and spreading of CSAM.
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Furthermore, under the arrangements the Internet Access Service Providers inform the police of the
previous internet site that the user accessed when trying to access a blocked internet site — so-called
referrals. This information is very useful to the police since many of the users come from internet
sites that also contain CSAM, and with this notification the police will be able to block these
internet sites as well. If a user attempts to access a blocked internet site, the user will be presented
with a message on the screen saying that the user is trying to access CSAM which is illegal
according to Danish legislation. Furthermore, the user will be presented with information on how to
contact a Danish public sexological clinic anonymously to get help in case of addiction to CSAM.

The arrangements have existed since 2005, and today nearly 80% of the internet in Denmark is
covered by these arrangements. The cooperation enables the police to react very quickly (within a
day) in order to block access and avoid further spreading of the content. The time element is
essential in order to prevent both access to and further spreading of the material. Denmark considers
the cooperation with Internet Access Service Providers and Save the Children to be of significant
importance for the possibility to prevent access via the internet to CSAM.

Against this background, Denmark strongly advocates for the possibility of upholding voluntary
agreements alongside the CSA-regulation.

Article 12

We suggest that the time period in Article 12 (2) is extended, for example to 12 months. Due to the

high number of cases concerning CSAM and the processing of these, it is very likely that the police
will have to request extension of the time period referred to in paragraph 2 several times, which will
impose an administrative burden on the police.

Furthermore, we kindly ask the Presidency and/or the Commission to confirm that the providers
will still be able to report material directly to the police after the entry into force of the CSA-
regulation and that police will still be able to initiate an investigation on the basis of such report
without having to await a report from the EU-center.

Article 14 and 14 a

As Denmark has previously emphasized, the Danish constitution sets certain boundaries when it
comes to foreign states’ exercise of authority on Danish territory.

It is our understanding, that Article 14 and 14a should be understood in such a way, that a
competent authority in one Member State shall have the power to issue a removal order directly to a
hosting service provider in a different Member State. It is also our understanding, that such removal
order will be binding upon the hosting service provider without the prior involvement of the
authorities of the Member State of establishment. Reference in this regard is made to Article 14a (2)
together with Article 14 (2)

For these reasons Denmark cannot support the current wording of the provisions.
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In order for Denmark to support the provisions, the process must be changed so that the competent
authority issuing the removal order sends the order to the competent authority or the coordinating
authority of the member state where the provider has its main establishment. In order for the
removal order to become binding on its territory, the competent national authority or the
coordinating authority of the Member State of establishment would have to forward the removal
order to the provider in question. Denmark suggests that the necessary changes are made in Article
14 (4).

In relation to Article 14 (3a), Denmark supports the deletion of Article 14 (3a) in the recent
Presidency compromise text (6276/23). If the provision is reintroduced, Denmark would support the
French suggestion to replace “shall” by “may” in the second sentence of Article 14 (3a).

Article 15

We find the time period in paragraph 4 too short. Due to the high number of cases of CSAM
investigated by the police, a six-week deadline will put a disproportionate administrative burden on
the police. Therefore, we propose that the deadline is extended, e.g. to 12 months with the
possibility of extension during the entire investigation when necessary to avoid interfering with
such activities.
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GERMANY

General remarks

Combating the sexual abuse of children and young people has the highest priority for
Germany’s Federal Government. That is why the Federal Government has welcomed the
Commission’s proposal from the start as a shared European project which will create a clear
and lasting legal basis. Establishing a single European regulatory framework with effective
reporting channels and a new, independent and decentralised agency (EU Centre on Child
Sexual Abuse) are crucial steps in the fight against the sexual abuse of children. As part of
this effort, it is important to make the providers of relevant information society services more
accountable.

At the same time, the planned provisions of the CSA Regulation must uphold fundamental
rights, in particular when it comes to protecting the confidentiality and privacy of
communication. The Federal Government has serious concerns about the provisions on
detection orders in the proposed Regulation. For the Federal Government, a high level of data
protection and cyber security, including complete and secure end-to-end encryption in
electronic communications, is essential. With this in mind, Germany believes it is necessary
among other things to state in the draft text that no technologies will be used which disrupt,
weaken, circumvent or modify encryption.

This means that the draft text must be revised before Germany can accept it.

We will submit these and other specific requests for revisions soon. The Federal Government
will continue to contribute actively and constructively to the negotiations on the CSA
Regulation.

As the Federal Government has not yet completed its examination, we maintain our general
scrutiny reservation.

Examination of Presidency compromise proposals — 6276/23

We thank the Presidency for drafting the new compromise texts.

Unfortunately, the proposed wording we submitted for Article 2 has not yet been adopted.
This is specifically in connection with the scope given in the CSA Regulation for Member
States to make decisions concerning the age of sexual consent and whether certain conduct
and content is punishable. We also see considerable need for amendments to Article 7. We
therefore suggest that these points be addressed at a separate meeting of the Working Party.

7354/23 FL/ml 20
Obtenu poél\ﬂ)lt}g%g? [ ® JALI LIMITE EN

Got for you by

@ ¥ agence europe



Article 12:
e We welcome the adoption in paragraph 1 of the wording used in Article 15a (1) of the DSA.

e Paragraph 2: Reports pursuant to Articles 12 and 13 should also state how the provider became
aware of a potential CSAM report on its services. We are open to the addition of this
requirement in Article 13 (1) (ba).

However, we would ask the Presidency to explain why the users concerned — especially in
view of their possibilities of redress — should not be informed about “the manner in which the
provider has become aware of the potential child sex abuse” and why information “on the
follow-up given to the report insofar as such information is available to the provider” should
no longer be contained in the report.

e Paragraphs 3 and 4: Could the Presidency please explain how anonymous user notices would
work in practical terms?

Article 13:

e From the point of view of national law enforcement authorities, double reporting must be
avoided in view of the high volume of reporting expected. In any case, there needs to be an
automated deconflicting process. Germany would therefore be pleased if the risk of double
reporting could be reduced (in line with the CSA and DSA).

e Please explain the deletions in Article 13 (1) (c) and (d). As we have already explained, from
the point of view of the competent authorities, it is important to have access to all available
information in order to pursue potential avenues of investigation and ensure effective law
enforcement.

e Regarding Article 13 (ba): From our point of view, the term “manner” is unclear, as it might
refer to the channel or the source of information. We would be grateful if the Presidency could
explain this.

Article 14:

e We are pleased that the clarification in paragraph 2 sentence 2 has been adopted in the
compromise text.

e Article 14 (2b) and (3): For greater linguistic clarity and easier practical application, we
propose that the subject be clearly named: “The (competent) authority shall issue a removal
order / The competent authority issuing a removal order shall use the template set out in
Annex IV”.

e Would the Presidency please explain the additional paragraphs 2a and 2b?

e Regarding paragraph 2b: Which investigations are being referred to? Who is to conduct the
investigations and with what (technical) resources?
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e As we understand, paragraph 2b only applies if the provider does not remove the content
despite having received information in accordance with paragraph 2a. This condition should
be clarified in the text of the Regulation — with appropriate time limits specified as required.

e Regarding Article 14 (3) (fa), we would like an explanation and/or addition clarifying what is
meant by “reporting requirements” (who reports what to whom?).

e Regarding removal orders, once the competent national authorities have reached a decision
with respect to Article 14 (2b), it would be desirable to have a procedure (preferably
automated) for communication between competent national authorities and providers when
issuing removal orders (in accordance with paragraph 3 in conjunction with Annex IV) and
to refer to this procedure in the Regulation.

e As we understand, providers must fulfil their removal/blocking obligations (see Articles 14
and 16) without the use of detection technologies.

Article 15:

e We maintain our scrutiny reservation, especially with regard to the time period specified in
Article 15 (4) (a).

Articles 16 and 17:

e We are still sceptical overall regarding the amendments in Articles 16 and 17 because the
removal of child sexual abuse material (CSAM) is in our view the most effective and therefore
the most preferable measure to stop the spread of CSAM.

e It is therefore important to amend the requirements for issuing blocking orders in
Article 16 (4), in particular with regard to weighing the reasons for issuing the blocking order
against the negative consequences for the rights and legitimate interests of all parties affected
(paragraph (4) (d)). For reasons of proportionality, the text deleted in Article 16 (4) (a) should
be restored. We believe that careful weighing-up is necessary in the individual case,
particularly in view of the dangers and disadvantages of blocking orders.

e Issuing blocking orders to internet access providers should be allowed as a subsidiary option
only if action against the responsible party (located outside of the EU) cannot be taken or
would likely fail; if blocking is technically feasible and reasonable; if this does not entail
monitoring obligations; and if any HTTPS encryption is respected. For this reason, we object
in particular to the deletion of Article 16 (2) (a). (This deletion was already made in
14143/22).

e Could the Presidency please explain the amendments in Articles 17 and 18?

e We welcome the consideration of bringing the text, especially regarding complaint
mechanisms, more closely in line with the DSA (Article 20 DSA).

e For greater linguistic clarity, we refer to our comments on Article 14 (2b) and (3) and suggest
that the subject be clearly named.
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Article 18a:

If it is not possible to remove CSAM, de-listing can be another suitable option. We believe
that joint action at European level would be very helpful, especially in view of the desire for
a single regulatory framework, and that it would significantly increase the effectiveness of de-
listing. However, we believe de-listing should only be allowed as a subsidiary measure. In
other respects too, the requirements given in Article 18a (4) should be further specified, due
to the infringement of operators’ and users’ rights that is associated with de-listing.

Since de-listing was not part of the Commission’s proposal, and therefore not part of the
Commission’s impact assessment, we suggest asking the the Commission for its appraisal.

In connection with the discussion of Chapter II, we would also like to address the annexes to
the draft Regulation. Given the high volume of reporting expected, the forms referred to in
the annex should support the automated processing of reports. Free text fields in the forms
should be avoided. The forms should instead contain lists, predetermined values and defined
choices, thus facilitating completion and further processing.

We assume that even after the establishment of the EU Centre, the U.S. organisation NCMEC
will remain a key source of reporting to the Centre and/or to Member States. We are therefore
in favour of basing the format of the EU Centre’s reporting forms on that of the NCMEC’s
forms. These forms have been used successfully for many years in an international context.

We would be happy to propose specific amendments to this effect.

We also refer to our previous comments on Article 2 and Articles 12—18c.

Examination of the proposal as of Article 19 — 14143/22

Articles 25 and 26:

The way the Coordinating Authority is organised is extremely important to Germany and
other Member States. We would therefore like to emphasise once again that the
Coordinating Authority must be able to perform its tasks independently. For this reason, we
have already called for bringing the CSA Regulation into line with the requirements of the
TCO Regulation.

In any case, we think that Article 25 (9) should clarify that other competent authorities
taking over tasks from the Coordinating Authority must carry out these specific tasks
independently and without seeking nor taking instructions. This is necessary in particular
because law enforcement authorities should continue to be able to carry out evidence
processing tasks and to take on tasks related to removal orders.
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Article 25 (9) should therefore read as follows:

The requirements applicable to Coordinating Authorities set out in Articles 26, 27, 28, 29,
and 30 and 31 shall also apply to any other competent authorities that the Member States
designate pursuant to paragraph 1 in relation to the carrying out of their respective tasks.

We understand Article 25 (9) as permitting individual tasks (and not all the powers referred
to in Articles 26-31) to be delegated to other authorities.

The transitional period given in Article 25 (1) should be appropriate for implementation in
national law. We therefore believe the period should be one year.

As for the rest, we stand by our previous comments, most recently from the LEWP meeting
on 24 November 2022.
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ESTONIA

As we also raised at the last LEWP meeting, there are two principial problem areas:

The first and the more fundamental issue concerns data retention. Several Member States have raised
some questions with data retention, mainly Articles 13 and 22. The current version focuses on data
retention which applies only after discovering the criminal content. In reality, however, it is often
necessary to react later, which means that in order to investigate the crime, it is necessary to obtain
data which has been created long before the criminal content has been discovered at all. Including
metadata. For example, with the child sexual abuse material, if the service provider starts retaining
the data let’s say 24 hours or even a week after the material has been posted (at the moment when it’s
discovered) then there is no data to pinpoint the person who published it. It is already too late. This
is what the current regulation does not seem to take into account. This is a much broader problem that
would require a solution which is not necessarily field- or sector-specific, but would then apply to all
concerned regulations as an umbrella act. We have also submitted proposals in this regard in the COSI
format so that the proposed HLEG working group could start take it into account.

Secondly, the issue also brought up at the LEWP meeting on Feb 24" is about the principles of the
coordinating and competent authorities. As already handled in the TCO regulation discussions, it is
not realistic to state that the coordinating or competent authority is fully independent. Every
institution is subordinate to some other. In the very last case, all institutions are subordinate to the
government, and the budgeting of all institutions is also done from the state budget. We should take
the wording of the TCO regulation as a basis as it is the result of the same discussions. The recitals
of the TCO Regulation state that Member States should remain free to choose the competent
authorities, allowing them to appoint administrative, law enforcement or judicial authorities to
perform this task. Article 12 of TCO Act states that Member States shall ensure that their competent
authorities have the necessary capability and sufficient resources to achieve the aims and fulfil their
obligations under TCO regulation. Since the coordinating authority can also be a competent authority
according to the CSAM proposal, there is no reason to set different rules from the ones set to TCO
competent authority.

Article comments:

e Art2 (x) ‘online search engine’ — art 3 1. which one? There is no (i) is Art 3. Also should
we specify the name of the online search engine?

o Art 12 (3) The provider shall establish and operate an easy to access accessible, effective,
age appropriate and user-friendly mechanism that allows users to notify flag to the provider
potential online child sexual abuse on the service. Those mechanisms shall allow for the
submission of notices anonymously and exclusively by electronic means. What are the user-
friendly mechanism referred to? Age appropriate?

e Art 13 —The competent authority- who will it be?

o (13) h — to which authority in the third country?
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Art 14 (2) — we find 24 hours to be too long.
o Art14 a6 - The procedure for a cross-border removal order - how to restore content?

Art 15 (1) - If the order is modified or repealed as a result of a redress procedure, the provider
shall immediately reinstate the material or access thereto or take other necessary measures.
Which kind of necessary measures?

Art 16 (3) — a reasonable time period set by that authority - what is a reasonable time?

Art 17 (a) a blocking order can only be issued if the object of the blocking is on the list
provided by the EU Centre? What happens if it is outside the EU?

Art 18 (a) — what in this case is considered as a reasonable measure?

Art 22 (2) Service providers shall keep the information referred to in (1) for no longer than is
necessary for the applicable purpose and in any case for no longer than 12 months from the
date of reporting or the date of removal or denial of access, whichever occurs first. Is 12
months perhaps too long?

Art 25 (4) one week isn’t enough.

Art 26 Estonia does not support the established requirements concerning the creation of
a separate new Coordinating Authority in each Member State and the complete
administrative independence of that authority.

Art 29 (2) (b) - Detection, restraint and blocking - does the coordinating authority need
to be able to negotiate with the provider; can the provider voluntarily implement some
of it?

Comments and questions from the Prosecutor's Office:

A removal order and a blocking order will certainly need to be regulated at national level -
who, how? Same for "Delisting orders" - i.e. search exclusion?

Art 15 too, of course. The six-week time limit (Art 15 § 4(a)) and its extension by 6 weeks
may not be sufficient to bring the procedure to the stage where it can go public under national
law. This requires very good coordination with the central authority so that information is not
delayed. And a very good readiness to deal with the matter immediately at national level.
Translation takes time. Could it be 8 weeks?
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A walkthrough of a specific case to illustrate Art 15:

Information is received that an Estonian host or a user in an accommodation service in
Estonia is handling CSAM. (how soon, will become clear when the system is started).

You have to make an assessment of how serious it is, whether it needs an immediate full-scale
response, or whether you can start to ram it through a bit by bit - a couple of hours if you
have time.

An investigator (a team) must be found who can get down to work immediately. Timeframe
difficult to quantify, probably possible within a day.

We need to start identifying who he is. Making enquiries, analysing information - hard to
predict, but probably a couple of days. Possibly need to do surveillance to identify the person.

For the court, the materials have to be translated (the PPA knows how long the queues are
for quick translations, even into English).

At least two working days to give/receive authorisation for surveillance. One for the
prosecutor to examine the material and write a reasoned request, the other for the court to
examine the material and write a reasoned order. In Estonia, there is an insanely high
substantive standard to even apply for or be granted a warrant to conduct surveillance. The
reasons why evidence cannot be obtained by other means must be explained so that the ultima
ratio of the measure is clear, sufficient and comprehensible to all higher courts.

Even in the best of cases, a week or more has gone by.

The authorisation for surveillance can be granted for two months at a time, which is essential.
Because not all surveillance operations can be carried out immediately. I have had a case
where the preparatory activities necessary for the gathering of evidence, which may also only
be carried out with the authorisation of the court and are in the nature of intelligence
activities, have lasted 5 weeks.

1t can take weeks to obtain conclusive evidence/identify the person/associate with CSAM.

It is too much of a hassle and too risky to deal with 6 weeks of extensions in parallel, hoping that the
information will reach the provider in time.

The reference to "paragraph 7 of this Article" in Art 14a 2 was confusing, because in the
version of Art 14a available there were only 6 paragraphs. Since there is also a reference to
Article 14, the reference is probably to paragraph 7 of Article 14. Maybe instead "paragraph
7 of this Article" "paragraph 7 of Article 14". Or is this reference unambiguous for others.

Normative confusion 14a § 6, which refers to § 6. Which Article § 6?
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e The last paragraph of Art 16(4) refers to paragraph 3 "in accordance with paragraph 3", but in
Article 16, paragraph 3 has been deleted entirely. The so-called hearing or disclosure of the
provider's position is in § 2.

e Art 23 and Art 24 Points of contact and legal representative:

What if providers obey these requirements? Or the fulfilment of the requirement has
been formal and no one respond, we can’t actually forward the information. We must
create measures to compel providers to comply with these requirements. For example
threat of punishment, allow to offer services only if obligations are fulfilled: provider
have been designate legal representative and established contact point.

Estonian Police and Border Guard

o Art 13, (4) — if there is a threat to life or safety, the first recipient should be the LEA and cc:
to the EU Centre

This article has relation with Digital Service Act Article 18. Notification of suspicions of
criminal offences (1) Where a provider of hosting services becomes aware of any information
giving rise to a suspicion that a criminal offence involving a threat to the life or safety of a
person or persons has taken place, is taking place or is likely to take place, it shall promptly
inform the law enforcement or judicial authorities of the Member State or Member States
concerned of its suspicion and provide all relevant information available).

e Art 13 Subsection 1(c) - what data are considered to be content data in accordance with this
paragraph?

Given that, according to Article 2 (1), the concept of CSAM also includes live performance
directed at the audience, including the performance by means of information and
communication technology, i.e. Dir 2011/93, Article 2(e), as well as the same Dir Article 6
referred to in (o) and (q), it is clear that Article 13(1)(c) — content data should include videos,
images, text and sound.

e Art 14(2) - must provide nationally for the provider to have the capacity to respond (remove)
within 24 hours.

e Art 14(2a) - to set up a national process for how the coordinating authority interacts with
service providers.

e The last subparagraph of Art 14(2b) is redundant, repeating the previous one. It is not clear
what is meant.

e Art 14(3) da - Can we give an order to a service provider established in a third country? You
should contact the law enforcement authority of that country. We can block CSAM content
within the EU but not in a non-EU country.
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Art 14(4) - the preferred language would be English as the EU's number 1 working language.

Art 15(1a) - what becomes of erotic material, this should be worded more precisely as it is
prohibited in Estonia to depict a child in an erotic situation.

Art 15(4) - the Regulation consistently talks about time limits in terms of months, here weeks,
which is confusing. Would it be more appropriate to set the time limit at 2 months?

Art 16(1a) - uses the undefined legal term "reasonable time". The time limit must be specific.

Art 16(1) - could remain the Commission text. If the identification of new material is also
moved to resource indicators, how can new material be identified at all? Could there be a risk
of blocking new material in the Parliament's proposal? In any case, does the identification of
new material have to be accompanied by a resource blocker? If only child pornography is
included in the locator database, what about erotic material?

Art 16(2) - uses the undefined legal concept of reasonable time. This could be explained at
the beginning of the Regulation.

Art 16(4b) - The service provider must have in place general requirements for risk reduction
and detection. Where and if so how are these set out? If they were laid down, there would be
no need to set them out in the Articles. The foregoing is supported by point (c).

Art 17(1a) - Blocking orders could be made available to the coordinating authorities of each
EU country through a data exchange platform (perhaps in the form of a table). It is too
resource-intensive to ask the EU centre for information on URL blocking.

Art 17(1) fa - what is the need for reporting requirements to be reflected in the blocking order?

In Article 18a (3) - what does “reasonable time period” mean? and within same article
18a (4)(b) — what is meant by the expression “in a sufficiently reliable manner™?

In conclusion, minors portrayed in erotic situations are a danger point. If we do not agree on criteria
in our own country, there could be a lot of litigation and burdens on the courts.

Enforcement of injunctions in general - while service providers exercise their right to review and
challenge an injunction, is the content still available for prohibited consumption? This will result in
a commercial benefit for the service provider from the illegal activity (distribution of prohibited
content). Access to the prohibited content must be restricted from the moment the order is issued. It
is in our interest that commercial interests do not override the rights of the child.

Is an injunction a new concept in Estonian law, is it the same as an injunction?
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FINLAND

Section 3

Reporting obligations

Article 12
Reporting obligations

1. Where a provider of hosting services or a provider of interpersonal communications services
becomes aware in any manner other than through a removal order issued in accordance
with this Regulation of any information giving rise to_a suspicion of indicatinepotential
online child sexual abuse on its services, it shall promptly submit a report thereon to the EU
Centre in accordance with Article 13. It shall do so through the system established in
accordance with Article 39(2).

2. Where the provider submits a report pursuant to paragraph 1, it shall inform the user
concerned, in accordance with the followmg sub-paragraphs provzdzng mformatzon on the
main content of the report 4 . ;

G
o, o
rrrrr = t

m%é#n%e%—zs—a%&z—la—b%e—ée—#re—wewde# and on the user’s posszbzlztzes of redress lncludlng

on the right to submit complaints to the Coordinating Authority in accordance with Article
34.

Is Article 12(2) about the informer or the user whose material is reported to the Centre - and does it
apply to both the suspect and the victim? We have previously submitted a written comment on the
ambiguity of paragraph 2 in relation to the right of data subjects under data protection law to be
informed of the processing of personal data concerning them, including disclosures of personal
data. The data protection legislation allows for a postponement of the provision of information, e.g.
to secure a preliminary investigation at the request of the police, but it remains unclear here how the
paragraph would interact with it.

FI’s previous comment on this topic

The relationship between Article 12 and the data protection legislation should be clarified. We draw
attention in particular to the reporting obligation in Article 12, paragraph 2. It is unclear what the
relationship of this paragraph is with the requirements imposed on the controller under the GDPR to
inform the data subject of recipients of personal data. It is further unclear how the reporting
obligation would work together with the provisions of Directive (EU) 2016/680 (LED) that apply to
the competent authorities, particularly Articles 14 and 15 thereof, as implemented by the Member
States. Those Articles concern the right of access of the data subjects and the limitations on that
right.

For the time being, we maintain a scrutiny reservation on the appropriate time limits for the reason
that the relationship with LED is unclear. LED only applies to the competent authorities, whereas
the provisions of the GDPR would apply to the service providers.

7354/23 FL/ml 30
Obtenu poél\ﬂ)lt}g%g? [ ® JALI LIMITE EN

Got for you by ] & agence europe



It is important that Article 12 take into account both the interests of investigation and the interests
of the data subjects, including those of child victims.

We will be happy to propose drafting that takes into account those interests, once we have a
clarification from the Commission on the relationship between Article 12, paragraph 2, and the
provisions on the right of access of the data subject and the limitations on that right under the data
protection legislation. In particular, is Article 12, paragraph 2, meant to adapt the provisions of the
GDPR and LED concerning the right of access of the data subject?

Article 14

Removal orders

2. The provider shall execute the removal order as soon as possible and in any event within 24
hours of receipt thereof. The provider shall take the necessary measures to ensure that it
is capable to reinstate the material or access thereto in_ accordance with Article 15(1a).

2a. Before issuing a_removal order, the issuing authority shall inform_the provider, if
necessary via the Coordinating Authority, of its intention to do so specifying the main
elements of the content of the intended removal order and the reasons for its intention. It
shall afford the provider an opportunity to comment on that information, within a
reasonable time period set by that authority.

On a general level, Finland believes that Article 14 is a step in the right direction, however, we do
not believe that Article 14(2) is workable. The proposed addition would mean that the service provider
would have to store the material somewhere in order to be able to do this. Isn't this problematic when
it comes to CSA material?

Could the new provisions in Article 14(2a) lead to additional requirements for authorities to tackle
illegal content, thus affecting the speed and effectiveness of the enforcement effort? If the material
has already been identified as illegal CSA material by a public authority decision, why ask for the
provider's opinion in the removal order. The same comment applies to the subsequent Article 14(2bb)
and fundamental rights considerations. If it is criminalised content, it does not enjoy the protection of
freedom of expression. It would also be useful to clarify the relationship of this Article to Article 3

of the TCO Regulation.
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Section 5
Blocking obligations

Article 16
Blocking orders

1. The competent authorlty Qeeﬁdyﬁmﬁwheﬁty—ef—es%&bhshmen{ shall have the power to

pe—et ' e—to issue a blockzng order
requiring a provider of internet access services under the jurisdiction of that Member State
to take reasonable measures to prevent users from accessing known child sexual abuse
material indicated by all uniform resource locators on the list of uniform resource locators
included in the database of indicators, in accordance with Article 44(2), point (b) and
provided by the EU Centre.

General comment:

Experts from the our National Cyber Security Centre and stakeholders in Finland have raised
technical problems in implementing URL-based blocking in practice. In particular, the effectiveness
of the measures has been questioned, as most of the network traffic is now HTTPS-encrypted. Has
the COM considered other possible ways of implementing blocking orders?

Regarding article 16 (1)

What is the reason and meaning of the deletion of the word known? This has previously been the
limitation here, but have the content of the article now significantly extended? Can blocking orders
be placed on the site to prevent access to "potential" CSAM material (not yet known) or how should
the rest of the section be interpreted. In other words, is it now unclear to what extent it has been
identified that CSAM material is present on the site before blocking access to it? This measure is
significant, for example in terms of freedom of expression, if it is used to block access to a
particular site altogether.

In this respect, it should be noted that the CSA draft regulation includes the word "potential” in the
concept of CSAM, i.e. measures to find potential (not yet identified) data. It is good in itself that
Article 16 has built in application thresholds, but it would be useful to clarify the above-mentioned
issue. As such, the measure may be justified to protect children and various blocking provisions are
contained in different laws, but the rationale and meaning of the deletion of the word "known" is
now unclear.
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Article 17
Additional rules regarding blocking orders

1. The-CoordinatingAuthority-of-establishment-shatlissue-the A blocking ordersreferred-to-in
Artiete16 shall be issued using the template set out in Annex VII. Blocking orders shall
include:

(ea) where applicable, the effective and proportionate limits and necessary safeguards;

What are the necessary safeguards in the new (ea) section; are they to be opened up in the text or
perhaps in the recitals?
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HUNGARY

Comments on doc. 6276/23
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Section 3
Reporting obligations
Article 12
Repowting oblipations

Where a provider of hosting services o & provider of interpersonal commumcations
services becomes aware inoany marmer ofher than throwgh a remewal onder issuid in
accordance with this Regulation of any information

inheaking-pesantial ontline child sepaal abuse on i85 senvices, it shall promgly subat a
repent thereon fo the EU Cenfre in aceordance with Article 13, It shatl do so through the
system sstallished in accordance wath Article 392,

Where the provider submmits & repont pursuant o panegoaph 1, 1t shall inform the user
concemed, In acoordance with the inlhwhg rﬁpﬂnmphs pwudang mﬁ.‘u‘n‘aum o
Ihcmam content ut‘thc TP b e ey .

b

an-d 1 ﬂr., LTS ptsﬁl.bll:u-:a nl!'nxh‘m
m:lmin.g on the nght 1o 5u1:|1.'u1 -xln'q:\f.mrus 0 the Coopdinuting Authonty in accordance
with Article 34,

The provider shall inform the use concemed withiowt uncheg delay, either after havimg
recaved & commumcation from the EU Cantre indheating Hust it considers the fepon to be
i festly (mfoanded as referred fo in Amicle 4802, or after the expary of a tine period of
six Hwes months fom the dote of the report withoe having recaved a commuvtcation
from the EL Cenire indicabing that the information is net to be proveded as referred to in
Article 486, point (@), whichever ocours first, The time period of six months refered to
in this subparagraph shall be extended by up to & months where s requested by the
compedent authority referred to in Article 486l poia,

Where within the $hses-menthe one penod refemed toin the second subparspraph the
provider teceives sach a comnmmication fom. the EU Centre indicating that the
information is not to be provided, it shall infonm the wser concerned, wathout wwdue debay,
after the expany of the time penod set out in that communication.

The provider shall establish wxl operate an inmeadile, offective, o
apprognate and vsar-frendly mechanian tha :ﬂlms« users 1o motily Sae 1o e pﬂm1l:‘|».‘.t

P'W#"“ﬂj orline ﬂhﬂ!d Stan Wi mth- sEPace WMMLM:
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mmmwﬂmumm

Arsicle 13 i daitil e L
Specific requirements for reporting
1y Prowiders of hosting senvices and providers of irferpersonal commmaucations services shall
sybuml the: report referred oo Article 12 using the tenmlate st oot i Annex 1L The

reporl shall trehmde:
{2} dennfication detuls of the provider and, where applicaby, its legil representative,
{b)  the date, Bme starmp and electronic signature of the provider;

- "I cmdn‘n] mﬂ.ﬂn it of the
| nSormsation ey grsficanty smppeet 15 extalis bing e
I lifkati Boownt of ihe: atese.

R R R -

g Tm-d[ﬂ'ﬂﬂl %Mﬂﬂﬁ'mhwr
(dy  all avatlable duls etherthon-contantdata !clalud to the potentizl online chald sexml ! bt soceeting fo oo coomiont,

| s ancluding gpeta oty | Commented [EYME]; W would pradie the sutia
X wopdmg, it provides s g clasty whin indegod ed toprther
{2} whether the potential omline child sooms] abuse concerns the dissemiration of known . | Wil the swowded point <),
of new child sesanal abase matenal or the solicatation of childsen; Conmesrtod [TZT]: Mts dats coclid be a significan
conlribution 5o claiyisg Bue ciroumdances of e crams: snd
(f  information conceming the gecgraphic location related to the potential ondine child iz L.t bt i i 1l
sextal abase, sch as the Intemet Protocol address of opload, with assockated date
and time zone, time gamp and port numsber,
i) mbormaivon concerning the identity of any wser snvolved in the poterizal online chuld
sexnal akse,
A POY gonnppeny- Article 18 DEA provides for an obligation for hosting services 1o repert
chirectly to mational law enforcement servives when they are aware of siaIos conaming a
threst 1o hife or secunty. This Asticle provides for a broader olligation to report via the EL
Centre mcuding also providers of interpersonal ddectronie commurmeations. Do Member
States thank it should be explorad ifand how the ask for double reporting could be svorded?
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2 The prionvidar shall execule the removal order as soon as puml:]: arnd 10 arty event wnhm
| ;f;j_-,h—l Imﬁ- l:-frmp{ IJur:w:-f T s

3 B e o
A remanwal order M wsimg the [r:mpb-llr: sat oaf m-Annex 1V, BEemoval onders
shadl mechade

fa)  identification details of the eosed : bty
authonty issung the removal onder and aulJmli:mh.cﬂ af 'lhc n.:rm‘ﬂ -L'ﬂ'd‘.‘i’ I:I} theat
authornity,

(b} the nome of the provader and. whese applicable. of its legal representutive;
(¢} thespecific service in pespect of fF whach the removal ceder is issued,
i a -:’.u:l'l'umﬁt dﬂ.‘hﬁluﬁ slatement u:-I' FEas0ns {xpim:urﬁ lﬁh}' he mn-:na] -:-rdcl 15

() an-exact umiform resoures locator and, where necessary, additional information for
the identification of the child scomal abwse matenial;

[TZE]: It {6 projreaed s sfcordusce with S

{orr Forgralatiom in foroe, |

| Comimestted [TES]: T is propossd o delele. W do sl see

the judifioalion o 4 priog peds cali o juidedine, as roteoal
ardors sy sond loomrvscs providen by an smahonse with By
sppropnaly compebmcr, in 8 presribed Fomak snd with 5
st of rewnonss. In o view, thix adclin onad sep i e
eemreeal procde disrr ol pEovidle Ay aotetantie skl
malepuar e ag sind errosous pomeval, el ety makes e

| process srory semmplon aod lon iy,

Commaented [GYM10]; Wesuppet this sdedifions post
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4. HuMaﬂummmmmiﬂanmwm

m#ul—wda—md .J!"Lcr ]:mng mmﬂlcd il' mmr‘y wuh n:I-.'ﬂ.nnI: p‘ubllc amhonllces
haat the provider 5 not to disclose any indommation regarding the removal of or disabling of
aecdss 1o the chald sexual abuse matenal, where and to the edenl necessary o avoid
interfening with activities for the prevention, detection, investigation amd prossoution of
chilid semamal abuse or related eriminal offances.

I sch i case:

{a}

therity uqung the mmm’aj

mﬂ»—m
rm-lmgu:r than mmr}'uﬂ rmt e’xmdmg six weeks, duning u.]'uch the provider is
not todiscloss swch infommation;

(b the obdigotions set ool m paragraph 3 shudl ot apeply dorimge that e penod,

The Jesuing Thetta . - rtivee authonty may decide to
axternd the ime pmt'-d. ml’m@d toin lh-:- :ac-:ond sdwagraph poant (a), by a Rrther e
period oF meaxirman =ix woeks, where md. ("] lh:. extent lhr, nm-dtsdmn, confinies to b
mecessary. In that cmmm rirmtn b= b = et i b
auﬂmnry shall imferm, KR
dscizaon, sp;::ﬁmg'lhdﬂmjlulslc ll.nwpxml

Seciion 5
Blocking obligations

Article 16
Blocking orders

- re—io issle a b!n:-ckmg nrde;r
mqmnng o pwﬂd:f od' intemet access services |.md|:1 lhc Jm:sdmm of that Member Sgate
1o take remsonable mermmes © provent users from accessing keesa child scoal abase

| mafenial indicated by aH-um form resource locators with o meenpted UR sdeme onthe —

last of unifiom resomce locabors included in the database of inkcators, i accordance with
Article 4402}, point (B) and provided by the ELT Centre

* Commented [TE11]: Under Artiche D61, T conpeetent
my v e Dok g of Wl URLs on S FLI
Cemire's it Ax e it ip |Skely b incude URLy of 2ostenl
e via s Gy m-mm
b achieved tny blocking the 4
hLﬂlwmnmﬁmmﬂlﬂ}-hu
womenl, il is proposed tod it should not oty be positic 1o
gk the eniied His, baf aleca part of it thal §s not acoesitle

| i an emorypbed profosod (HTTRS),
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tm‘lld[ﬂ:l!a nlrpmmummuu
ekl Fex n puier
umiudu:mmhmﬁnplmimh'mﬂu[y
wilh the Spqeaaisle competince, in § presribed tomal md
with i sl of Pedonid b o view, e ehiSonsl iep
i Bar ernchal frodes doed bol rotide my adnlufive

teode conpdien and | gy
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(b the Bockang onder is necessary to prevent the dizseminatson of dechild sexal sbuse
matenial feases in the Ui, Teaving regard H-perbtbir--Re-Gary--noeee
M o Ehe med m pmuact lhz ngh.ls nt'ﬂw ml:ums mmum.- ami

(c)

M Ena sxlﬂicsmt]:r !'cl:a.h'."
rsarmeer, to online oations where child seaosl abise matenial gin be found;

(dy  the reasons for issuing the Blocking onder oumwagh megative consequences for the
rigghits aned Legtimada interests of all parties affected, having regard in particular 10 the
mesd bo ensme o far bulanee berween the fundamental nghes of these parties,
including e exercise of the users” freedom of expression and information and the
provider’ s frecdom o condid a business.

ll‘.unu FesOUrce I.ccatmi

Wihen assessing whether the conditions of the first subparagraph have been met, account
mail I:c r;akcn :-l‘ nII rdmm: lm:h anct :umnmaum of the e at hand, induding s
prabar i The views of the provider subomtied in

| Commesttnd [TZ13]: The contost o the "l intrusive

meaages thas bl ocking”™ refomadin in S parssmraph deould
b charifived ul Joasd b wuy of example. sioos b B hosting
providat does sl femdne CRAM oonbet, i i8 qued st
whist effedtive inothod - ot than blaxdong m e o
s providers srotsork - i sedfficimily effeotive el vet
b indnsece,

5
) whwre necesmary, specify effective and proportonats Loty and - safepseds
necessany b ersre that any negative consequences refmad 1o in paragraph 4, poit
(cb, peamuin limited 1o vial i stnetly iecessany,
(b} sobject o paragraph &, ensure that the period of application Temains limited fo what
15 stmictly necessary.
a The Isasing Cesphwbrauthonty duall speafy i the blocking order the peniod dung
whach it apphies, indcating the starf dateand the end date.
The perved of apphication of biocking orders shall pot exeeed fve yeans.
T o
3 bt b ( l:nzun:hmmg Mhontr guhg_l,ﬂng
:H.Ilﬂi!_ sh'ull wimc nmm’y um‘l a1 least once every vemr, assess whether any
substantial changes to the grounds for issung the Blocking onders have oceurmed and—#
epsehie. whether the condifions of paragraph 4 contimae to be me.
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0 o sulicently detaled statensait of ressons expluning why the Mocking onder 15
s,

Lfah whvere applicable, reporting requirdments;
{z) areference to this Regulation as the legal basis fior the blocking crder,

fhy  the dwe, tme stamp and electrome agnoture of dhe. sskesakomaliemine—om—ibe
bt benabmmsrative-authonty isaung e Wocking order;

{i) - easly understandsble mformation about the redress available to the addressee of the
blockang onder, moheding information about redress to a court and about the tme
periods applicabile to such redsess

3 o a o5 authenty issuing the
blockmg m‘ler '-JD.'II uddm it 1o lh: T c.sl.alidumrn :sl the provider or, where
wpplicable, toits legal representative designated in accordance with Aricle 24,

The blocking order shall be transmitied, if necessary via the Coordinating Autharity, 1o
the provider's potnl of contact referred to in Artide 23(1) |

!I‘lﬂ‘l.lt‘l.ﬂi :.\n-rutenm-urd umhr c-&n:dlﬂ.-uns 'I.‘h-ar allwrm establizh the amhenth:aunn

M rmh: n'. mn:hﬂamg -\1,uhnnh- m andw ﬂue I:L- L,emre lhmqqh
the system established in scoordance with Anticle 392},

The Mocking crder shall be drefledtransmitted in any of the official languages declared
by the prowvider pursisant to Article 23(3)

The order may also be tranamitted in any of ihe official nguages of the Member
State ouing the order, provided that it is accompanied by a transtation of at least the
miod important clenents necessary for the execution of the order inte any of the
oificial linguages dechired by the provider in sccordanee with article 23(3),

| Commented [TZ14]; 1 is proposed to ddete. The

examption givon i (s pont may Bve savice providers oo

5. IF the provider carmot exette the blocking onder batise it couins mani fast emrors or m‘!’“ﬁ‘“‘“““ﬁmli“m‘m
does not contain suthetent imtomation for its exceution, the provider shall, mlhm;n 11nd:|-., AP IChan o il o
delay, Icqmzﬂ the MECEssany clunﬁ:cn-‘l.im L] Ih: dﬂ.l‘llw’ﬂ‘l}' iming the nrdn'
template mem in Annex VI
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Comments on doc. 14143/22

Providers - of software applicahon dores shall make publicly wvailable  information
descrilang the process and critenin used 1o assess the nsk and descritang the measures
referred to in paragraph 1. That descapiion shall not includes information that may recuce
the affectveness abthesaasaameet of ok measurds.

The Commussion, n cooperation with Coordimating Awthorities and the EU Cenre and
after laving condiicted a public comultation, may isoe gudelines on the application of

paragraphs 1, 2 and 3, having dus regard in partioular to relevam techmoelogteal
developrments and 1o the manners in which the seraces covered by these provasions are
offered and wed

Section 2
Detection obligations

Artiele 7
demsiemcr of defection orders

The Coorchimting Awthorty of estallishamen hedl have the potver 80 fequnest the compatent
Judlicial authority of the Member State thal desigrated o another  independen
admimstrative authonty of that Member State to issue o defection onder requning a
provider of hosting services or o provider of interpersonal commmumications sarvices under
the junisdiction of that Member State 1o take the measires specified in Amicle 10 to detect
onling child sexml abwse on s specific senice

The Coardinating Authonty of establishonent shall, before reqissting the sswuice of o
detection order, camy owt the mvestgations and assessments medessary fo determune
whether the conditions of paragraph 4 have been met.

To that end, it may, where appropriate, requine the provider 1o subrmit the mecessary
nfoemation, additional 1o the report and the further information referred o n Article 5(1)
aid {3, respectively, within a ressonable tinse perrod 2o by that Coordinasting Auwthority,
or regquest the EL] Cenre, another public suthonty or relevant experts of enhities to provide
the irecessary additional informstion

Where the Coordimading Authonity of establishment fakes the preliminary view that the
condiions of paragraph 4 have been met, it shall;

{a} cstablish a draft request for the bssuance of a detection oader, specifiing the main
elements of the content of the detection onder it indends to request and the reasons for
redEsting af;

(B submit the draft request (o the provider and the EU Centre;

(¢} afford the provider an opportunity to comment on the draft cecuest, within a
ressonable fime perod sot by that Coordinating Authorty,

14143722 FLnl 1
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As pegards detechon onders comceming the dissemmtion of mwew culd sexml alase
matenal, the mgnificant rsk referned to in paragraph 4, Grst subparagragh, point (&), shall
be deemed to exist wihere the fllowing conditions. are met:

fa) itis hikely that, despate any mitigation nesssmes that the provider may lave taken or
will take, the service is used, (o an appreciable extent, fr the dissermnation of new
child sevual abise matenal,

(b there is evidence of the service, or of a comparable service if the service has not yet
been offered in the Undon at the dake of the requiest for the issuance of the detection
order, having been wsed in the past 12 months and fo an appreciable extent, fior the
dhssemiteion of new child sexual aluse material;

(&) for services olher than those enabling the Hive tromsamsson of pormographic
performances as dafined in Article 2, point ded, of Darective 200 1/93/EL:

{1}y a detection ofder concermang the dissemination of known child sexial abuse
mualegial has been issued in respect oF the semace,

(2} the provider submitted a signiticant mumber of reports concermng known child
sexeal abuse mutenal, detected through the measires taken to execute. the
detection order referred to in pont (1), pursuant to. Article 12,

As regards detecton onders concerming the soliotation of children, the agmificant sk
refeed o in parznaph 4, B aibparearaph, point (a), shall be desmed to east whese the
fellowing condifions are met:

{a}  the provider qualifies as a provider of interpersonal commndestion semvices,

(b atis hikaly thar, despate any mitigation messures that the provicker may have taken of
will takie, the service 13 uwsed, to an appreciabde extam, for the sohicitation of children

{c}  there s evidence of the service, or of & comparable service iff the service has not yet
been offered in the Undon at the date of the request Bor the issmnce of the detection
order, having been wsed in the past 12 months and to-an appreciabla extent, for the
solicitation of children.

The detection orders comceming the solicitation of children slall apply only 1o
interpersonal commumications hetween shese-—cne—af-the—psers—s 0 child user and-an
e
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3 The provider shall establash and operate an accesable, age-appropriate wadl ser-fendly
mechanism that aliows users-to flag to the provider potential online cleld sexual abuss on
the service,

Arficle 13
Specific requiremeiz for reporiing

1 Prowiclers of hosting senaces and providers of interpersonal commmications services shall
submst the repon referred 10 in Article 12 using the rengplate set out in Asnex J11 The
repoxt sl inehude:

{a}  identification details of the prowider and, where applicable, its legal tepresertative.
(b} the date, Gme stamp and efectronis sgnature of the provider,

of the mistmation {Foin the siet H: TR L

my g oanily sippon b casbiideing Ge

technolosical detection or o otiser organisatson or puthont -AI Commestted [TZ3]: Dicutifying e smrce of B |

S0l o
Tlkcedi Bl oof thie v

(o) alcontent dab, irehaking B bt

= o [TZ4]: 1 i progried o delet: e seticn e .
{dy all available deta caher than content data related o the potential online chald sexaed Ay Bows bos ermrOiatuncigs i e appdication of fhie

ke po Faymalation, With the diletion he defimiion of “contoat dats™
MJLL.LH.IJLL&H& - - el i e moeed by Ariche 206,

fe)  whether the poterial enling ehild sexus] abuse concems the dissemination of known MI ety e
or new child sexmal ahuse material or the solicitation of childeen, it “_-h "Ilnl-l:!t petral

() nformetion comeeming the geogmphic location refated to the potential onfine child
sexal abise, such as the Intemet Protoced address of upload, with assecibed date
anl time zome, ime smpy and port nmaber,

(1) information concerming the identity of sy user involved in the potential online child
sexyal abuse;

{h)  whether the provider has also reported, o will also report, the potential online child
sexual abwise fo 3 public authonty or other enfity competent to receive sch reports of
a third country and if so, which suthority or entity,

(i) where the potential online clald soaml abise concemiz the dssamnation of kivem of
new child senal abuse material, whether the provider has removed or disabled
necess b the malenal;

() whether the provider conziders teat the report requires urgent action;
(k) areference tothis Regulation as the legal basis for reporting.
The Cotmmission shadl be ampowered 10 adop delegated acts inaccordance wath Article 86

in order toamend Annex 11 1o improve the template where necessany i view of relevant
tzchmalogical developments or practical experiences gaaned.

=¥
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L The competent anthority of each Member State dall have the power to lssuwe a
remwaval order requiring a provider of hosting services under the juricdiction of that
Member State o remove or disable acoess In all Member States of one or more
specific Hems of meatertal that, after a diligent assessinent, the competent awthority
Corrdide—lie— 07 the eesies judicial avthorities o other  independant
administrative authornities refemed o in Anicls 3601) identified as constitting child sexgal
abaw matemial

2 The provider shall execite the removal order as scon as possible and in amy event within =
e hiours of receipt thereof. | Commented [TZ6]: [ is propacd i sccordasce with e
| TUJWlﬂl:lln i:rm

3 The competent prsdbosat-sratheni-s-e-edprdon-admdasive aulhonty shall 1ue a
reriowval order usang the eopdate set out in Annex IV, Removial orders shall inclode:

{a} rdentification defmls of the compelenl jfudicial—cs—indapandet—admmisalivg
authonty issuing the removal onder and authentication of the removal order by that
authonty;

(b the name of the provider and, where applicalde, of its legal representutive;

{c)  the specific senvice for which the removal order is issued,

() o sulficiently cketadesd statement of reasons explaimng why the removal order 1s
isayied and in parsendar why the materal constatutes chuld sexumil aluss natenal,

{e} an exact uniform resource locator and, where necessary, additional information for
the identification of the child srail sbuse matenal,
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Section 5
Blocking obligations

Article 16
Blocking ovders

L. The competent auihority Seosdinsispduiboniesfedabbsment shall have the power e
e s L e e L

indupandantalmisdrtive oo ol et MabarStateto issue o Mocking order
recparing & provider of imemt access services wnder the jurisdiction of that Member State
o take reasmable messames 1o prevent wers from aecessing ke child soomal abuse
matenal.

The competent authority shall also have the power 1o isase a blocking order requiring
a provider of internet acctsy services under the jurisdiction of that Member State to
take reasomable measures to prevent users from accessing known child sexual abuse

| material indicatid by at-unifonm resounce bocators with an wencrvpted URT Echeme on | Commsested [TZ7): Undee Article 180128 Bhe desipmated.
the list of wiform resource focators includad in the datsbase of indicators, in accordance | astherity iy oder the Mokl of all TRES oa e 1
with Article 482), point {b) and provided by the EU Centre. M i b it e

aniti b achieved by blocki ng fhe ol v dlomain inchded in

mgumwm;mummmm
|| ot it i proyreged e it shonld oot ondy b poaghie B
| ok the et b, bt seo 2 part of it that i nol scesible

QT T T
m Pt Moot el Moot 1tale, Fant esian fuss,
L riot g pht
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8 The ELJ Centre shall provids such assetunee frés of disuge and in accondance with its tasks
andd obligations wder this Fegulation and insofir as its resowrces and priontes allow.

9 The requeremmierds appheable to Coordinating Authontiss st ot in Articles I, 27, 18, 29,
siid 30 and 31 shall also apply to-any other competent ssthorities thiat the Member States
dzsignate puraant to paragyaph |

Artecle 26
Requiremants for Coordinating Authorities

1. Mertber States shall ensure that the Coordinating Authonties that they designated perfonm
their tasks vnder this Remdation in an objective, impantial, ransparent and Gmely manner,
while fully respecting the fmdsmental rights of all partics affected. Member States shall
erpre that therr Coordimating Authonties have adequate techuical, financial and human
resounces ko casry out their fasks,

| Coenmermted [KSAB]: The coordnatsag ety b likedy
to b by fomeded from the sta o badget, w0 wy wondd like
b Bkl mtry 1ot that ol give e oppeatusisy 10 qacition
ire iw L F“HT-

4. The Coordirating Authonties shall ensare that relevam members of staff have the requared
dualifications, expenance ety axl 1echaical skills fo parforn tear chaties.
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The munagensént and other stall of the Coorchnating Aufhorities shall, in accerdance with
Ungon o national faw, be subject to-a daty of professional secrecy both during and after
their term of office, with regard to amy confidantial informstion whach has come to their
knowledpe i the couse of the perfonmance: of their tasks, Member States shadl exsure tht
the management amd ofher staft are subject to niles guarintecing that they can camy out
thetr tasks mean objective, impartial st independent manner, 1n particabar. os regords their
appointment, dissnissal, rermeration and career prospects.

Section 2
Powers of Coordinating Authorities

Arricle 27
Frpbpenaniamp g™ oy e ol inseao e

Where nseded for carmang ot their tasks, Coondinating Authonties shall have the
following powers of—inspecorswsstseten, i respect of prowiders of relevant

| Commverted [ K39 Thise ae wod it gative poses

in Ben dawdisal s, bul ratha administrative progedesn, in

i viaw, e aurmmsd wordmg is pol scovplabic, em

the DEA reglfion contaiss this wanding. a5 e D50 sl 0

. ; : - e B ¥ | b enfocement e of e,
infommration socety services wiler the risdiction of the Member State that desipsted SRR e
them;
()} the power torequine those providers, os well as mny other persors scting for plrposes
related to thar trade, bsiness, craft or profession that may reasonably be aware of
information relating to s sespected inffingament of this Regulation, to provide such
nformeation within a reascaable time perod,
(b the power to carry ol oel-site Inspections of any premniaes that thoese providess or the
olver persons referred toan point {a) e for paposes rélated 1o ther trade, business,
crafl or profession, or to request other pebbio suthonties to do so, m osder to
cxammine, seiee, take of obfain copees of infonmation relating to a smpected
infringement of this Fezalation o ame form, imespective of the stormge madium,
{¢}  the power to ask amy member of staflor representative of these providers or the other
persons referred to in point (&) to give explanatons in respect of any information
relating 1o a suspected infringement of this Regulation and te recerd the answers;
{d)  the power to request information, including to ases whether the measires taken bo
execude o detection order, removal ceder or blocking order comply with the
respurements of this Regulation
2. Member States may gramt addittonal nspecnvesesbiasives-powers o te Coordinating
Muhoritizs,
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3 Megmiber Stites shall apure that, whese ther low anforcement authionties récerve a repor
of the dissamanation of new child sexoual abwse material of of the solicitation of children
forwarded 1o them by the EU Centre in accordimee with Article 48(3), o cilipent
assesimend 15 corkhocted i sccordaes. with paragraph 1 and, if the mabenal or
comversafion is idenificd as constitubing child sexual abuse material of as the solicitation
of children, the Coordinsting Authority submits the mmterial to the EU Cenfre, in
accordance with that paragraph, within one month Gom the date of reception of the repost
o, where the sssesament is pasticulan v complex, fwo months from that date.

Tl shall s ensare: that, where the diligent assessment indicates that the nuaterial does
ot constitite chald sexod abise materrall or the solicitation of children, the Coordimating
Autbority 35 anfomeed of that eitcome wwd subsequently mnfomz e EU Centre theseol,
within the tiome pereods specifiecd in the frst sabparagraph

Article 37
Cross-horder conperation among Coardinaimng Anivarities

1. Where a Coordinating Authonty that is not the Coordinating Authonty of establishment
has reasons to suspect that a provider of relevant infonmation society services infninged this
Begulation, it shall request the Coordinating Authonty of establishment to asess the
matter and take  the necessary investigatory  and enforcament megsures G ensune
woumplianes with this Regubstion,

Where the Comumission has reasons. to -ﬂ.ﬁp&ﬂﬂ that a provider of relevant mfoomation | Commerrted [SAA10): What is i logal basie s
society services infmnged this Fegulation in a manner imvobving of least three Meamber Information thal all ey the Coanrmizsion Lo conw 10 sch s
States, it may recommend that the Coordinating Authority of estabfishment assess the Bt adbon, el i s ool s Py in A S )

| matter and take the necessary |pspechvolnestston-and enforcement measures bo ensure
comnplianee with this Regulation.

2 Thee recpiest or recomumendation refersd 1o in paragraph | shall at least indieate
{a) the point of contact of the provider as sef out inArticle 13;

(b o deseription of the relavant fastz, the provisions of this Regudation concemad ansl
the reasone why the Coondinating Authority that sem the request, or the Conmisaon
sispects, that the provider infringed thas R«:gﬂm«:l'r.

fc) any other information that the Coordinating Authonity that et the request, or the
Commission, conaders relevant, including, where appropnate, information gathersd
on s owm nifiative and suggestions for spealic iweshgatory of enforcement
measures to be taken
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The Coorhnating Authonly of establishment shall assess the suspeded infmngement,
taking it ukmost acoount the request or recammendation reterred toin paragraph 1.

Wheste it eodisiders that it heas imsalictent mlfommtion 1o asses e sispected lnngenmen
o 1o @t wpon the request o reconmmendation and has reasons o consider that the
Coordinating Authority that sent the request, of the Conmnission, could provide additicaal
informabion, it may request such nformation. The tme period lad down in paragraph 4
shall be suspersded until that addtional informmation iz provided.

The Cocrdinating Authenty of establishment shall, snthout umdue delay and in any event
ot Jater than two months foll owing receipt of the reguest or recommendstion refermed toin
paragraph 1, coemnumicate o the Coordinating Authonty thal semt the request, or the
Commission the cutcome of s assessment of the suspected infringerment, of that of any
ciher competent auhority purstant to national Bow where relevant, and, where applicable,
an explanation of the inveshpatory of enforcement measures taken of emvissged in relation
thereto to ensuré compliance with this Regubation

Arricle 35
il nip o S it

Coordinating Authonties may paricipate in poininspechonsmvesheshens, which may be
coondinated with the support of the EU Centre, of matters coverad by this Regulation,
conceming providers of relevamt information somety services that offer ther sendces in
several Member States.

Such joint napechonanessipalsns-ane without prejsdice to the tasks and powers of the
participating Coordinating Authorities and the requirementts applicable to the performance
of teose tasks and exercise of those powers provided for in this Regubation.

The parhapsting Coordimating Authoribes  shall make the results of the joint
inspectioivestipations available to othér Coordinating Awthonbies, the Commmission and
the EU Centre, through the system cstablished in accordance with Article 32}, for the
fidlilinent of their respective tasks under this Regulation

slrticle 3%
Gateral conperntion and xformalion-sluring syilem

Coordanating Authontios shall cooperate with ssch other. any other competent authontiss
of the Meanber State that designated the Coordinatitg Authorty, the Comumssion, the. ELF
Centre und odher relevant Unden agencies, incloding Europol, o facilitate the perfonmance
of their respective tasks under this Regulabion and ensure its effective, efficient and
comsistent application and enforcement.
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IRELAND

Compromise Text 6276/23 (Article 1 to Article 18c), issued 16 Feb 2023

Article 12 Reporting obligations

We seek clarification that the provisions set out in 48(7), which relate to 48(6), allows for an LEA to
request a maximum of 18 months for non-notification by the service provider to the content provider.

Ireland supports the provision in Article 12(3). We know that making reporting easier can make a
real difference. And that it can benefit from co-design with stakeholders, including children.
However, the requirements as set out in 12(4), and in particular 12(4) (b) do not appear to be user
friendly, let alone child friendly. Therefore as previously requested, can we be more prescriptive here,
perhaps by including a process to ensure there is an industry standard, set out by the EU Centre, for
service providers?

Article 13 Specific requirements for reporting

PCY comment: Article 18 DSA provides for an obligation for hosting services to report directly to
national law enforcement services when they are aware of situations concerning a threat to life or
security. This Article provides for a broader obligation to report via the EU Centre including also
providers of interpersonal electronic communications. Do Member States think it should be explored
if and how the risk for double reporting could be avoided?

Yes - Ireland believes that this should be explored.
Article 14 Removal Orders

Overall Ireland welcomes the revised wording of Article 14 and the use of “authority” instead of
“competent judicial or independent administrative authority” within this article.

We seek further clarification on 14(2b) (a) —“all investigations and assessments necessary have been
carried out”. s this referring to investigations and assessment carried out by the EU Centre and the
Coordinating Authority? Or does it also refer to an investigating LEA? We also suggest clarification
on the envisaged timeframe.

Article 14a Procedure for cross-border removal orders

We question the necessity of Article 14a and believe that Articles 14 and 15 cover all the relevant
and necessary points. We are of a view that there is sufficient redress and accountability provisions
set out in both Articles 14 and 15.

We welcome the deletion of the previous 14a (4) text.

From a draft perspective, the reference to paragraph 7 in sub paragraph 2 is no longer accurate.
Similarly, in paragraph 6, the reference to paragraph 6 in no longer accurate.

Article 15 Redress and provision of information

Ireland supports the changes made to Article 15
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Article 16 Blocking orders
Ireland welcomes the revised wording in this article.
Article 18 Redress and provision of information

The PCY raises the following question in relation to 18(3): PCY observes that this complaint
mechanism applies only to blocking orders. Do Member States think that a horizontal complaint
mechanism should be explored, taking into account also Article 20 DSA?

Ireland is open to a horizontal mechanism being explored.

Compromise Text 14143/22 (Articles 19-39), issued 16 Nov 2022

Article 22 Preservation of Information

As previously indicated, our national LEA has concerns relating to the preservation of evidence. We
believe it would be worthwhile exploring these concerns in a meeting with the Presidency and the
Commission. We will contact the Presidency with a view to arranging same.

Article 25 Coordinating Authorities for child sexual abuse issues and other competent
authorities

IE supports the change from 2 to 6 months and will support any further proposals to extend this time
period.

Article 26 Requirements for Coordinating Authorities

IE opposes the addition in 26(1) as we are concerned that this language is too open to interpretation,
particularly in the context of potential legal challenges. We could accept the insertion of
“independent” into the first sub-paragraph as an alternative, describing the manner in which the CA
acts, rather than its status. Therefore para 1 would read as follows:

Member States shall ensure that the Coordinating Authorities that they designated perform their tasks
under this Regulation in an independent, objective, impartial, transparent and timely manner, while
fully respecting the fundamental rights of all parties affected. Member States shall ensure that their
Coordinating Authorities have adequate technical, financial and human resources to carry out their
tasks.

Article 34 Right of users of the service to lodge a complaint

Ireland has a scrutiny reservation on 34(3). The Commission has not provided any detail of the
assessment envisaged in this provision, nor of the “appropriate” circumstances in which the
Coordinating Authority of the user’s residence would transmit the complaint to the Coordinating
Authority of establishment. This provision should include details of these matters, to ensure
consistent application across the Union and to ensure that the Coordinating Authority of establishment
does not become responsible for unsubstantiated complaints.

Article 36 Identification and submission of online child sexual abuse

We welcome the reinsertion of Coordinating Authority into the text.
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ITALY

First of all, with regard to the possibility of allowing users to submit anonymous complaints and/or
reports, this office expresses a dissenting opinion about this possibility: it often happens that users
make anonymous reports regarding the availability of child sexual abuse material with the only
purpose of belittling the victim. Therefore, the report should contain identification data of the
whistleblower.

Instead, we agree on the need to standardize the terminology used as much as possible, leaving a
minimum margin of interpretation. In particular, as regards the definition of URL contained in
Article 2, letter y), reference can be made to the official document RFC3986.

Regarding the amendment of article 12 c.1 in the part in which the provider must report any
information that raises even the simple suspicion of CSAM material presence, rather than
information indicating the (its) potential presence, this office takes note of the intention to expand
the reporting obligation on the part of the provider as much as possible. However, caution should be
adopted in this regard as the term "potential presence" used previously and deleted was already
broad enough to include cases of dubious, processing while information indicating suspicion seems
too broad a term in relation to the purpose of the reporting obligation, implying the risk of receiving
numerous negative reports, which, however, contribute to congesting the procedure for processing
reports, the efficiency of which is proportional to the accuracy of the report received.

For the same reasons, it is believed that article 12 c. 4, can be maintained in its current formulation
contained in the latest draft. In fact, detailing the reasons why a user reports the presence of CSAM
material raises public awareness of the seriousness of the issue and reduces the risk of receiving
reports based on a superficial evaluation

We share the priority need to avoid duplication of reports, therefore providers must look for
solutions, even with the use of software and databases to avoid these circumstances

With regard to the possibility suggested by Sweden of providing for two processing channels
depending on the urgency, it is suggested to rather have only one template with the possibility of
ticking a flag indicating the urgency of the matter

The term metadata that Croatia would like to insert in article 13 appears generic, even if we agree
on the need to include all the data held by the provider

Finally, with regard to the obligations to inform a victim, we share the view that they occur subject
to the need to maintain investigative secrecy. Hence, the possibility must be left for the police to
easily flag the above occurrence.
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In addition to the comments on the minutes contained in the annex, these are the answers to the
questions posed to this Office.

1) Article 18 DSA provides for an obligation for hosting services to report directly to national law
enforcement services when they are aware of situations concerning a threat to life or security. This
Article provides for a broader obligation to report via the EU Centre including also providers of
interpersonal electronic communications. Do Member States think it should be explored if and how
the risk for double reporting could be avoided?

The risk of duplication of reporting increases proportionally to the number of reporting and
receiving authorities, therefore in the opinion of this office the only way to reduce the risk is to limit
the number of interlocutors, and to establish clear reporting procedures with marked timescales in
order to ensure timely completion

2) The proposal means that a blocking order can only be issued if the subject-matter of the blocking
is on the list provided for by the EU Centre. Do Member Sates think that there should be such a
requirement? Or should it be sufficient that Member States share their blocking orders with the EU
Centre and other Member States once they become final?

To answer this question it is necessary to know the contents of the aforementioned list, in the
absence of such indication we agree with the need to leave the Member States a wider margin for
manoeuvre in the formulation of the blocking orders which, therefore, once final, can also simply be
shared with the EU rather than being subordinated to the additional requirement of compliance with
the object provided for in the aforementioned list.
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MALTA

Malta firstly wishes to thank the Presidency for a number of amendments in the latest compromise
text which further aligns the Proposal with the Digital Services Act. However, following other
Member States’ interventions in the meeting, some amendments may have led to the text becoming
more complicated than necessary.

Document 6276/23 (Articles 1-18c)

— Article 12 paragraph 2

It seems that there is a missing link in the process since the provider will report to the Centre while
the user can submit complaints to the coordinating authority which might not be aware of this
reporting. Can you please clarify at what stage will the coordinating authority be made aware of this
report?

— Article 12 paragraph 3

Whereas anonymous reporting should be given as an option, in view that not all users would wish to
ascertain their identity, service providers should implement safeguards which would stop the
mechanism from being misused.

— Article 12 paragraph 4 sub clauses (a) and (b) (new)

Malta agrees that the addition of these provisions could overburden the reporting mechanism
established in paragraph 3, to the extent that its effectiveness will be lost. On point (a) the wording
‘sufficiently substantiated’ could be removed. Furthermore, if clause (b) is retained, the wording
should be more generic so as not to limit the type and amount of information which the user may
send.

— Article 13 paragraph 1 clause (ba) (new)

Following the explanation by the Commission that it is the manner and not the source of
information by which the provider became aware of the potential child sexual abuse material, a
separate requirement for the source of information to be given is suggested for inclusion in the list
and accompanying Annex III template (in view that the source of information could be helpful for
investigations).

— Article 13 paragraph 1 clause (d)

Malta supports the inclusion of metadata in the list. This would oblige service providers to store this
type of data.

— Footnote 4

Double reporting is envisaged if a similar mechanism as to that established under Article 18 of the
Digital Services Act is created here. Following clarifications during the meeting, there appears to be
no need for another mechanism.
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— Article 14 paragraph 2

Malta supports other Member States’ suggestion to reduce the time to takedown child sexual abuse
material to one hour. Reducing the time of the material propagating across the internet increases the
likelihood of containing the spread.

— Article 14 paragraph 2a (new)

While Malta values the Presidency’s standardisation of the text, in particular in view of the
reference to the CJEU ruling on prior consultation, it is concerned that this would in practice
increase the administrative burden on national authorities which would have already carried out a
diligent assessment on the material. By comparison, the detection order is to our understanding a
more sensitive and elaborate process which would necessitate the contribution of the service
provider following the implementation plan under article 7 paragraph 3. There appears to be no
added value in allowing service providers the possibility to provide input on the removal order and
by extension to other orders (except the detection order) as a suitable redress mechanism is
available for the reinstatement of the material should this be considered. Should the need be felt to
retain this new provision, specific timeframes should be set for service providers to adhere to.

— Article 15 paragraph 4

Malta supports the increase in timeframe in paragraph 4 to twelve weeks.
— Article 16 paragraph 2

The rationale for article 14 paragraph 2a (new) applies here.

Document 14143/22 (Articles 19-39)

— Article 25(9)

Malta wishes to raise a scrutiny reservation on this provision. Applying the requirements of the
Coordinating Authority to other competent authorities is not feasible in the Maltese system. Malta
supports other Member States’ intervention that this would effectively remove law enforcement
authorities from the equation.

— Article 26

Malta reiterates its written comment following the meeting of 6 September 2022. The provisions on
requirements for Coordinating Authorities remain overly restrictive, disallowing for established
national structures to be designated without requiring comprehensive restructuring. Malta raises a
scrutiny reservation on article 26 paragraph 1 and supports the deletion of the new provision while
aligning the original text with the equivalent provision in the Terrorist Content Online Regulation.
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THE NETHERLANDS

Art. 2 (j)

For Article 2(j), an earlier amendment to the text in the definition of 'child user' changed the age
from 17 to 18 years. As we have previously noted, the inclusion of ages 17 and 18 causes problems
with our national legislation. In the Netherlands, sexual majority is set at the age of 16. The Dutch
criminalisation of grooming is also based on that age limit.

A solution would be to include 'the age of sexual consent' instead of an age in the definition of
'child user":

‘child user’ means a natural person who uses a relevant information society service and who is
a natural person below the age of +75ears of sexual consent.

Could the presidency please elaborate on why this is not considered a desirable solution?

Art. 2 (s)
Article 2(s) of the CSAM Regulation refers to another regulation for the definition of 'content data'.

This definition of 'content data' includes voice and text. There is nothing in the regulation or the
impact assessment about the mandatory detection of voice communication, but it refers to 'images',
'videos' and 'photographs'. The technical meetings also did not discuss technologies for detecting
voice communication. The Netherlands is highly critical of the voice communication detection,
because we have concerns about proportionality. The Netherlands would like to specify the
definition of content data in this regulation instead of referring to another regulation. The
Netherlands believes that voice communication and text should remain outside the scope of the
regulation.

Art. 14
14.1

First of all, thanks to the Presidency for the proposed text of Article 14. We have indicated that the
proposed process in Article 14.1 is legally impossible and contrary to the Dutch Constitution. We
appreciate that the Presidency is seeking solutions.

The Netherlands believes that this provision is heading in the right direction. Nevertheless, we
would like to ask a question for further clarification. In the current wording, we are uncertain
whether it is also possible for the Coordinating Authority to seek judicial authorization, while the
Coordinating Authority itself remains the issuing authority. Does the current wording leave enough
flexibility for the administrative authority to ask a judge for authorization. Could the Presidency
please elaborate on this?
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14.2

The Netherlands wants to stress that is wants to maintain the Commission's text proposal, where
providers execute a removal order as soon as possible and in any event within 24 hours. SMEs do
not always have 24-hour staffing. This would mean that these companies would be unable to
comply with the Regulation from the start. According to the Netherlands, that is not the intention of
the Regulation. The purpose of the Regulation is, among other things, to prevent the spread of
CSAM. All companies should have the opportunity to be able to comply with the Regulation.
According to the Netherlands, the execution of a removal order within 1 hour is not feasible. The
norm should be that once providers have become aware of CSAM on their services they remove it
as soon as possible with a maximum of 24 hours.

14.2a

The Netherlands does not see much added value to this text. However, it does seem relevant to make
an exception to Article 2a for justified emergencies. In those cases, we want to skip this step in the
context of urgency.

Art. 14a

We are still studying this article in respect of our constitution. At this moment we would like to
uphold a general scrutiny reservation for article 14(a).

Art. 15
)

It is not clear what is meant by the addendum 'if necessary'. The addition of ‘if necessary’ makes it
arbitrary and makes it unclear when relevant public authorities should be consulted. The
Netherlands suggests removing the text ‘if necessary’.

The Netherlands wants to emphasise that in the case of new material from CSAM law enforcement
should always be informed, because this could be acute abuse but also so that ongoing cases are not
disrupted. According to the Netherlands, this may be reflected more specifically in the text.

What should we consider by "or related offences"? This regulation only concerns CSA.

Art. 20
(M

This article may raise expectations among victims. Can those expectations be met? In practice, the
police see that there are images that, since they appeared, have been reported more than 2 million
times. Is it then intended that the victim should be notified in every incident? And isn't the constant
confrontation of this actually harmful to the victim?

It is a far-reaching obligation and also requires a lot of administration. We can discuss whether
victims are entitled to proactive information sharing on this point, if this constant confrontation isn’t
actually harmful to the victim and also whether expectations can be met.
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Art. 25
1

According to our information, the amendment to 6 months deviates from TCO regulation. We
would like to do a proposal to include: ‘from the date of application’ instead of six months:

1. Member States shall, by{Date— two-six-monthsfron-the-date-of-entry-intoforee from the

date of application of this Regulation}, designate one or more competent authorities as
responsible for the application and enforcement of this Regulation (‘competent
authorities’)

This does also mean a minor amendment to paragraphs (4) and (6).

Art. 26

The Netherlands is positive about adding this paragraph to article 26, but it is important for the
Netherlands that it is about the Authority's performance of its tasks under this regultions.
We would like to suggest to add this to the text:

The Coordinating Authorities shall perform their tasks under this Regulation be free
from any external influence, whether direct or indirect, and shall neither seek nor take
instructions from any other public authority or anv private party.

Art. 27
(1)(©)

These are extensive special investigative powers which are subject to strong safeguards. As far as
the Netherlands is concerned, this is a task for the enforcement authorities.

Art. 38
(2)

The participating Coordinating Authorities shall make the results of the joint investigations
available to other Coordinating Authorities, the Commission and the EU Centre, through the system
established in accordance with Article 39(2), for the fulfillment of their respective tasks under this
Regulation. Can the Commission please clarify on why ‘the Commission’ is included in this list?

Art. 39
)

Why is the Commission included in this list? Could the sharing of information with the
Commission be more efficient (e.g. the obligation to report to the Commission once a year on
certain relevant aspects) instead of including it in all information management and information

sharing?
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POLAND

Art. 12 para 3 and 4 - in general, PL is positive about the direction in which we are heading towards
clarifying the process of notifying CSAM by the user. Do we understand correctly that the provider
is to establish and operate the notification system for users in such a way that they have the possibility
(not the obligation) to justify why they consider the content to be CSAM? In other words, it seems
that such a possibility should be created, but it should also be possible to notify without justification.
Users will not always have the will, time or sufficient knowledge to justify a report, especially if the
user is a child. The mechanism must be effective, easy and simple for everyone.

Art. 13 - support for the changes made, especially point (c¢) and "all content data" in accordance with
submitted written comments PL

Art. 14 (removal orders) -

- with regard to the new sentence in para. 2 “The provider shall take the necessary measures to ensure
that it is capable of reinstate the material or access thereto in accordance with Article 15(1a).” In PL's
opinion, we should focus on ensuring that the removed content and all information necessary to
identify the user and the victim have been secured for the purposes of the investigation by law
enforcement authorities, so that it is possible to effectively detect the perpetrator and identify the
victim and bring the perpetrator to justice. We need to be consistent with Art. 22, which is crucial for
us - we propose to refer to this article in Art. 14 para 2.

- with regard to the new para. 2a - PL opposes the introduction of an obligation to inform the provider
about the intention to issue an order and to wait for his comment. We do not know the aim of this
consultation process and what its effect would be. It may interfere with the purpose of the regulation
because it will prolong the removal process. The process of issuing the orders should be quick, simple
and efficient, as time is of the essence in cybercrime, and the price is the safety of children. If the
supplier does not agree with the content of the order, he will have the right under Art. 15 to redress
and to challenge the order before the court which will independently assess its legitimacy. It is the
best possible mechanism to protect the interests of the provider. We oppose the proposal of para. 2a
in art. 14. From the perspective of law enforcement and combating child sexual abuse, this is a red
line for PL.

- with regard to the new para. 2b - similarly, we have significant doubts concerning the justification
of the added part. Letter a): What does "all investigations and assessments necessary have been
carried out”. An investigation will certainly be launched when there is a suspicion of a crime, but
definitely not finished. An investigation cannot be a condition for issuing n order. Letter b): already
in para. 1 we have the wording that the competent authority may issue an order after a diligent
assessment. Perhaps "proportionality" or "fair balance" should be added here. However, similarly to
the case 2a, we do not support the wording of the second paragraph in sec. 2b, in which it is mentioned
of taking into account the view of the supplier as to the intention to issue the order. In this context, it
is worth noting that orders to remove terrorist content under TCOs can already be removed without
such conditions (such as the need to consult with the provider before issuing) and it is not clear why
CSAM would require a different procedure.
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Art. 14 para 4 - what does it mean that "a removal order should be given if necessary via the
Coordinating Authority(...))? will the competent authority (not the coordinating authority) then be
able to address the order directly to the provider? In our opinion, such a procedure is the shortest and
most desirable when the authority competent to issue the order is an entity other than the coordinating
authority. It is not clear whether this provision gives MS such flexibility?

Art.16 para 2 — see comments to removal orders. The proposed addition complicates and extends
the procedure, it is not clear what is the purpose of "consultations" with the provider in this case. The
supplier has the right to redress to the court. Designated Competent Authorities will have knowledge
and experience in CSAM identification and orders are to be issued after careful assessment of the
material.

Art. 17 para 3 — PL would like to thank the Presidency for taking into account PL comment and
deleting "where relevant", but the question regarding "if necessary via CA" should be repeated - it is
not fully clear when the intermediation of the coordinating authority will be necessary.

According to the analysis of meaning and context, "if necessary" may just be used here as: suggests
that it may never be necessary at all. If so, then we would have many circumstances that would be
allowed to eliminate Child Protection Preventive Action (CSE). This is a serious gap that the
modification of Art. 17 made with the previous changes.

By analogy to paras 5 and 5a - there is the same problem with the interpretation of "if necessary". We
could propose replacing words "if necessary" with "where” or ,,when necessary". We also propose to
consider other provisions, where "if necessary" is used (e.g. Article 18) with a strong emphasis on the
need to modify them, for the reasons stated above. Please kindly note that both doc. 14143/22 and
6276/23 also use the phrase "where necessary", hence both for unifying the mechanism, as well as
greater clarity, it is justified to make the aforementioned change in favor of resigning from "if (...)".

Art. 19 (Liability of providers), we suggest including "if"; related to the need to show good will.
Exclusion of liability as referred to in art. 19 (Providers of relevant information society services shall
not be liable for child sexual abuse offenses solely because they carry out) should depend on the
"good will of the service provider", and not only on the "mere fact of the actions taken", as they may
be facade. In this case, the regulation will be ineffective and its implementation will be entirely
dependent on individual providers, so it is proposed to modify the wording e.g. as follows: “Providers
of relevant information society services shall not be liable for child sexual abuse offenses if they carry
out, in good faith, the necessary activities to comply with the requirements of this Regulation (...).

Art. 26 - it should be noted that the provision requiring the coordinating authority to be free from all
external influences and not to take instructions from other public authorities will greatly limit the
possibility of assigning these tasks to already existing bodies. In particular none of the ministers or
any of the police authorities will be able to play this role. Establishing a new body might be necessary
to fulfil this role. For this reason, we propose to delete the provision "The Coordinating Authorities
shall be free from any external influence, whether direct or indirect, and shall neither seek nor take
instructions from any other public authority or any private party."
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In our opinion, the priority is to limit the list of requirements for the Coordinating Authority — so that
the authorities that are already dealing with the issue of counteracting to some extent and combat
exploitation could fulfil this role. There must be more flexibility in this regard for MS.

Art. 39 - We support strengthening the role of hotlines and references to them in the draft. In Art. 39
para 2 and 3, we propose to add references to hotlines as follows:

“The EU Center shall establish and maintain one or more reliable and secure information sharing
systems supporting communications between Coordinating Authorities, hotlines, the Commission,
the EU Centre, other relevant Union agencies and providers of relevant information society services.

The Coordinating Authorities, hotlines, the Commission, the EU Centre, other relevant Union
agencies and providers of relevant information society services shall use the information-sharing
systems referred to in paragraph 2 for all relevant communications pursuant to this Regulation.”
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ROMANIA

Art. 14 Referring to doc 6276/23 regarding the compromise proposals, RO agrees with the proposals,
with the exception of the issue of the 24 hour deadline under art. 14, paragraph 2. We consider this
term to be far too long for content removal. While a 24-hour period for executing a removal order
may be reasonable in some cases, there are strong reasons to argue that a one-hour time limit would
be more appropriate. If content is deemed harmful or illegal, then every hour it remains online could
potentially cause further harm. By reducing the time period to 1 hour, illegal content could be
removed more quickly, reducing the potential for harm it causes.

If the proposal to set a one-hour time limit would not be generally accepted, perhaps consideration
should be given to having more time limits for the provider to remove illegal material on a case-by-
case basis. For example, in the cases of easy-to-remove material such as text-based content or small
image files, a 1-hour time frame for executing a takedown order would be appropriate, and a longer
or 24 hours for storage-intensive materials such as long-form videos. Content types based on text,
images and short videos can often be easily identified and removed from a provider's platform,
especially if the provider has a strong content moderation system.

Art. 15 Regarding article 15 paragraph 1a, the addition of seeking the user's consent before reinstating
the material subjected to the CSA investigation is a sensible measure to ensure that the user's rights
and interests are respected. It is possible that the user may not wish for the material to be reinstated
due to personal reasons or safety concerns. Therefore, seeking the user's consent is a respectful and
responsible approach.

Additionally, some material that is subjected to CSA investigations may involve sensitive content,
but not actual CSA material, for example a nude 1-2 years old child at a beach, which in many cases
is habitual. In such cases, it is crucial to ensure that the material is not reinstated without proper
consideration. Seeking the user's consent before reinstating such material would allow for a more
nuanced and careful decision-making process.

Therefore, by seeking the user's consent before reinstating the material subjected to the CSA
investigation, the provider can demonstrate a commitment to protecting the user's rights and safety,
and ensure that the reinstatement decision is made in a responsible and ethical manner.
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SLOVAKIA

Comments on Presidency’s compromise text (doc. 6276/23)

The Slovak Republic thanks SE PRES for submitting the compromise text. In general, we appreciate
the constructive and pragmatic work of the PRES, which has brought about significant amendments
to the draft proposal, which are, in our opinion, clearly moving in the right direction.

In particular, the Slovak Republic thanks SE PRES for incorporating our proposed amendment in Art.
12 para. 2 (scope of reporting obligations).

Art. 14 para. 2a (new)

SR welcomes the inclusion of additional safeguards for service providers by allowing them to
comment on the content of the proposed removal order, but we believe that a maximum time period
for comment should be set here. (i.e. “within a reasonable time period set by that authority. That
time period shall not be longer than [xx]*. It is important that the material is removed as soon as
possible and without undue delay, which may be caused by the addition of additional procedural
steps. The need for quick removal is also emphasized by the removal deadline set in para. 2: within
24 hours of receiving the removal order. We believe that this article applies a different logic to the
one relating to detection orders as in the case of removal orders, the material in question has already
been confirmed to contain child sexual abuse.

The same comment also applies to Art. 16(2) (new) (blocking orders).

Art. 15 1a (new)

The Slovak Republic agrees with the inclusion of the provision, but suggests softening the text by
replacing the text “shall immediately reinstate” with the text “shall, without undue delay, reinstate”
considering that the immediate reinstating of the content does not appear to be sufficiently justified
from the point of view of the users’ rights.

The same comment also applies to Art. 18(1a) (new) (blocking orders) as well as Art. 14a(6)
(procedure for cross-border removal orders) and Art. 18¢(2) (redress and provision of information
relating to delisting orders)

Art. 15 para. 4 letter a)

In accordance with our previously voiced position, the Slovak Republic requests an extension of the
period for not informing the user from 6 to 12 weeks in order to prevent the potential interference
with a possible investigation by law enforcement authorities.

Art. 17 para. 5a (new)

The Slovak Republic would like to see strengthening of the provision on mandatory reporting on
the implementation of the blocking order to the competent authority, also when with regard to
reporting at regular intervals pursuant to the second indent of the paragraph. This information is in
any case important to the competent authority.
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Comments on doc. 14143/22 (Articles 19-39)

Art. 22 para. 2

The Slovak Republic would like to suggest an examination of the appropriateness of setting also a
minimum time period for data retention (e.g. 6 months), in addition to the maximum time period.
This would be to ensure in any case the retention of data in the period from the notification of potential
child sexual abuse to the EU Centre pursuant to Article 12 until the point when law enforcement
authorities may request information relating to moment when the possible requests from relevant for
data relating to the report in question.

Art. 25 para. 1

The Slovak Republic requests an extension of the time limit for designating one or more competent
authorities as responsible for the application and enforcement of the proposed Regulation from 6 to
12 months. It is clear that potentially establishing a new authority, endowing an existing authority
with the powers necessary for the application of this Regulation or establishing a network of
cooperating national authorities requires considerable legislative work, preparation of agreements at
national level, preparation in terms of material, financial, personnel, etc. by Member States. This is
the case even when taking into account the overlapping roles and powers of the proposed
Coordinating Authority and the Digital Services Coordinator to be established pursuant to the Digital
Services Act. At the same time, we suggest that a clarification be included in the recitals that the
Coordinating Authority under this proposal and the Digital Services Coordinator may be the same

authority.
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SPAIN

Article 13: Specific reporting requirements: Do Member States consider that consideration
should be given to whether and how to avoid the risk of double reporting of these facts?

Article 13 of the CSAM Regulation refers to specific requirements for the reporting of suspected
child sexual abuse, which is related to Article 18 of the DSA. While there is some overlap, there are
also differences: the DSA article applies only to hosting, while CSAM applies to hosting and
interpersonal communications; DSA refers to suspicions of crimes involving threat to life and safety,
while CSAM refers to suspicions of sexual abuse of children in its service; in DSA suspicions are
reported to law enforcement or judicial authorities, while in CSAM they are reported to CSAM's EU
Center agency (without prejudice to subsequent referral to national law enforcement authorities).

Finally, Article 13 CSAM develops Article 12 in detail, establishing a series of requirements that the
DSA lacks in this specific aspect, and which are key for police investigation, notably point f) on the
identification of the IP address and TCP port in question.

In short, in order to ensure that communication is made with respect to CSAM content, it is considered
that the horizontal provision of Article 18 DSA is enabling but not sufficient with respect to the
sectoral CSAM requirement; and consequently, it seems appropriate that Articles 12 and 13 CSAM
are maintained and developed in detail in their specific scope.

Article 18: Recourse and provision of information: The Chair notes that this complaint
mechanism only applies to blocking orders. Do Member States consider that a horizontal
complaint mechanism should be considered, also taking into account Article 20 of the Digital
Services Act?

Section 5 regulates blocking orders, which can be sent by competent authorities to providers of
internet access services, with the provider having to remove the content as indicated in the articles.
Article 18.3 stipulates that these providers must provide a system to enable users to complain about
alleged breaches of the obligations in this section.

Other sections of the CSAM Regulation regulate content removal orders from hosting providers and
de-indexing orders from search engines. However, these sections do not provide for providers to offer
users complaint systems. It is not clear why only Internet access service providers, and not hosting
providers and search engines, are considered to be able to lodge complaints.

As regards the possibility of applying the internal complaints management system of Article 20 of
the DSA, it should be borne in mind that this Article only applies to content moderation decisions by
the provider (both voluntary content moderation systems and following Notice&Action mechanisms),
but not to content removal following orders from competent authorities. On the other hand, in any
event, Article 20 of the DSA Regulation only applies to online platform providers, which are only a
subset of the total number of hosting service providers.
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