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| Proposal Title
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Proposal for a

REGULATION OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL

laying down measures for a high
common level of cybersecurity at
the institutions, bodies, offices and
agencies of the Union

Proposal for a

REGULATION OF THE
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laying down measures for a high
common level of cybersecurity at
the institutions, bodies, offices and
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Proposal for a

REGULATION OF THE
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AND OF THE COUNCIL

laying down measures for a high
common level of cybersecurity at
the institutions, bodies, offices and
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Proposal for a

REGULATION OF THE
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AND OF THE COUNCIL

laying down measures for a high
common level of cybersecurity at
the institutions, bodies, offices and
agencies of the Union
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THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

Text Origin: Commission

Proposal

Citation 1
Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the Havmg r(.egard to the Treaty on the
Function; = S Functioning of the European
unctioning of the European Functioning of the European Functioning of the European Uni d; cular Articl
4 Union, and in particular Article Union, and in particular Article Union, and in particular Article ) 911 émﬁ’ an fm particular Article
298 thereof, 298 thereof, 298 thereof, thereof,
Text Origin: Commission
Proposal
Citation 2
. . . Having regard to the Treaty
Having regard to the Treaty Having regard to the Treaty Having regard to the Treaty blishing the E “Atormi
establishing the European Atomic | establishing the European Atomic | establishing the European Atomic establishing the uropean Atomic
Energy Community, and in Energy Community, and in Energy Community, and in Ene?gy Communlty, and in
5 particular Article 106a thereof,

particular Article 106a thereof,

particular Article 106a thereof,

particular Article 106a thereof,

Text Origin: Commission

Proposal

| Citation 3
Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from }lllaVéng regardcto the ’prpposal from
6 the European Commission, the European Commission, the European Commission, the European Commission,
Text Origin: Commission
Proposal
8332/23 1J/ip 3

Obtenu pour vous par -

Obtained by

@ ¥ agence europe

JAL2

LIMITE

EN



m

| Citation 4
After transmission of the draft After transmission of the draft After transmission of the draft ?ft.e rl t;a nsmltsilotrlll of ﬂ;e dr?ft
legislative act to the national legislative act to the national legislative act to the national eg11§ a 1vet act to the nationa
7 parliaments, parliaments, parliaments, pariiaments,
Text Origin: Commission
Proposal
Citation 5
Acting in accordance with the Acting in accordance with the Acting in accordance with the A((:itl e ml acgc;rii.ance w1tlzlthe
] ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure, ordinary legisiative procedure,
Text Origin: Commission
Proposal
| Formula
Whereas: Whereas: Whereas: Whereas:
> Text Origin: Commission
Proposal
Recital 1
(1) In the digital age, information | (1) In the digital age, information | (1) In the digital age, information
and communication technology is | and communication technology is | and communication technology is
10 a cornerstone in an open, efficient | a cornerstone in an open, efficient | a cornerstone in an open, efficient
and independent Union and independent Union and independent Union
administration. Evolving administration. Evolving administration. Evolving
technology and increased technology and increased technology and increased
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complexity and interconnectedness
of digital systems amplify
cybersecurity risks making the
Union administration more
vulnerable to cyber threats and
incidents, which ultimately poses
threats to the administration’s
business continuity and capacity to
secure its data. While increased
use of cloud services, ubiquitous
use of IT, high digitalisation,
remote work and evolving
technology and connectivity are
nowadays core features of all
activities of the Union
administration entities, digital
resilience is not yet sufficiently
built in.

complexity and interconnectedness
of digital systems amplify
cybersecurity risks making the
Union administration more
vulnerable to cyber threats and
incidents, which ultimately poses
threats to the administration’s
business continuity and capacity to
secure its data. While increased
use of cloud services, the
ubiquitous use of Hrinformation
and communication technology
(ICT), high digitalisation, remote
work and evolving technology and
connectivity are nowadays core
features of all activities of the
Union administration entities,
digital resilience is not yet
sufficiently built in.

complexity and interconnectedness
of digital systems amplify
cybersecurity risks making the
Union administration more
vulnerable to cyber threats and
incidents, which ultimately poses
threats to the administration’s
business continuity and capacity to
secure its data. While increased
use of cloud services, ubiquitous
use of IT, high digitalisation,
remote work and evolving
technology and connectivity are
nowadays core features of all
activities of the Union
administration entities, digital
resilience is not yet sufficiently
built in.

Recital 2

11

(2) The cyber threat landscape
faced by Union institutions, bodies
and agencies is in constant
evolution. The tactics, techniques
and procedures employed by threat
actors are constantly evolving,
while the prominent motives for
such attacks change little, from
stealing valuable undisclosed
information to making money,

(2) The cyber threat landscape
faced by Union mstituttons;bodtes
and-agenetesentities is in constant
evolution. The tactics, techniques
and procedures employed by threat
actors are constantly evolving,
while the prominent motives for
such attacks change little, from
stealing valuable undisclosed
information to making money,

(2) The cyber threat landscape
faced by Union-nstituttons;bodtes
and-agenetes entities is in
constant evolution. The tactics,
techniques and procedures
employed by threat actors are
constantly evolving, while the
prominent motives for such attacks
change little, from stealing
valuable undisclosed information
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manipulating public opinion or
undermining digital infrastructure.
The pace at which they conduct
their cyberattacks keeps
increasing, while their campaigns
are increasingly sophisticated and
automated, targeting exposed
attack surfaces that keep
expanding and quickly exploiting
vulnerabilities.

manipulating public opinion or
undermining digital infrastructure.
The pace at which they conduct
their cyberattacks keeps
increasing, while their campaigns
are increasingly sophisticated and
automated, targeting exposed
attack surfaces that keep
expanding and quickly exploiting
vulnerabilities.

to making money, manipulating
public opinion or undermining
digital infrastructure. The pace at
which they conduct their
cyberattacks keeps increasing,
while their campaigns are
increasingly sophisticated and
automated, targeting exposed
attack surfaces that keep
expanding and quickly exploiting
vulnerabilities.

Recital 3

12

(3) The Union institutions, bodies
and agencies’ IT environments
have interdependencies, integrated
data flows and their users
collaborate closely. This
interconnection means that any
disruption, even when initially
confined to one Union institution,
body or agency, can have
cascading effects more broadly,
potentially resulting in far-reaching
and long-lasting negative impacts
on the others. In addition, certain
institutions, bodies and agencies’
IT environments are connected
with Member States’ IT
environments, causing an incident
in one Union entity to pose a risk

(3) The Union institattens;-bedies
andagenetes™ttentities’ ICT
environments have
interdependencies, integrated data
flows and their users collaborate
closely. This interconnection
means that any disruption, even
when initially confined to one
Union nstitattenbedy—or
ageneyentity, can have cascading
effects more broadly, potentially
resulting in far-reaching and
long-lasting negative impacts on
the others. In addition, certain
HUnion entities’ ICT
environments are connected with
Member States’ HFFICT

(3) The Union institattens;-bedies
and-agenetesentities’ IT
environments have
interdependencies, integrated data
flows and their users collaborate
closely. This interconnection
means that any disruption, even
when initially confined to one
Union-nstitattensbedy-or-ageney
entity, can have cascading effects
more broadly, potentially resulting
in far-reaching and long-lasting
negative impacts on the others. In
addition, certain-institations;
bodies-and-agenetes Union
entities’ IT environments are
connected with Member States’ IT
environments, causing an incident
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to the cybersecurity of Member
States’ IT environments and vice
versa.

environments, causing an incident
in one Union entity to pose a risk
to the cybersecurity of Member
States’ HFICT environments and
vice versa.

in one Union entity to pose a risk
to the cybersecurity of Member
States’ IT environments and vice
versa. Furthermore, Union
entities handle large amounts of
often sensitive information from
Member States, therefore
incidents could negatively affect
Member States as well. For this
reason, the cybersecurity of the
Union entities is of high
importance for the Member
States as well. Incident-specific
information may also facilitate
the detection of similar cyber
threats or incidents affecting
Member States.

Recital 4

13

(4) The Union institutions, bodies
and agencies are attractive targets
who face highly skilled and
well-resourced threat actors as well
as other threats. At the same time,
the level and maturity of cyber
resilience and the ability to detect
and respond to malicious cyber
activities varies significantly
across those entities. It is thus
necessary for the functioning of the
European administration that the

(4) The Union mstituttons;bodtes
and-agenetesentities are attractive
targets who face highly skilled and
well-resourced threat actors as well
as other threats. At the same time,
the level and maturity of cyber
resilience and the ability to detect
and respond to malicious cyber
activities varies significantly
across those entities. It is thus
necessary for the functioning of the
European administration that the

(4) The Union mstituttons;bodtes
and-agenetesentities are attractive
targets who face highly skilled and
well-resourced threat actors as well
as other threats. At the same time,
the level and maturity of cyber
resilience and the ability to detect
and respond to malicious cyber
activities varies significantly
across those entities. It is thus
necessary for the functioning of the
European administration that the

8332/23

Obtenu pour vous par - .

Obtained by ) ¥ agence europe

JAL2

/ip
LIMITE

EN




institutions, bodies and agencies of
the Union achieve a high common
level of cybersecurity through a
cybersecurity baseline (a set of
minimum cybersecurity rules with
which network and information
systems and their operators and
users have to be compliant to
minimise cybersecurity risks),
information exchange and
collaboration.

institutions—bod: l oo of
the-HntonUnion entities achieve a
high common level of
cybersecurity through &

l PR ;
mintmur-the implementation of
cybersecurity rles-with-whieh
network-and-mformattonsystems
and-their-operators-and-tusers-have
eyberseetrityrisk-management

measures commensurate with
the relevant risks}, information
exchange and collaboration.

institations—bod: l oo of
the- Union entities achieve a high
common level of cybersecurity
through a-eyberseeurity-baseline-(a
setofmintmum-implementation
of cybersecurity retes-with-whieh

networlkandnformation-systems

and-their-operatorsand-usershave
] ” .

eyberseeurity-risksymeasures,

information exchange and
collaboration.

Recital 5

14

(5) The Directive [proposal NIS 2]
on measures for a high common
level of cybersecurity across the
Union aims to further improve the
cybersecurity resilience and
incident response capacities of
public and private entities, national
competent authorities and bodies
as well as the Union as a whole. It
is therefore necessary that Union
institutions, bodies and agencies
follow suit by ensuring rules that
are consistent with the Directive
[proposal NIS 2] and mirror its
level of ambition.

(5) Fhe-Directive fpropesaldNS24
efrmeasuresfor-ahigh-common
level-ofeyberseeurity-aeross-the
Ynren(EU) 2022/2555 of the
European Parliament and of the
Council' aims to further improve
the cybersecurity resilience and
incident response capacities of
public and private entities, national
competent authorities and bodies
as well as the Union as a whole. It
is therefore necessary that Union
agenetesentities follow suit by
ensuring rules that are consistent

(5) The Directive [proposal NIS 2]
on measures for a high common
level of cybersecurity across the
Union aims to further improve the
cybersecurity resilience and
incident response capacities of
public and private entities, national
competent authorities and bodies
as well as the Union as a whole. It
is therefore necessary that Union
agenetesentities follow suit by
ensuring rules that are consistent
with the Directive [proposal NIS 2]
and mirror its level of ambition.
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with the-Directive fprepesalPNHS24
(EU) 2022/2555 and mirror its

level of ambition.

1. Directive (EU) 2022/2555 of the
European Parliament and of the
Council of 14 December 2022 on
measures for a high common level of
cybersecurity across the Union,
amending Regulation (EU) No 910/2014
and Directive (EU) 2018/1972, and
repealing Directive (EU) 2016/1148 (NIS
2 Directive) (OJ L 333, 27.12.2022, p.
80).

Recital 6

15

(6) To reach a high common level
of cybersecurity, it is necessary
that each Union institution, body
and agency establishes an internal
cybersecurity risk management,
governance and control framework
that ensures an effective and
prudent management of all
cybersecurity risks, and takes
account of business continuity and
crisis management.

(6) To reach a high common level
of cybersecurity, it is necessary

that each Union mstitation;bedsy

and-ageneyentity establishes an
mternata cybersecurity risk

management, handling of
incidents, governance and control
framework that ensures an
effective and prudent management
of all cybersecurity risks, and takes
account of business continuity and
crisis management. That
framework should lay down
cybersecurity policies and
priorities for the security of
network and information
systems encompassing the

(6) To reach a high common level
of cybersecurity, it is necessary

that each Union-astitation;bedsy
and-ageney entity establishes an

internal cybersecurity risk
management, governance and
control framework that ensures an
effective and prudent management
of all cybersecurity risks . The
framework should lay down
cybersecurity policies, including
procedures to assess the
effectiveness of implemented
cybersecurity measures. The
framework should be based on
an all-hazard approach, which
aims to protect network and
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entirety of the ICT environment.
The framework should be
reviewed on a regular basis and
at least every three years.

information systems and the
physical environment of those
systems from events such as
theft, fire, flood,
telecommunication or power
failures, or unauthorised
physical access and damage to,
and interference with Union
entity’s information and
information processing facilities,
which could compromise the
availability, authenticity,
integrity or confidentiality of
data stored, transmitted,
processed or accessible via
network and information
systems. The framework should
reflect the findings of the risk
analysis, taking;and-takes
account of bustress-eontinttty-and
erists-managementall the relevant

technical, operational and
organisational risks to the
cybersecurity of the concerned
Union entity.

15a

(6a) To manage the risks
identified under the framework,
each Union entity should ensure
that appropriate and
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proportionate technical,
operational and organisational
measures are taken. These
should address the domains,
including cybersecurity
measures set out in this
Regulation to strengthen the
cybersecurity of each Union
entity.

(6b) The assets and risks
identified in the framework as
well as conclusions derived from
regular maturity assessments
should be reflected in
cybersecurity plan established
15b by each Union entity. The
cybersecurity plan should
include the adopted
cybersecurity measures, with the
aim to increase the overall
cybersecurity of the concerned
Union entity.

(6¢) As ensuring cybersecurity is
15¢ a continuous process, the
suitability and effectiveness of all
measures should be regularly

8332/23 J/ip 11
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revised in light of the changing
risks, assets and maturity of the
Union entities. The framework
should be reviewed on a regular
basis and at least every three
years, while the cybersecurity
plan should be revised at least
every two years or following
each maturity assessment or
every review of the framework.

(6d) Union entities should
exchange relevant information
on a regular basis, including
with regard to relevant incidents
15d and cyber threats, while
ensuring the confidentiality and
appropriate protection of the
information provided by the
reporting Union entity.

(6e) A mechanism to ensure
effective exchange of

15¢ information, coordination, and
cooperation of the Union entities
in case of major incidents should
be implemented, including a

8332/23 1/ip 12
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clear identification of the roles
and responsibilities of the
involved Union entities. The
information exchanged should
be taken into account by the
designated point of contact for
EU-CyCLONe, when sharing
relevant information with
EU-CyCLONe as a contribution
to the shared situational
awareness.
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Recital 7

16

(7) The differences between
Union institutions, bodies and
agencies require flexibility in the
implementation since one size will
not fit all. The measures for a high
common level of cybersecurity
should not include any obligations
directly interfering with the
exercise of the missions of Union
institutions, bodies and agencies or
encroaching on their institutional
autonomy. Thus, those institutions,
bodies and agencies should
establish their own frameworks for
cybersecurity risk management,
governance and control, and adopt
their own baselines and
cybersecurity plans.

(7) The differences between
Union tnstitatiens;bediesand
agenetesentities require flexibility
in the implementation since one
size will not fit all. The measures
for a high common level of
cybersecurity should not include
any obligations directly interfering
with the exercise of the missions of
Union tastiattons;bodtesand
agenetesentities or encroaching on
their institutional autonomy.
FhusTherefore, those mstitttions;
bodres-and-agenetesentities should
establish their own frameworks for
cybersecurity risk management,
handling of incidents, governance
and control, and adopt their own
baselinescybersecurity
risk-management measures and
cybersecurity plans, covering the
entity’s entire ICT environment.
Union entities should
continuously evaluate the
effectiveness of the adopted
risk-management measures and
their proportionality relative to
the identified risks, and where
necessary, adjust and revise
accordingly their frameworks
and plans on the basis of the

(7) The differences between
Union tnstitatiens;bediesand
agenetesentities require flexibility
in the implementation since one
size will not fit all. The measures
for a high common level of
cybersecurity should not include
any obligations directly interfering
with the exercise of the missions of
Union-astitations;-bodies-and
agenetes entities or encroaching
on their institutional autonomy.
Thus, those-institutions;-bodies-and
agenretes Union entities should
establish their own frameworks for
cybersecurity risk management,
governance and control and
cybersecurity plans, and adopt
cybersecurity measures. When
implementing such measures,
due account should be taken of
synergies existing between Union
entities, with the aim of proper
management of resources and
cost optimisation. Due account
should also be taken that the
measures do not negatively affect
the Union entities’ efficient
information exchange and
operations with other Union
entities and national competent
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results of the cybersecurity
maturity assessments.

authorities-thetr-ownbasehnes
and-eyberseeurty-plans.

(7a) The recurrent obligation to
carry out cybersecurity maturity
assessments could create an
additional and disproportionate
burden for small Union entities
with limited ICT resources. This
Regulation should therefore

proportionate to the risk presented
by the network and information
system concerned, taking into
account the state of the art of such

requirements should be
proportionate to the risk presented
by the network and information
system concerned, taking into

L provide for the possibility for
two or more Union entities to
create joint teams for carrying
out the cybersecurity maturity
assessments, and benefit from
combining resources and
expertise.
Recital 8
(8) In order to avoid imposing a (8) In order to avoid imposing a (8) In order to avoid imposing a
disproportionate financial and disproportionate financial and disproportionate financial and
administrative burden on Union administrative burden on Union administrative burden on Union
institutions, bodies and agencies, nstituttons;bodies-and-agenetes; nstitutions;bodies-and-agenetes
17 the cybersecurity risk management | entities, the cybersecurity #isk entities, the cybersecurity risk
requirements should be managementrisk-management management requirements should

be proportionate to the risk
presented by the network and
information system concerned,
taking into account the state of the

8332/23
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measures. Each Union institution,
body and agency should aim to
allocate an adequate percentage of
its IT budget to improve its level of
cybersecurity; in the longer term a
target in the order of 10% should
be pursued.

account the state of the art of such
measures. Each Union astitation;
body-andageneyentity should aim
to allocate an adequate percentage
of its FFICT budget to improve its
level of cybersecurity; in the
longer term a target in the order of
at least 10% should be pursued.

art of such measures. Each Union
mstitattonbody-and-ageneyentity
should aim to allocate an adequate
percentage of its IT budget to

improve its level of cybersecuritys:

rthetonger-termratarget-in-the
orderof+0%shoutd-bepursued

The maturity assessment should
also assess whether the Union
entity’s cybersecurity spending is
proportionate to the risks it
faces.

Recital 9

(9) A high common level of (9) A high common level of (9) A high common level of
cybersecurity requires cybersecurity requires cybersecurity requires
cybersecurity to come under the cybersecurity to come under the cybersecurity to come under the
oversight of the highest level of oversight of the highest level of oversight of the highest level of
management of each Union management of each Union management of each Union entity.
institution, body and agency, who | asttation;body-and-ageney—who The highest level of management
should approve a cybersecurity showld-approve-aentity, who nstitutionbody-and-ageney-whoe
baseline that should address the should oversee the should appreve-aeyberseeurity

18 risks identified under the implementation of the provisions | baselne-that-shotld-address-the
framework to be established by of this Regulation and approve risks-identified-under-the
each institution, body and agency. | the establishment, and any frameworkto-be-established-by
Addressing the cybersecurity subsequent revisions thereof, of | each-mstitution;body-and
culture, i.e. the daily practice of the risk management and control | agencyoversee the

cybersecurity, is an integral part of
a cybersecurity baseline in all
Union institutions, bodies and
agencies.

framework, the corresponding
cybersecurity baselne-that-showld
addressrisk-management
measures addressing the risks
identified wrderin the framework

implementation of this
Regulation, including
establishment of the risk
management, governance and
control framework and
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tobe-established-by-each
mstituttonbody-and-ageneyand
the cybersecurity plans of each
Union entity. Addressing the
cybersecurity culture, i.e. the daily
practice of cybersecurity, is an
integral part of a cybersecurity

bodiesand
agenetesrisk-management,
governance and control
framework and the
corresponding cybersecurity
risk-management measures in all
Union entities.

cybersecurity plans,
encompassing cybersecurity
measures. Addressing the
cybersecurity culture, i.e. the daily
practice of cybersecurity, is an
integral part of a cybersecurity
basehine-framework in all Union
agenctesentities .

Recital 10

19

(10) Union institutions, bodies and
agencies should assess risks related
to relationships with suppliers and
service providers, including
providers of data storage and
processing services or managed
security services, and take
appropriate measures to address
them. These measures should form
part of the cybersecurity baseline
and be further specified in
guidance documents or
recommendations issued by
CERT-EU. When defining
measures and guidelines, due

(10) Union tastiutions;-bedies-and
agenetesentities should assess
risks related to relationships with
suppliers and service providers,
including providers of data storage
and processing services or
managed security services, and
take appropriate measures to
address them. These measures
shoutd-formpartofthe
cybersecurity basetine
andrisk-management measures
should be further specified in
guidance documents or
recommendations issued by

them—these Cybersecurity
measures should form part of the
cybersecurity-baseline plan and be
further specified in guidance
documents or recommendations
issued by CERT-EU. When
defining measures and guidelines,
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account should be taken of relevant
EU legislation and policies,
including risk assessments and
recommendations issued by the
NIS Cooperation Group, such as
the EU Coordinated risk
assessment and EU Toolbox on 5G
cybersecurity. In addition,
certification of relevant ICT
products, services and processes
could be required, under specific
EU cybersecurity certification
schemes adopted pursuant to
Article 49 of Regulation EU
2019/881.

CERT-EU. When defining
measures and guidelines, due
account should be taken of relevant
FHegistattonUnion law and
policies, including risk
assessments and recommendations
issued by the-™N+S Cooperation
Group established by Directive
(EU) 2022/2555, such as the EU
Coordinated risk assessment and
EU Toolbox on 5G cybersecurity.
In addition, considering the
threat landscape and the
importance of building up
resilience for the Union entities
certification of relevant ICT
products, services and processes
eoutdmust be required, under
specific EFUnion cybersecurity
certification schemes adopted
pursuant to Article 49 of
Regulation EU 2019/881.

due account should be taken of the
state of the art and, where
applicable, relevant European
and international standards, as
well as relevant EU legislation and
policies, including risk
assessments and recommendations
issued by the NIS Cooperation
Group, such as the EU
Coordinated risk assessment and
EU Toolbox on 5G cybersecurity.
In addition, certification of
relevant ICT products, services and
processes could be required, under
specific EU cybersecurity
certification schemes adopted
pursuant to Article 49 of
Regulation EU 2019/881. Where
appropriate, CERT-EU should
cooperate with ENISA.

Recital 11

20

(11) In May 2011, the
Secretaries-General of the Union
institutions and bodies decided to
establish a pre-configuration team
for a computer emergency
response team for the Union’s
institutions, bodies and agencies
(CERT-EU) supervised by an

(11) In May 2011, the
Secretaries-General of the Union
institutions and bodies decided to
establish a pre-configuration team
for a computer emergency
response team for the Union’s
institutions, bodies and agencies
(CERT-EU) supervised by an

(11) In May 2011, the
Secretaries-General of the Union
institutions and bodies decided to
establish a pre-configuration team
for a computer emergency
response team for the Union’s
institutions, bodies and agencies
(CERT-EU) supervised by an
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inter-institutional Steering Board.
In July 2012, the
Secretaries-General confirmed the
practical arrangements and agreed
to maintain CERT-EU as a
permanent entity to continue to
help improve the overall level of
information technology security of
the Union’s institutions, bodies and
agencies as an example of visible
inter-institutional cooperation in
cybersecurity. In September 2012,
CERT-EU was established as a
Taskforce of the European
Commission with an
interinstitutional mandate. In
December 2017, the Union
institutions and bodies concluded
an interinstitutional arrangement
on the organisation and operation
of CERT-EU". This arrangement
should continue to evolve to
support the implementation of this
Regulation.

1.0JC 12, 13.1.2018, p. 1-11.

inter-institutional Steering Board.
In July 2012, the
Secretaries-General confirmed the
practical arrangements and agreed
to maintain CERT-EU as a
permanent entity to continue to
help improve the overall level of
information technology security of
the Union’s institutions, bodies and
agencies as an example of visible
inter-institutional cooperation in
cybersecurity. In September 2012,
CERT-EU was established as a
Taskforce of the European
Commission with an
interinstitutional mandate. In
December 2017, the Union
institutions and bodies concluded
an interinstitutional arrangement
on the organisation and operation
of CERT-EU'. FhisThat
arrangement should continue to
evolve to support the
implementation of this Regulation
and should be evaluated on a
regular basis in light of future
negotiations of long-term budget
frameworks allowing for further
decisions to be made with respect
to the functioning and
institutional role of CERT-EU,
including the possible
establishment of CERT-EU as a
Union office.

inter-institutional Steering Board.
In July 2012, the
Secretaries-General confirmed the
practical arrangements and agreed
to maintain CERT-EU as a
permanent entity to continue to
help improve the overall level of
information technology security of
the Union’s institutions, bodies and
agencies as an example of visible
inter-institutional cooperation in
cybersecurity. In September 2012,
CERT-EU was established as a
Taskforce of the European
Commission with an
interinstitutional mandate. In
December 2017, the Union
institutions and bodies concluded
an interinstitutional arrangement
on the organisation and operation
of EERF-EY —Fhis
arrangementCERT- EU'. This
Regulation should provide a
comprehensive set of rules on the
organisation, functioning and
operation of CERT-EU. The
provisions-eontinte-to-evolve-te
suppert-the-implementation of this
Regulation prevail over
provisions of the
interinstitutional arrangement
on the organisation and
operation of CERT-EU that was
concluded in December 2017.
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1.0JC 12, 13.1.2018, p. 1-11.

1.0JC 12,13.1.2018, p. 1-11.

Recital 1

N

(12) CERT-EU should be renamed
from ‘computer emergency
response team’ to ‘Cybersecurity
Centre’ for the Union institutions,
bodies and agencies, in line with
developments in the Member

(12) CERT-EU should be renamed
from ‘computer emergency
response team’ to ‘Cybersecurity
Centre’ for the Union stitttions;
bodiesand-agenctesentities, in line

with developments in the Member

deleted

2l States and globally, where many States and globally, where many
CERTs are renamed as CERTs are renamed as
Cybersecurity Centres, but it Cybersecurity Centres, but it
should keep the short name should keep the short name
‘CERT-EU’ because of name ‘CERT-EU’ because of name
recognition. recognition.

Recital 13

(13) Many cyberattacks are part of | (13) Many cyberattacks are part of | (13) Many cyberattacks are part of
wider campaigns that target groups | wider campaigns that target groups | wider campaigns that target groups
of Union institutions, bodies and of Union astitattons-bodtes-and of Union-astitattons-bodtes-and
agencies or communities of agenctesentities or communities of | agenetes entities or communities
interest that include Union interest that include Union of interest that include Union

27 institutions, bodies and agencies. Hsttutons;-bodiesand hstrtHenshedtesand-asenetes

To enable proactive detection,
incident response or mitigating
measures, Union institutions,
bodies and agencies should notify
CERT-EU of significant cyber
threats, significant vulnerabilities
and significant incidents and share

agenetesentities. To enable
proactive detection, incident
response or mitigating measures,
Bnon-institutions—bodi l
agenetesand recovery from
significant incidents, Union
entities should notify CERT-EU of

entities. To enable proactive
detection, incident response or
mitigating measures, Union
institations—bod ]
agenetesentities should notify
CERT-EU of-signifreant cyber
threats,stgntfteant vulnerabilities,
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appropriate technical details that
enable detection or mitigation of,
as well as response to, similar
cyber threats, vulnerabilities and
incidents in other Union
institutions, bodies and agencies.
Following the same approach as
the one envisaged in Directive
[proposal NIS 2], where entities
become aware of a significant
incident they should be required to
submit an initial notification to
CERT-EU within 24 hours. Such
information exchange should
enable CERT-EU to disseminate
the information to other Union
institutions, bodies and agencies,
as well as to appropriate
counterparts, to help protect the
Union IT environments and the
Union’s counterparts’ IT
environments against similar
incidents, threats and

significant cyber threats,
significant vulnerabilities, near
misses and significant incidents
and share appropriate technical
details that enable detection or
mitigation of, as well as response
to;stmtlar-eyber-threats;
valnerabilittes-and and recovery
from similar incidents in other
Union nstittations;bodtes-and
agenetesentities. Following the
same approach as the one
envisaged in Directive fprepesal
MNS2HEU) 2022/2555, where
entities become aware of a
significant incident they should be
required to submit an #itial
notifteationrearly warning to
CERT-EU within 24 hours. Such
information exchange should
enable CERT-EU to disseminate
the information to other Union

near misses and -and-stgnifreant

incidents and share appropriate
technical details that enable
detection or mitigation of, as well
as response to, similar cyber
threats, vulnerabilities, near
misses and incidents in other
Union tastitattons;-bodtes-and
agenetesentities. Following the
same approach as the one
envisaged in Directive [proposal
NIS 2], where Union entities
become aware of a significant
incident they should be required to
submit an-intttalnetifreatton early
warning to CERT-EU within 24
hours. Such information exchange
should enable CERT-EU to
disseminate the information to
other Union mstituttons;bodtes
and-agenetesentities, as well as to
appropriate counterparts, to help
protect the Union IT environments
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appropriate counterparts, to help environments against similar
protect the Union +FICT incidents;-threats-and
environments and the Union’s vainerabiittes.
counterparts’ FFICT environments
against similar incidents, threats
and vulnerabilities.
Recital 13
22a
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(13a) This Regulation lays down
a multiple-stage approach to the
reporting of significant incidents
in order to strike the right
balance between, on the one
hand, swift reporting that helps
to mitigate the potential spread
of incidents and that allows
Union entities to seek assistance,
and, on the other, in-depth
reporting that draws valuable
lessons from individual incidents
and improves over time the
resilience of individual Union
entities and contributes to
increasing the overall
cybersecurity posture of Union
administration. In that regard,
this Regulation should include
the reporting of incidents that,
based on an initial assessment
performed by the Union entity
concerned, could cause severe
operational disruption of the
services or financial loss for that
Union entity or affect other
natural or legal persons by
causing considerable material or
non-material damage. Such
initial assessment should take
into account, inter alia, the
network and information
systems affected, in particular
their importance for the

(13a) This Regulation lays down
a multiple-stage approach to the
reporting of significant incidents
in order to strike the right
balance between, on the one
hand, swift reporting that helps
mitigate the potential spread of
significant incidents and allows
Union entities to seek assistance,
and, on the other hand, in-depth
reporting that draws valuable
lessons from individual incidents
and improves over time the
cyber resilience of individual
Union entities. In that regard,
this Regulation should include
the reporting of incidents that,
based on an initial assessment
carried out by the Union entity,
could cause severe operational
disruption to the functioning of
the Union entity or financial loss
to the Union entity concerned or
affect other natural or legal
persons by causing considerable
material or non-material
damage. Such initial assessment
should take into account, inter
alia, the affected network and
information systems, in
particular their importance for
the functioning of the Union
entity, the severity and technical
characteristics of a cyber threat
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functioning and operations of the
Union entity concerned, the
severity and technical
characteristics of a cyber threat
and any underlying
vulnerabilities that are being
exploited as well as the
experience of the Union entity
concerned with similar incidents.
Indicators such as the extent to
which the functioning of Union
entity is affected, the duration of
an incident or the number of
users affected could play an
important role in identifying
whether the operational
disruption of the service is
severe.

and any underlying
vulnerabilities that are being
exploited as well as the Union
entity’s experience with similar
incidents. Indicators such as the
extent to which the functioning
of the Union entity is affected,
the duration of an incident or the
number of affected natural or
legal persons could play an
important role in identifying
whether the operational
disruption is severe.

22b

(13b) As the infrastructure and
networks of the relevant Union
entity and the Member State
where that Union entity is
located are interconnected, it is
crucial for that Member State to
be informed without undue delay
of a significant incident within
that Union entity. For that
purpose, the affected Union
entity should notify CERT-EU's
national counterpart, designated
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by the Member State in
accordance with the Directive
[proposal NIS 2], in the same
timeline as it should report a

significant incident to CERT-EU.

CERT-EU should also notify this
national counterpart when it
becomes aware of a significant
incident within the Member
State, unless already reported by
the affected Union entity.
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Recital 14

(14) In addition to giving
CERT-EU more tasks and an
expanded role, an Interinstitutional
Cybersecurity Board (IICB) should
be established, which should
facilitate a high common level of
cybersecurity among Union
institutions, bodies and agencies
by monitoring the implementation
of this Regulation by the Union
institutions, bodies and agencies
and by supervising implementation
of general priorities and objectives
by CERT-EU and providing
strategic direction to CERT-EU.

23 The IICB should ensure
representation of the institutions
and include representatives of
agencies and bodies through the
Union Agencies Network.

(14) In addition to giving
CERT-EU more tasks and an
expanded role, an Interinstitutional
Cybersecurity Board (IICB) should
be established, which should
facilitate a high common level of
cybersecurity among Union
agenetesentities by monitoring the
implementation of this Regulation
by the Union institutions;bodies
and-agenetesentities and by
supervising implementation of
general priorities and objectives by
CERT-EU and providing strategic
direction to CERT-EU. The IICB
should ensure representation of the
institutions and include
representatives of agencies and
bodies through the Union Agencies
Network.

(14) In addition to giving
CERT-EU more tasks and an
expanded role, an Interinstitutional
Cybersecurity Board (IICB) should
be established which, in order to;
whieh-shottd facilitate a high
common level of cybersecurity
among Union sttations;-bedtes
andagenetesbyentities, should
have an exclusive role in
monitoring the implementation of
this Regulation by the Union
institutions—bod ’ .
andby entities and in
supervising implementation of
general priorities and objectives by
CERT-EU and providing strategic
direction to CERT-EU. The IICB
should therefore ensure
representation of the institutions
and include representatives of
agencies and bodies through the
Union Agencies Network. The
organisation and functioning of
the IICB should be further
regulated by its internal rules of
procedures that may include
further specification of regular
meetings of the IICB, including
annual gatherings of the political
level where representatives of the
highest level of management of
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each member of the IICB would
allow for the IICB to have
strategic discussion and provide
strategic guidance of the IICB.
Furthermore, the IICB may
establish an Executive
Committee to assist in its work
and to delegate some of its tasks
and powers to it, especially in
terms of tasks that require
specific expertise of its members,
for instance the approval of the
service catalogue and any
subsequent updates to it,
modalities for service level
agreements, assessments of
documents and reports
submitted by the Union entities
to the IICB according to this
Regulation or tasks related to the
preparation of decisions on
compliance measures issued by
the IICB and to monitoring of
their implementation. The IICB
should lay down the rules of
procedures of the Executive
Committee, including its tasks
and powers.
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23a

(14a) The IICB aims to support
entities in elevating their
respective cybersecurity postures
by implementing this Regulation.
In order to support Union
entities, the IICB should adopt
guidance and recommendations
required for Union entities’
cybersecurity maturity
assessments and cybersecurity
plans, review possible
interconnections between Union
entities’ ICT environments and
support the establishment of a
Cybersecurity Officers Group
under ENISA, comprising the
Local Cybersecurity Officers of
all Union entities with an aim to
facilitate the sharing of best
practices and experiences gained
from the implementation of this
Regulation.

23b

(14b) In order to ensure
consistency with Directive (EU)
2022/2555, the IICB could adopt
recommendations on the basis of
the results of Union level
coordinated security risk
assessments of critical supply
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chains referred to in Article 22 of
Directive (EU) 2022/2555 to
support Union entities in
adopting effective and
proportionate risk-management
measures relating to supply
chain security and develop
guidelines for information
sharing arrangements of Union
entities relating to the voluntary
notification of cyber threats,
near misses and incidents to
CERT-EU.

Recital 15

24

(15) CERT-EU should support the
implementation of measures for a
high common level of
cybersecurity through proposals
for guidance documents and
recommendations to the IICB or by
issuing calls for action. Such
guidance documents and
recommendations should be
approved by the IICB. When
needed, CERT-EU should issue
calls for action describing urgent
security measures which Union
institutions, bodies and agencies
are urged to take within a set
timeframe.

(15) CERT-EU should support the
implementation of measures for a
high common level of
cybersecurity through proposals
for guidance documents and
recommendations to the IICB or by
issuing calls for action. Such
guidance documents and
recommendations should be
approved by the IICB. When
needed, CERT-EU should issue
calls for action describing urgent
security measures which Union
agenetesentities are urged to take
within a set timeframe.

(15) CERT-EU should support the
implementation of measures for a
high common level of
cybersecurity through proposals
for guidance documents and
recommendations to the IICB or by
issuing calls for action. Such
guidance documents and
recommendations should be
approved by the IICB. When
needed, CERT-EU should issue
calls for action describing urgent
security measures which Union
agenetesentities are urged to take
within a set timeframe. The IICB
may instruct CERT-EU to issue,

8332/23
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withdraw, or modify a proposal
for guidance documents or
recommendation, or a call for
action.

Recital 16

25

(16) The IICB should monitor
compliance with this Regulation as
well as follow-up of guidance
documents and recommendations,
and calls for action issued by
CERT-EU. The IICB should be
supported on technical matters by
technical advisory groups
composed as the IICB sees fit
which should work in close
cooperation with CERT-EU, the
Union institutions, bodies and
agencies and other stakeholders as
necessary. Where necessary, the
IICB should issue non-binding
warnings and recommend audits.

(16) The IICB should monitor
compliance with this Regulation as
well as follow-up of guidance
documents and recommendations,
and calls for action issued by
CERT-EU. The IICB should be
supported on technical matters by
technical advisory groups,
composed as the IICB sees fit
which should work in close
cooperation with CERT-EU, the
Union tastituttons;-bodtes-and
agenetesentities and other
stakeholders as
neeessaryappropriate. Where
necessary, the IICB should issue
nen-biding warnings and
recommendrequests for audits.

(16) The IICB should monitor
compliance with this Regulation as
well as follow-up of guidance
documents and recommendations;
and calls for action tssted-by
EERT-EY. The IICB should be
supported on technical matters by
technical advisory groups
composed as the IICB sees fit
which should work in close
cooperation with CERT-EU, the
Union tastitattons;-bodtes-and
agenetesentities and other
stakeholders as necessary. Where

neeessary-the- HEB-sheuld-issue

b . I
reeottefddtts:

25a

(16a) Where the IICB finds that
a Union entity has not effectively
applied or implemented this
Regulation, it could, without

(16a) Where the IICB finds that
the Union entities have not
applied or implemented this
Regulation, including the
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prejudice to the internal
procedures of the Union entity
concerned, request relevant and
available documentation relating
to the effective implementation
of the provisions of this
Regulation, communicate a
reasoned opinion with observed
gaps in the implementation of
this Regulation, invite the Union
entity concerned to provide a
self-assessment on its reasoned
opinion and issue, in cooperation
with CERT-EU, guidance to
bring its respective risk
management, governance and
control framework,
cybersecurity risk-management
measures, cybersecurity plans
and reporting obligations in
compliance with this Regulation.

guidance documents,
recommendations or calls for
action issued under this
Regulation, it may, without
prejudice to the internal
procedures of the relevant Union
entity, proceed with compliance
measures. The system of
compliance measures should be
used with a progressive severity,
meaning that when the IICB
adopts the compliance measures
it should start with a warning as
the least severe measure and if
necessary escalate all the way to
the most severe measure of
issuing an advisory
recommending temporary
suspension of data flows to the
concerned Union entity, which
would be applied in exceptional
cases of long-term, deliberate
and/or serious non-compliance
of the concerned entity with its
obligation under this Regulation.

25b

(16b) The warning represents
the least severe compliance
measure addressing identified
shortcomings of the Union entity
and comprising
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recommendations to amend its
cybersecurity documents, in a
specified timeframe. The
warning should be available to
all Union entities, unless
restricted appropriately in
accordance with this Regulation.

25¢

(16¢) The IICB may further
recommend an audit of a Union
entity be carried out. The Union
entity may use its internal audit
function for this purpose. The
IICB could also request that an
audit is carried out by a
third-party audit service,
including from a mutually
agreed private sector service
provider.

25d

(16d) On the basis of the results
of an audit carried out upon a
recommendation or a request of
the IICB, the IICB may further
request the Union entity to bring
the management, governance,
and control of cybersecurity
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risks into compliance with the
provisions of this Regulation.
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25e

(16e) As the Member States
share with relevant Union
entities information that may be
of sensitive nature, the
cybersecurity of the addressee of
such information is crucial for
the Member States. Therefore, in
exceptional cases of long-term,
deliberate, repetitive and/or
serious non-fulfillment of the
obligation of the Union entity,
the IICB may issue as a last
resort measure an advisory to all
Member States and Union
entities recommending
temporary suspension of data
flows the Union entity, that
should be in place until the state
of the cybersecurity of this entity
is rectified. This advisory should
be communicated to all Member
States and Union entities
through appropriate secure
communication channels.

25f

(16f) To ensure the correct
implementation of this
Regulation, the IICB should, if it
considers that a continuous
breach of this Regulation by a
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Union entity has been caused
directly by the actions or
omission of a member of its staff,
including at the highest level of
management, request the Union
entity concerned to take
appropriate actions against that
staff member, in accordance with
the Staff Regulations as well as
other equivalent rules applicable
in certain Union entities. These
actions may include, for
instance, disciplinary
proceedings and, where
appropriate, in the specific case
of Union agencies, a request to
the competent authority to take
the necessary steps related to the
possible removal from office of
the person that could be
responsible for the continuous
breach of this Regulation.

Recital 17

26

(17) CERT-EU should have the
mission to contribute to the
security of the IT environment of
all Union institutions, bodies and
agencies. CERT-EU should act as
the equivalent of the designated
coordinator for the Union

(17) CERT-EU should have the
mission to contribute to the
security of the HFICT environment
of all Union instttttonsbodtes
and-agenetesentities. Where
appropriate, and in coordination
with the Union entities,

(17) CERT-EU should have the
mission to contribute to the
security of the IT environment of
all Union entities. When
considering whether to provide
technical advice or input on
relevant policy matters upon the

institutions, bodies and agencies, CERT-EU may submit to the request of a Union entity,
8332/23 J/p 34
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for the purpose of coordinated
vulnerability disclosure to the
European vulnerability registry as
referred to in Article 6 of Directive
[proposal NIS 2].

IICB for its approval, a proposal
for a coordinated cyber
insurance policy covering Union
entities, in order to establish first
and third-party coverage to
address the potential impact of
incidents. CERT-EU should act as
the eguivalent-ofthe-designated

coordinator for the Union
agenetesentities, for the purpose of
coordinated vulnerability
disclosure to the European
vulnerability registrrdatabase as
referred to in Article 612 of

Directive fprepesalNS2HEU)
2022/2555.

CERT-EU should ensure that
this does not impede the
fulfilment of its other tasks laid
down in this Regulation

nstitations;bodtes-and-agenetes:

26a

(17a) CERT-EU should act as
the equivalent of the designated
coordinator for the Union
entities, for the purpose of
coordinated vulnerability
disclosure to the European
vulnerability registry as referred
to in Article 6 of Directive
[proposal NIS 2] and should
develop a policy on management
of vulnerabilities, encompassing
the promotion and facilitation of

8332/23
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voluntary coordinated

vulnerability disclosure.

Recital 18

(18) In 2020, CERT-EU’s Steering

(18) In 2020, CERT-EU’s Steering
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Board set a new strategic aim for Board set a new strategic aim for deleted
CERT-EU to guarantee a CERT-EU to guarantee a
comprehensive level of cyber comprehensive level of cyber
defence for all Union institutions, defence for all Union mstttttons;
bodies and agencies with suitable bodies-and-agenetesentities with
breadth and depth and continuous | suitable breadth and depth and
adaptation to current or impending | continuous adaptation to current or
threats, including attacks against impending threats, including
mobile devices, cloud attacks against mobile devices,
environments and cloud environments and
internet-of-things devices. The internet-of-things devices. The
strategic aim also includes strategic aim also includes

27 broad-spectrum Security broad-spectrum Security
Operations Centres (SOCs) that Operations Centres (SOCs) that
monitor networks, and 24/7 monitor networks, and 24/7
monitoring for high-severity monitoring for high-severity
threats. For the larger Union threats. For the larger Union
institutions, bodies and agencies, Hstttonsbodtesand
CERT-EU should support their IT | ageretesentities, CERT-EU should
security teams, including with support their FFICT security
first-line 24/7 monitoring. For teams, including with first-line
smaller and some medium-sized 24/7 monitoring. For smaller and
Union institutions, bodies and some medium-sized Union
agencies, CERT-EU should mstitations; bodtes-and
provide all the services. agenetesentities, CERT-EU should

provide all the services.
Recital 19
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(19) CERT-EU should also fulfil
the role provided for it in Directive
[proposal NIS 2] concerning
cooperation and information
exchange with the computer
security incident response teams
(CSIRTs) network. Moreover, in
line with Commission
Recommendation (EU)
2017/1584', CERT-EU should
cooperate and coordinate on the
response with the relevant
stakeholders. In order to contribute
to a high level of cybersecurity
across the Union, CERT-EU

28 should share incident specific
information with national
counterparts. CERT-EU should
also collaborate with other public
as well as private counterparts,
including at NATO, subject to
prior approval by the IICB.

1. Commission Recommendation (EU)
2017/1584 of 13 September 2017 on
coordinated response to large-scale
cybersecurity incidents and crises (OJ L
239, 19.9.2017, p. 36).

(19) CERT-EU should also fulfil
the role provided for it in Directive
fpreposalNES2H(EU) 2022/2555
concerning cooperation and
information exchange with the
computer security incident
response teams (CSIRTs) network.
Moreover, in line with
Commission Recommendation
(EU) 2017/1584', CERT-EU
should cooperate and coordinate
on the response with the relevant
stakeholders. In order to contribute
to a high level of cybersecurity
across the Union, CERT-EU
should share incident specific
information with national
counterparts. CERT-EU should
also collaborate with other public
as well as private counterparts,
including at NATO, subject to
prior approval by the IICB.

1. Commission Recommendation (EU)
2017/1584 of 13 September 2017 on
coordinated response to large-scale
cybersecurity incidents and crises (OJ L
239, 19.9.2017, p. 36).

(19) CERT-EU should also
futftfulfill the role provided for it
in Directive [proposal NIS 2]
concerning cooperation and
information exchange with the
computer security incident
response teams (CSIRTs) network.
Moreover, in line with
Commission Recommendation
(EU) 2017/1584** CERT-EU
should cooperate and coordinate
on the response with the relevant
stakeholders. In order to contribute
to a high level of cybersecurity
across the Union, CERT-EU
should share incident specific
information with national
counterparts. CERT-EU should
also collaborate with other public
as well as private counterparts,
including at NATO, subject to
prior approval by the IICB.

+. €ommsstomrRecommrendatrom(EHy
2HFHEE4of3-September204-F-on
eoordinated-response-totarge-seate

2. Commission Recommendation (EU)
2017/1584 of 13 September 2017 on
coordinated response to large-scale
cybersecurity incidents and crises (OJ L
239, 19.9.2017, p. 36).

Recital 20
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29

(20) In supporting operational
cybersecurity, CERT-EU should
make use of the available expertise
of the European Union Agency for
Cybersecurity through structured
cooperation as provided for in
Regulation (EU) 2019/881 of the
European Parliament and of the
Council'. Where appropriate,
dedicated arrangements between
the two entities should be
established to define the practical
implementation of such
cooperation and to avoid the
duplication of activities. CERT-EU
should cooperate with the
European Union Agency for
Cybersecurity on threat analysis
and share its threat landscape
report with the Agency on a
regular basis.

1. Regulation (EU) 2019/881 of the
European Parliament and of the Council of
17 April 2019 on ENISA (the European
Union Agency for Cybersecurity) and on
information and communications
technology cybersecurity certification and
repealing Regulation (EU) No 526/2013
(Cybersecurity Act) (OJ L 151, 7.6.2019,

p. 15).

(20) In supporting operational
cybersecurity, CERT-EU should
make use of the available expertise
of the European Union Agency for
Cybersecurity (ENISA) through
structured cooperation as provided
for in Regulation (EU) 2019/881 of
the European Parliament and of the
Council'. Where-appropriates
Dedicated arrangements between
the two entities should be
established within two years of
the date of entry into force of
this Regulation, to define the
practical implementation of such
cooperation and to avoid the
duplication of activities. CERT-EU
should cooperate with the

FurepeanrbnonrAgency-for
Eyberseeurity ENISA on threat

analysis and share its threat
landscape report with the Agency
on a regular basis.

1. Regulation (EU) 2019/881 of the
European Parliament and of the Council of
17 April 2019 on ENISA (the European
Union Agency for Cybersecurity) and on
information and communications
technology cybersecurity certification and
repealing Regulation (EU) No 526/2013
(Cybersecurity Act) (OJ L 151, 7.6.2019,

p- 15).

(20) In supporting operational
cybersecurity, CERT-EU should
make use of the available expertise
of the European Union Agency for
Cybersecurity (ENISA) through
structured cooperation as provided
for in Regulation (EU) 2019/881 of
the European Parliament and of the
Council*®. Where appropriate,
dedicated arrangements between
the two entities should be
established to define the practical
implementation of such
cooperation and to avoid the
duplication of activities. CERT-EU
should cooperate with-the

EuropeanbntonAgeney-for
Eyberseenrity ENISA on threat
analysis and share its threat
landscape report with the Agency
on a regular basis.

+. Regtiation(EL)2649/88+-ofthe
\ .

5>

3. Regulation (EU) 2019/881 of the
European Parliament and of the
Council of 17 April 2019 on ENISA (the
European Union Agency for
Cybersecurity) and on information and
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communications technology
cybersecurity certification and repealing
Regulation (EU) No 526/2013
(Cybersecurity Act) (OJ L 151, 7.6.2019,
p- 15).
Recital 21

(21) In support of the Joint Cyber | (21) In support of the Joint Cyber

Unit built in accordance with the Unit built in accordance with the deleted

Commission Recommendation of | Commission Recommendation of

23 June 2021', CERT-EU should 23 June 2021', CERT-EU should

cooperate and exchange cooperate and exchange

information with stakeholders to information with stakeholders to

30 foster operational cooperation and | foster operational cooperation and

to enable the existing networks in | to enable the existing networks in

realising their full potential in realising their full potential in

protecting the Union. protecting the Union.

1. Commission Recommendation C(2021) 1. Commission Recommendation C(2021)

4520 of 23.6.2021 on building a Joint 4520 of 23.6.2021 on building a Joint

Cyber Unit. Cyber Unit.

Recital 22

(22) All personal data processed (22) All personal data processed (22) The activities and

under this Regulation should be under this Regulation should be information handling of

processed in accordance with data | processed in accordance with data | CERT-EU under this Regulation

37 protection legislation including protection tegtstationlaw including | may involve processing of

Regulation (EU) 2018/1725 of the | Regulation (EU) 2018/1725 of the | personal data. All personal data

European Parliament and of the European Parliament and of the processed under this Regulation

Council.! Council'.* This Regulation should | should be processed in accordance

not affect the application of with data protection legislation
Union law governing the including Regulation (EU)

8332/23
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1. Regulation (EU) 2018/1725 of the
European Parliament and of the Council of
23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No 45/2001
and Decision No 1247/2002/EC (OJ L
295, 21.11.2018, p. 39).

processing of personal data,
including the tasks conferred on
and powers of the European
Data Protection Supervisor
(EDPS). CERT-EU and the IICB
should work in close cooperation
with the EPDS and the staff
specialised in data protection in
the Union entities to ensure full
compliance with Union data
protection law.

1. Regulation (EU) 2018/1725 of the
European Parliament and of the Council of
23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No 45/2001
and Decision No 1247/2002/EC (OJ L
295,21.11.2018, p. 39).

2018/1725 of the European
Parliament and of the Council*.*
Where pursuant to this
Regulation personal data is
transmitted to recipients
established in the Union other
than Union entities, this should
be done in accordance with
Article 9 of Regulation (EU)
2018/1725.

4. Regulation (EU) 2018/1725 of the
European Parliament and of the
Council of 23 October 2018 on the
protection of natural persons with
regard to the processing of personal
data by the Union institutions, bodies,
offices and agencies and on the free
movement of such data, and repealing
Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

+. Regulatton(E204+8H725-of the
FurepeanParkament-and-of-the-Counettof

31a

(22a) Cybersecurity systems and
services involved in the
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prevention, detection and
response to cyber threats should
comply with data protection and
privacy law and should take
relevant technical and
organisational safeguarding
measures to ensure that such
compliance is achieved in an
accountable way.

31b

(22b) Open-source cybersecurity
tools and applications can
contribute to a higher degree of
openness. Open standards
facilitate interoperability
between security tools,
benefitting the security of
stakeholders. Open-source
cybersecurity tools and
applications can leverage the
wider developer community,
enabling diversification of
suppliers. Open source can lead
to a more transparent
verification process of
cybersecurity related tools and a
community-driven process of
discovering vulnerabilities.
Union entities should therefore
be able to promote the use of
open-source software and open
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standards by pursuing policies
relating to the use of open data
and open-source as part of

security through transparency.

Recital 23

32

(23) The handling of information
by CERT-EU and the Union
institutions, bodies and agencies
should be in line with the rules laid
down in Regulation [proposed
Regulation on information
security]. To ensure coordination
on security matters, any contacts
with CERT-EU initiated or sought
by national security and
intelligence services should be
communicated to the
Commission’s Security Directorate
and the chair of the I[ICB without
undue delay.

(23) The handling of information
by CERT-EU and the Union
agenetesentities should be in line
with the rules on information
security, in particular those laid
down in Regulation [proposed
Regulation on information
security]. To ensure coordination
on security matters, any contacts
with CERT-EU initiated or sought
by national security and
intelligence services should be
communicated to the
Commission’s Security Directorate
and the chair of the I[ICB without
undue delay.

(23) The handling of information
by CERT-EU and the Ynton
institations—bod l
agenctresUnionentities should be
in line with the rutestatd-downin
Resuhation | | Resutati
applicable rules on information
security}—Fe-ensure-eoordination
oft seettity- mattersany-contaets

32a

(23a) For the purposes of
sharing information visible
markings are used to indicate
that sharing boundaries are to be
applied by the recipients of the

8332/23
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information based on, in
particular, non-disclosure
agreements, or informal
non-disclosure agreements such
as the traffic light protocol or
other clear indications by the
source. The traffic light protocol
is to be understood as a means to
provide information about any
limitations with regard to the
further spreading of
information. It is used in almost
all computer security incident
response teams (CSIRTs) and in
some information analysis and
sharing centres.

Recital 24

33

(24) As the services and tasks of
CERT-EU are in the interest of all
Union institutions, bodies and
agencies, each Union institution,
body and agency with IT
expenditure should contribute a
fair share to those services and
tasks. Those contributions are
without prejudice to the budgetary
autonomy of the Union
institutions, bodies and agencies.

(24) As the services and tasks of
CERT-EU are in the interest of all
Union institetiens;-bedies-aned
agenetesentities, each Union
istitution—bed i ”
Hrentity with ICT expenditure
should contribute a fair share to
those services and tasks. Those
contributions are without prejudice
to the budgetary autonomy of the
Union astitations-bodies-and

agencresentities.

(24) This Regulation and the
new tasks allocated to CERT-EU
will have no effect on the total
expenditures under the
Multiannual Financial
Framework. As the services and
tasks of CERT-EU are in the
interest of all Union astations;

bodiesand-agenctesentities, cach

Union stitatten;bedy-and
ageneyentity with IT expenditure

should contribute a fair share to
those services and tasks. Those
contributions are without prejudice
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to the budgetary autonomy of the
Union institattons;-bodtes-and
agenetesentities. All Union
entities and their
administrations should ensure
the optimisation of their
resources at the current level and
strengthen efficiency gains
including by deepening
inter-institutional cooperation in
the area of cybersecurity.
Therefore, a joint approach to
pooling administrative
expenditure should be given
preference over individualised
spending of Union entities.

(24a) This Regulation should
take into account the fact that,
apart from the Union institutions,
most of Union entities, in

= particular the small ones, do not
have the necessary financial and
human resources to be dedicated
for additional cybersecurity tasks.
Recital 25
34 (25) The IICB, with the assistance | (25) The IICB, with the assistance | (25) The IICB, with the assistance

of CERT-EU, should review and

of CERT-EU, should review and

of CERT-EU, should review and
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evaluate the implementation of this
Regulation and should report its
findings to the Commission.
Building on this input, the
Commission should report to the
European Parliament, the Council,
the European Economic and Social
Committee and the Committee of
the Regions.

evaluate the implementation of this
Regulation and should report its
findings to the Commission.
Building on this input, the
Commission should report to the
European Parliament, the Council,
the European Economic and Social
Committee and the Committee of
the Regions.

evaluate the implementation of this
Regulation and should report its
findings to the Commission.
Building on this input, the
Commission should report to the
European Parliament, the Council,
the European Economic and Social
Committee and the Committee of
the Regions. Furthermore, the
European Court of Auditors is
invited to evaluate the
functioning of CERT-EU on a
regular basis.
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| Formula

I35

HAVE ADOPTED THIS HAVE ADOPTED THIS HAVE ADOPTED THIS B ADOT D THIS
REGULATION: REGULATION: REGULATION: ~
Text Origin: Commission
Proposal
| Chapter |
Chapter [
Chapter I Chapter I Chapter I
36 GENERAL PROVISIONS GENERAL PROVISIONS GENERAL PROVISIONS GENERAL PROVISIONS
Text Origin: Commission
Proposal
| Article 1
Article 1 Article 1 Article 1 Article 1

I37

Subject-matter

Subject-matter

Subject-matter

Subject-matter

Text Origin: Commission
Proposal

| Article 1, first paragraph

|38

This Regulation lays down:

This Regulation lays down
measures that aim to achieve a
high common level of
cybersecurity in Union entities.
To that end, this Regulation lays
down:

This Regulation lays down:
measures that aim to achieve a
high common level of
cybersecurity within Union
entities

This Regulation lays down=
; . hi
high common level of

cybersecurity within Union
entities

Text Origin: Council Mandate

Article 1, first paragraph, point (a)
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(a) obligations on Union
institutions, bodies and agencies to
establish an internal cybersecurity
risk management, governance and
control framework;

(a) obligations enHnter
rstitmtions—bod; ]
agenetesthat require Union
entities to establish antnternata
cybersecurity risk management,
handling of incidents, governance

(a) obligations on Hnter
rstittions—bod: ]
ageneteseach Union entity to
establish-arinternat a
cybersecurity risk management,
governance and control

(a) obligations on H#io#
rstittions—bods {

. h Uni it
establish-aninternat_a
cybersecurity risk management,
governance and control

= and control framework; framework; framework;
linked to handling of incidents later in
the articles. line 63
change to 'entities' agreed
Text Origin: Council Mandate
Article 1, first paragraph, point (b)
(b) cybersecurity risk management | (b) cybersecurity risk management | (b) cybersecurity risk management i E——
and reporting obligations for and reporting obligations for and, reporting and information L
v 40 Union institutions, bodies and Union mstitttrons; bodies-and sharing obligations for Union
agencies; agenetesentities; hstituttons; bodres-and-agenetes
entities;
Article 1, first paragraph, point (ba)
(ba) rules underpinning - -
information sharing obligations align with art 19
and the facilitation of voluntary
v 40a . . .
information sharing
arrangements with regard to
Union entities;
Article 1, first paragraph, point (c)
8332/23 JJ/ip 47
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(c) rules on the organisation and
operation of the Cybersecurity
Centre for the Union institutions,
bodies and agencies (CERT-EU)
and on the organisation and
operation of the Interinstitutional
Cybersecurity Board.

(c) rules on the organisation, tasks
and operation of the Cybersecurity
Centre for the Union tnstituttons;
bodtes-and-agenetesentities
(CERT-EU) and on the
functioning, organisation and
operation of the Interinstitutional
Cybersecurity Board (IICB).

(c) rules on the organisation,
functioning and operation of the
autonomous interinstitutional
computer emergency response
team-Cyberseeurity-Centre for the
Union-nstitations;bodtes-and
agenetes entities (CERT-EU) and
on the organisation, functioning
and operation of the
Interinstitutional Cybersecurity
Board: (IICB);

Article 1, first paragraph, point (d)

(d) rules relating to the
monitoring of the

lawyer linguists to propose different

41a implementation of this formulation for rules. in principle ok
. for EP
Regulation.
Article 2
Article 2 Article 2 Article 2 A;tlcle 2

42 Scope Scope Scope cope
Text Origin: Commission
Proposal
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Article 2, first paragraph
;l;ﬁal;;glilelstl(;% 352;?0203?:5 This Regulation applies to the 1. This Regulation applies to-the linked to chapter IV on functioning of
control of cybersecurity risks by all | eontrotofeyberseeurityrisksby-all | controtofeyberseeurityrisksby ekl
Union institutions, bodies and Union instituttensbediesand all Union-tastitations;-bodies-and
v 43 agencies and to the organisation agenetesentities and to the agenetes entities and to-the
and operation of CERT-EU and the | functioning, organisation and organtsattonrand-operationrof
Interinstitutional Cybersecurity operation of CERT-EU and the CERT-EU and the Hterinstitutronat
Board. Trnterinstitattonal-Cyberseenrity Cyberseenrity Board [ICB .
BoardlICB.
Article 2, second paragraph
2. This Regulation applies ;, This Regulation applies .ula.tion applies
without prejudice to the EMHE%WM
43a institutional autonomy pursuant —L;”Stztut;f’"‘; LAON I PRI T
to the Treaties. fo the Trednies.
Text Origin: Council Mandate
Article 2, third paragraph
3. With the exception of Article R
12(7), this Regulation shall not ocnec
A a3 apply to network and
information systems handling
EU Classified Information
(EUCI).
8332/23 JJ/ip 49
JAL2 LIMITE EN

Obtenu pour vous par -

Obtained by

@ ¥ agence europe




| Article 3

Article 3
Definitions

Article 3
Definitions

Article 3
Definitions

Article 3
Definitions

Text Origin: Commission

Proposal

| Article 3

first paragraph

For the purpose of this Regulation,
the following definitions apply:

For the purpose of this Regulation,
the following definitions apply:

For the purpose of this Regulation,
the following definitions apply:

For the purpose of this Regulation,
the following definitions apply:

Text Origin: Commission

Proposal

| Article 3

first paragraph, point (1)

(1) ‘Union institutions, bodies and
agencies’ means the Union
institutions, bodies and agencies
set up by, or on the basis of, the
Treaty on European Union, the
Treaty on the functioning of
European Union or the Treaty
establishing the European Atomic
Energy Community;

(1) ‘Union astittatrons;bodtes-and
agenetes?entities' means the Union
institutions, bodies, offices and
agencies set up by, or on the basis
of, the Treaty on European Union,
the Treaty on the functioning of
European Union or the Treaty
establishing the European Atomic
Energy Community;

(1) ‘Union astitatrons;bodtes-and
agenetesentities’ means the Union
institutions, bodies, offices and
agencies set up by, or on the basis
of, the Treaty on European Union,
the Treaty on the functioning of
European Union or the Treaty
establishing the European Atomic
Energy Community;

(1) ‘Union institutions—bodies—cidt
ugencres-entities’ means the Union
institutions, bodies, offices and
agencies set up by, or on the basis
of, the Treaty on European Union,
the Treaty on the functioning of
European Union or the Treaty
establishing the European Atomic
Energy Community;

| Article 3

first paragraph, point (2)

(2) ‘network and information
system’ means network and

(2) ‘network and information
system’ means network and

(2) ‘network and information
system’ means a network and

(2) ‘network and information
system’ means @ network and

information system within the information system withinr-the information system-withinr-the inforrpatiorzzyds;elrllile J .in . Article
8332/23 J/p 50
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meaning of Article 4(1) of
Directive [proposal NIS 2];

meantngofArticle4tHas defined
in Article 6, point (1), of

Directive fproposatNISZHEU)
2022/2555;

meantngof as defined in Article
4(1) of Directive [proposal NIS 2];

4436, point (1), of Directive
tproposet-PHSZHEU) 2022/2555;

Text Origin: EP Mandate

| Article 3, first paragraph, point (3)

(3) ‘security of network and
information systems’ means
security of network and
information systems within the
meaning of Article 4(2) of
Directive [proposal NIS 2];

48

(3) ‘security of network and
information systems’ means
security of network and
information systems withimthe
meantngofArticle4tDas defined
in Article 6, point (2), of

Directive fproposatNES2H(EU)
2022/25855;

(3) ‘security of network and
information systems’ means
security of network and
information systems-withimnthe

meantngof as defined in Article
4(2) of Directive [proposal NIS 2];

(3) ‘security of network and
information systems’ means
security of network and
1nformat10n systems wrt-h-z-n—t-he

in Article 6, point (2), of Dlrectwe
toroposatPHS2HEU) 2022/2555;

Text Origin: EP Mandate

| Article 3, first paragraph, point (4)

(4) ‘cybersecurity’ means

(4) ‘cybersecurity’ means

(4) ‘cybersecurity’ means

(4) ‘cybersecurity’ means

cybersecurity within the meaning cybersecurity withinthe-meantng cybersecurity as defined in cybersecurity within-teneaning
of Article 4(3) of Directive ofArtiele 43 et Direetive Article 2, point (1), of Regulation | 7 Articte4(3)-of Directive
49 | [proposal NIS 2]; FproposalNES21as defined in (EU) 2019/88 1-within-the-meaning AW"“’WI 2 ;ﬂ%
Article 2, point (1), of Regulation | efArtrele43ofDireetive %%LL_OMM
(EU) 2019/881; EpropesalNIS2}: (EU) 2019/881;
Text Origin: EP Mandate
8332/23 JJ/ip 51
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Article 3, first paragraph, point (5)

(5) ‘highest level of management’
means a manager, management or
coordination and oversight body at
the most senior administrative
level, taking account of the
high-level governance
arrangements in each Union
institution, body or agency;

(5) ‘highest level of management’
means a manager, management or
coordination and oversight body
responsible for the functioning of
the Union entity concerned, at
the most senior administrative
level, talang-aecount-efwith a
mandate to adopt or authorise
decisions in line with the
high-level governance
arrangements treachtnion
stituttonbody-or-ageneyof the
entity concerned, without
prejudice to the formal
responsibilities of other levels of
management for compliance and
risk management in their
respective areas of responsibility;

(5) ‘highest level of management’
means a manager, management or
coordination and oversight body at
the most senior administrative
level with decision capabilities,
taking account of the high-level
governance arrangements in each

Union-nstitttion;-bedy-or-ageney
entity;

Council to check if EP text ok

Article 3, first paragraph, point (5a)

50a

(5a) 'mear miss' means a near
miss as defined in Article 6,
point (5), of Directive (EU)
2022/25855;

(5a) ‘near miss’ means a near
miss as defined in Article 4(4a)
of Directive [proposal NIS 2];

(5a) 'near miss' means a near

miss as defined in Article 6, point
(5). of Directive (EU) 2022/2555;

Text Origin: EP Mandate

| Article 3, first paragraph, point (6)

51

(6) ‘incident’ means an incident

(6) ‘incident’ means an incident

(6) ‘incident’ means an incident

withtrthe-meaningof Artrete withtthe-meaning-of as defined W .
8332/23 J/ip 52
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(6) ‘incident’ means an incident

4t5)as defined in Article 6, point

in Article 4(5) of Directive

(6), of Directive fproposatHS
2HEU) 2022/2555;

within the meaning of Article 4(5) | (6), of Directive fprepesal ™IS [proposal NIS 2];
of Directive [proposal NIS 2]; 2H(EU) 2022/2555; .
Text Origin: EP Mandate
| Article 3, first paragraph, point (7)
(7) ‘significant incident’ means (7) “signs retdent e
any incident unless it has limited deleted deleted [_’ Y ITCIae ”_“ ’_'E“ TS TITTTET
52 impact and is likely to be already : . ) : 5
well understood in terms of ! THOe deleted g
method or technology; gy-deleted
Article 3, first paragraph, point (8)
(8) ‘major attack’ means any (8) ‘major attaekincident’ means | (8) ‘major attaekincident * means () fmg](ior M’ means
incident requiring more resources affFan incident requiring-mere any incident reequiring-mere any incident regurrmg moTe
than are available at the affected resotirees-thatrarcavattableatthe | resotirees-thamareavattableatthe ) nich level
Union institution, body or agency | affeetedwhose disruption exceeds | affeetedwhich causes a level of Zﬁeefed—_tw ’2 causes ; e‘g g
and at CERT-EU; an affected Union entity’s and disruption that exceeds a Union AT tfon fhal exceeds d Union
CERT-EU’s capacity to respond | mstituttonbody-orageney-and-at striteron, éc,ﬂ? oragency and
to it, or which has a significant EERF-EYentity's and IGER_Y;EEIZM%M—‘-%’ dent
. ¢ t least . ERT-EU' ‘vt arge-scale cybersecurity inciden
, 53 impact on at leas two Union C U's capacity to respond 45 defined in Article 6. point (7

EERF-EYentities, or where a

large-scale cybersecurity
incident as defined in Article 6,
point (7), of Directive (EU)
2022/2555 has a significant
impact on at least one Union
entity;

to it or which has a significant
impact on at least two Union
entities;

of Directive (EU) 2022/2555 has a

significant impact on_at least one

Union entity;]

to be discussed with art 12
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| Article 3

first paragraph, point (9)

(9) ‘incident handling’ means

(9) ‘incident handling’ means

(9) ‘incident handling’ means

(9) ‘incident handling’ means

incident handling within the incident handling w+thinthe incident handling-withinthe incident handling it d! ; J
54 meaning of Article 4(6) of meantmgofArtiele4(6)as defined | meanmgof as defined in Article e Am" igl % 6:41 s 8§ ' @%m
Directive [proposal NIS 2]; in Article 6, point (8), of 4(6) of Directive [proposal NIS 2]; w‘%)‘ g 02 21;;:;2;/6
Directive fproposal NIS2HEU) tproposai 2 HEUICIREES S,
2022/2555; .
Text Origin: EP Mandate
| Article 3, first paragraph, point (10)
(10) ‘cyber threat’ means cyber (10) ‘cyber threat’ means cyber (10) ‘cyber threat’ means cyber 51110) t‘cyber threat” means cyber
threat within the meaning of threat within-the-meantng-ofas threat-within-the-meaningof as roat Egoal e R
55 Article 2(8) of Regulation (EU) defined in Article 282, point (8), | defined in Article 2(8) of —?% Anlgfjgggglz‘g-/éog%t&
2019/881; of Regulation (EU) 2019/881: Regulation (EU) 2019/881; of Regulation (EU)
Text Origin: EP Mandate
Article 3, first paragraph, point (11)
(11) ‘significant cyber threat’ (11) ‘significant cyber threat’ - -
means a cyber threat with the means a cyber threat with-the deleted linked to art 20 (1) [Council]
intention, opportunity and intentton-opportantty-and
v 56 capability to cause a significant eapabtity-to-eatseastentteant
incident; ietdentas defined in Article 6,
point (11), of Directive (EU)
2022/2555;
8332/23 JJ/ip 54
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| Article 3

first paragraph, point (12)

(12) ‘vulnerability’ means

(12) ‘vulnerability’ means

(12) ‘vulnerability’ means

(12) ‘vulnerability’ means

o oy . . oL . e P . Inerability withinthenreaning
vulnerability within the meaning of | vulnerability w+thin-the-meantne vulnerability within the meaning of va ) . ]
57 Article 4(8) of Directive [proposal | ofas defined in Article 486, Article 4(8) of Directive [proposal ﬁf‘;slflg.em Article 6/ HERER
NIS 2]; point (15), of Directive fprepesat | NIS 2]; Lé‘((} 5 01262(;[21;; 523' PO
NIS2HEU) 2022/2555; e
Text Origin: EP Mandate
Article 3, first paragraph, point (13)
(13) ‘significant vulnerability’ (13) ‘significant vulnerability’ - -
, 53 means a vulnerability that will means a vulnerability that will deleted B ,
likely lead to a significant incident | likely lead to a significant incident
if it is exploited, if it is exploited;
Article 3, first paragraph, point (14)
(14) ‘cybersecurity risk’ means (14) ‘eyberseenrityrisk’ means (14) ‘eyberseenrity risk’ means (14) “eybe ect 5 r.isk’ means
any reasonably identifiable any-reasonably-tdentifiable any-reasonably-tdentifiable & 5 7 .
circumstance or event having a eircumstanecoreventhavinga eircumstanecoreventhavinga CHTCHTSTa . g
potential adverse effect on the potential-adverseeffeetonthe potential-adverseeffeetonthe POTERTHTGEYErSe o e
59 security of network and seetrtty-ofretwotkand seetrtty-ofretwotkand N 2 .5 -
information systems; mfermattronsystemsa risk as mformattronrsystemsa risk within 5 auishay

defined in Article 6, point (9), of
Directive (EU) 2022/2555;

the meaning of Article 4(7b) of
Directive [proposal NIS 2] ;

defined in Article 6, point (9), of
Directive (EU) 2022/25535;

Text Origin: EP Mandate
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Article 3

first paragraph, point (14a)

v 59a

(14a) ‘standard’ means a
standard as defined in Article 2,
point (1), of Regulation (EU) No
1025/2012 of the European
Parliament and of the Council';

1. Regulation (EU) No 1025/2012 of the
European Parliament and of the
Council of 25 October 2012 on
European standardisation, amending
Council Directives 89/686/EEC and
93/15/EEC and Directives 94/9/EC,
94/25/EC, 95/16/EC, 97/23/EC,
98/34/EC, 2004/22/EC, 2007/23/EC,
2009/23/EC and 2009/105/EC of the
European Parliament and of the
Council and repealing Council decision
87/95/EEC and Decision No
1673/2006/EC of the European
Parliament and of the Council (OJ L
316,14.11.2012, p. 12).

Council to check

Article 3

first paragraph, point (14b)

59b

(14b) ‘technical specification’
means a technical specification
as defined in Article 2, point (4),
of Regulation (EU) No
1025/2012;

not retained

Y 59¢
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(14¢) ‘ICT product’ means an
ICT product as defined in of
Article 2, point (12), of
Regulation (EU) 2019/881;

59d

(14d) °ICT service’ means an
ICT service as defined in Article
2, point (13), of Regulation (EU)
2019/881;

59¢

(14e) ‘ICT process’ means an
ICT process as defined in Article
2, point (14), of Regulation (EU)
2019/881;

Article 3

, first paragraph, point (14c)

59f

(14f) ‘ICT environment’ means
any on-premise or virtual ICT
product, ICT service and ICT
process, any network and
information system, whether
owned and operated by a entity,
or hosted or operated by a third
party, including mobile devices,
corporate networks, and
business networks not connected

EC to propose new drafting
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to the internet and any devices
connected to the ICT
environment and any dislocated
premises and decentralised
offices, such as liaison offices,
representative offices or local
offices;

Article 3

first paragraph, point (15)

(15) “Joint Cyber Unit’ means a

(15) “Joint Cyber Unit’ means a

legal services to discuss

virtual and physical platform for virtual and physical platform for deleted ; ,
cooperation for the different cooperation for the different possibly for trilogue agenda
cybersecurity communities in the cybersecurity communities in the
60 Union, with a focus on operational | Union, with a focus on operational
and technical coordination against | and technical coordination against
major cross-border cyber threats major cross-border cyber threats
and incidents within the meaning and incidents within the meaning
of Commission Recommendation of Commission Recommendation
of 23 June 2021; of 23 June 2021;
Article 3, first paragraph, point (16)
16) ‘cybersecurity baseline’ 16) ‘cybersecurit

r(nea)ms ;’ set of min}ilmum faasl*h&gmeasures’ymeans a set of deleted tolbeldiscussealwithionts
cybersecurity rules with which minimum cybersecurity rules and

, 61 network and information systems measures with which network and
and their operators and users must | information systems and their
be compliant, to minimise operators and users must be
cybersecurity risks. compliant, to minimise

cybersecurity risks.
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Article 3,

first paragraph, point (16a)

6la

Article 3a
Processing of personal data

discuss together with art 18

Article 3

a, (1)

61b

1.

The processing of personal data
under this Regulation by
CERT-EU, the IICB or Union
entities shall be carried out in
compliance with Regulation
(EU) 2018/1725.

Article 3

a(2)

6lc

2.

CERT-EU, the IICB and Union
entities shall process and
exchange personal data to the
extent necessary and for the sole
purpose of fulfilling their
respective obligations under this
Regulation.

Chapter

62

Chapter 11
MEASURES FOR A HIGH
COMMON LEVEL OF
CYBERSECURITY

Chapter 11
MEASURES FOR A HIGH
COMMON LEVEL OF
CYBERSECURITY

Chapter 11
MEASURES FOR A HIGH
COMMON LEVEL OF
CYBERSECURITY

Chapter 11
MEASURES FOR A HIGH
COMMON LEVEL OF
CYBERSECURITY
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Text Origin: Commission
Proposal
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| Article 4

Article 4 Article 4 Article 4 . Article 4
63 Risk management, governance and Risk management, handling of Risk management, governance and Risk managen;ent, govern;;mce and
control incidents, governance and control control control framework
framework
Article 4(1)
1. Each Union institution, body 1. FachYntenmstitutton;body 1. Each Union-mnstitutton;body g drafti
and agency shall establish its own | and-ageneyOn the basis of a full and-ageney entity shall establish C to suggest new drafting
internal cybersecurity risk cybersecurity audit, each Union | its own-aternal cybersecurity risk
management, governance and entity shall establish its own management, governance and
control framework (‘the ternat cybersecurity risk control framework (‘the
framework’) in support of the management, handling of framework”) in support of the
entity’s mission and exercising its | incidents, governance and control | entity’s mission andexeretstngits
institutional autonomy. This work | framework (‘the framework’) in nstitattonat-autonemy. The
shall be overseen by the entity’s support of the Union entity’s framework-Fhis=werk shall be
highest level of management to mission and exercising its overseen by the entity’s highest
, 64 ensure an effective and prudent institutional autonomy. Fhis level of management to ensure an ,
management of all cybersecurity wotrkThe establishment of the effective and prudent management
risks. The framework shall be in framework shall be overseen by of all cybersecurity risks. The
place by .... at the latest [15 the Union entity’s highest level of | framework shall be in place by ....
months after the entry into force of | management and shall be under at the latest [15 months after the
this Regulation]. its responsibility in order to entry into force of this Regulation].
ensure an effective and prudent
management of all cybersecurity
risks. The framework shall be
tatestestablished by ... [15 months
after the date of entry into force of
this Regulation].
Article 4(2)
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2. The framework shall cover the
entirety of the IT environment of
the concerned institution, body or
agency, including any on-premise
IT environment, outsourced assets
and services in cloud computing
environments or hosted by third
parties, mobile devices, corporate
networks, business networks not
connected to the internet and any
devices connected to the IT
environment. The framework shall
take account of business continuity
and crisis management and it shall

2. The framework shall cover the
entirety of the FFICT environment

of the eoncerned-mstitution;body

envirenmentUnion entity
concerned. The framework shall

2. The framework shall cover the
entirety of the unclassified IT
environment of the concerned
nstitation;bedy-or-ageneyUnion
entity, including any on-premise
IT environment, operational
technology network, outsourced
assets and services in cloud
computing environments or hosted
by third parties, mobile devices,
corporate networks, business
networks not connected to the
internet and any devices connected
to the IT environment. The

To be discussed as a
political point

2 consider supply chain security as take account of business continuity | framework shall talce-aeeountof
well as the management of human | and crisis management and it shall | busiress-eentinuty-and-erisis
risks that could impact the consider supply chain security as management-andit-shal-constder
cybersecurity of the concerned well as the management of human | supply-echatn-seeurtty-as-welas-the
Union institution, body or agency. | risks and all other relevant managementof-humanbe based on
technical, operational and an all-hazard approach and on a
organisational risks that could maturity assessment in
have an impact on the accordance with Article 6
cybersecurity of the eereerrred covering all the relevant
Union nstitatien;-bedy-of technical, operational and
ageneyentity concerned. organisational risks that could
impact the cybersecurity of the
concerned Union astiation;bedy
oragencyentity .
Article 4(2a)
65a 2a. The framework refered to in
paragraph I shall define strategic
8332/23 JJ/ip 62
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2a. The framework refered to in
paragraph 1 shall define
strategic objectives to ensure a
high level of cybersecurity in the
Union entities. That framework
shall lay down cybersecurity
policies for the security of
network and information
systems encompassing the
entirety of the ICT environment,
and define the roles and
responsibilities of staff of the
Union entities tasked with
ensuring the effective
implementation of this
Regulation. The framework shall
also include the key performance
indicators (KPIs) for measuring
the effectiveness of the
implementation based on the
KPIs list referred to in Article

2a. The framework shall lay
down cybersecurity policies,
including objectives and
priorities for the security of
network and information
systems, and policies and
procedures to assess the
effectiveness of implemented
cybersecurity risk management
measures and define staff
members’ roles and
responsibilities.

objectives to ensure a high level of
cybersecurity in the Union
entities. That framework shall lay

! ber Vi licies for
the security of network and
information systems
encompassing the entirety of the
ICT environment, and define the
roles and responsibilities of staff
of the Union entities tasked with
ensuring the effective

implementation of this
Regulation. The framework shall
also include mechanisms to
measure the effectiveness of the
implementation , such as those
listed in Article 12(2), point (eb)

Council to reflect, linked to 133b and
a recital expanding on KPls

Text Origin: EP Mandate

12(2), point (eb).
Article 4(2b)
2b. The framework referred to 2b. The framework shall be 2b. Th ;; Im h ”rz - owed
in paragraph 1 shall be reviewed | reviewed on a regular basis, and MW
on a regular basis and at least at least every three years in light %g%atwsteve.m
65b every three years. The first such | of the changing risks, the assets = = E L

review shall be carried out by ...
[three years after the date of
entry into force of this
Regulation]. Where appropriate

and the maturity of the Union
entity.

shall be carried out by ... [51

months after the date of entry into
force of this Regulation]. Where
appropriate and upon request of
the IICB, a Union entity’s
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and upon request of the IICB, a
Union entity’s framework shall
be updated following guidance
from CERT-EU on incidents
identified or possible gaps
observed in the implementation
of this Regulation.

framework may be updated
following guidance from
CERT-EU on incidents identified
or possible gaps observed in the
implementation of this
Regulation.

Council checks with MS

Text Origin: EP Mandate

Article 4(3)

3. The highest level of
management of each Union
institution, body and agency shall
provide oversight over the
compliance of their organisation
with the obligations related to
cybersecurity risk management,

3. The highest level of
management of each Union
institution—bed I hail
f f ntity shall
be responsible for the
implementation and shall
oversee the compliance and

3. The highest level of
management of each Union
institution—bed I

entity shall provide-overstghtover

oversee the compliance of-thetr
its organisation with the
obligations related to cybersecurity

Council to check EP text. Linked to
row 50

governance, and control, without functioning of its-efthetr risk management, governance, and
, 66 prejudiqe to j[he formal organisation with the. obl%gations control, withoqt pr.ejudice to the
responsibilities of other levels of related to eyberseenrityrisk formal responsibilities of other
management for compliance and management-governaneeand levels of management for
risk management in their controtthe framework, without compliance and risk management
respective areas of responsibility. prejudice to the formal in their respective areas of
responsibilities of other levels of responsibility.
management for compliance and
risk management in their
respective areas of responsibility,
such as data protection.
Article 4(3a)
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3a. Where appropriate and
without prejudice to its
responsibility for the
implementation of this
Regulation, the highest level of
management of each Union
entity may delegate to other
senior officials within the entity
concerned specific obligation
under this Regulation.

3a. Where appropriate and
without prejudice to its
implementation of this
Regulation, the highest level of
management of each Union entity
may delegate to other senior
officials within the entity
concerned specific obligation
under this Regulation. Regardless

662 Regardless of possible delegation “ o‘ss1blle)z lc-lele' ath oh ltsh
of its specific obligation, the i&iw%w
highest level of management ma level of management
beghel d liable for the & y shall/may/can be held liable for
non-compliance by the entities the non-compliance by the entities
with the obligations under this Rw—g—tth theooblz ations under this
Regulation. —
put to political level
Text Origin: Council Mandate
Article 4(3b)
3b. The highest level of 3b. Lhe highestlevelof
management of each Union management of each Union entity
entity shall ensure that the Union —EP—MSha”‘;’ r.ove the cybersecuri :
entities approve the - i L -
66b 11IeS approv risk management measures, in

cybersecurity plan that includes
cybersecurity risk management
measures, in accordance with
their risk analysis, so that the

accordance with their risk

analysis, so that the framework is

implemented in accordance with
this Regulation.
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framework is implemented in
accordance with this Regulation.

links to 75
Council to check

Text Origin: Council Mandate

Article 4(4)

4. Each Union institution, body
and agency shall have effective
mechanisms in place to ensure that
an adequate percentage of the IT
budget is spent on cybersecurity.

4. Each Union stitutton;body
and-ageneyentity shall have

effective mechanisms in place to
ensure that an adequate percentage
of the FFICT budget is spent on

deleted

4. Each Union #stitition—body
undugencyentity shall have

effective mechanisms in place to
ensure that an adequate percentage
of the #FICT budget is spent on
cybersecurity._Due account shall

v ity.
67 cybersecurity. be taken of the framework when
defining this percentage.
Council to check about ICT
Text Origin: EP Mandate
Article 4(5)
5. Each Union institution, body 5. Each Union mstitutten;body 5. Each Union-mstitutten;body 5. Bach Union-rst hmililc t-bos
and agency shall appoint a Local andageneyentity shall appoint a andrageney entity shall appoint a me ‘ ligCE ibtj —entily s g ffappomt a
Cybersecurity Officer or an Local Cybersecurity Officer oran | Local Cybersecurity Officer or an oca ) y efrs ecquty h 1c§r1(1)r an
equivalent function who shall act equivalent function who shall act equivalent function who shall act eqlfuva.en‘; nqtlon fW o shall act
as its single point of contact as its single point of contact as its single point of contact as ltsds,l ne eﬂp omt o cc;ntact
68 regarding all aspects of regarding all aspects of regarding all aspects of regarding all aspects o

cybersecurity.

cybersecurity. cybersecurity. Local cybersecurity. -
Cybersecurity Officers may be The Local Cybersecurity Officer T: e”Loccfll.C b e;se'curtl 0 icer
shared by several Union entities. | shall facilitate the %ww
implementation of this of this Regulation and directly
Regulation and directly report to report to the highest levlel ob -
the highest level of management mandagement on 4 Iegular busts
8332/23 JJ/ip 66
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on a regular basis on the state of
the implementation.

Without prejudice to the Local
Cybersecurity Officer being a
single point of contact in each
Union entity, a Union entity may
delegate certain tasks of Local
Cybersecurity Officer with
respect to the implementation of
this Regulation to CERT-EU on
the basis of a service level
agreement concluded between
that Union entity and CERT-EU.
The IICB shall decide whether
the provision of this service shall
be part of the baseline services of
CERT-EU, taking into account
the human and financial
resources of the concerned Union
entity. Appointed Local
Cybersecurity Officers and any
subsequent change thereto shall
be notified by each Union entity
to CERT-EU without undue
delay. CERT-EU shall keep the
regularly updated list of
appointed Local Cybersecurity
Officers.

on the state of the
Without prejudice to the Local

7. ri r bei
single point of contact in each
Union entity, a Union entity may
delegate certain tasks of Local

Cybersecurity Officer with respect

to the implementation of this
Regulation to CERT-EU on the
basis of a service level agreement
concluded between that Union

entity and CERT-EU, or these
tasks may be shared by several
Union entities. In case these tasks
are delegated to CERT-EU, the
IICB shall decide whether the

rovision his service sh
part of the baseline services of
CERT-EU, taking into account
the human and financial
resources of the concerned Union
entity.. Appointed Local

7, i 7,

subsequent change thereto shall
be notified by each Union entity to
CERT-EU without undue delay.
CERT-EU shall keep the regularly
updated list of appointed Local
Cybersecurity Officers.

Text Origin: Council Mandate

| Article 4(6)
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6. The senior officials within the
meaning of Article 29(2) of the
Staff Regulations® or other
officials at equivalent level, of
each Union entity shall follow
specific trainings on a regular
basis to gain sufficient
knowledge and skills in order to
apprehend and assess
cybersecurity risk and
management practices and their
impact on the operations of the
organisation.

6. The senior officials within the
meaning of Article 29(2) of the
Staff Regulations® or other
officials at equivalent level, of
each Union entity, as well as all
relevant staff tasked with
implementing the cybersecurity
risk-management measures and
obligations laid down in this
Regulation shall follow specific
trainings on a regular basis to
gain sufficient knowledge and
skills in order to apprehend and

68a assess cybersecurity risk and
5. Regulation No 259/68 of the Council ’.”ana ement pr. actta:’s and their
of 29 February 1968 laying down the impact on the operations of the
Staff Regulations of Officials and the Qrganisatian
Conditions of Employment of Other
Servants of the European Communities, _57_ Regulation No 259/68 of the Council of
OJ L 56 of 4 March 1968. 29 February 1968 laying down the Staff
Reeulati F Official L1
Conditions of Employment of Other
Servants of the European Communities,
OJ L 56 of 4 March 1968.
EP text moved from row 71
Text Origin: Council Mandate
Article 4(7)
63b 7. Each Union entity shall have
effective mechanisms in place to
ensure that an adequate
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percentage of the IT budget is
spent on cybersecurity. Due
account shall be taken of the
framework when defining this
percentage.

Article 5
Article 5 Article 5 Article 5 Ar‘tlcle‘ > i
Cybersecurity baseline Cybersecurity Cybersecurity basehnerisk Cybersecurity be: Lisk
& basehnrerisk-management management measures Mandagement Measuies
measures _— ;
Text Origin: Council Mandate
Article 5(1)
1. The highest level of 1. The highest level of 1. Each Union entity shall, TSR
management of each Union management of each Union under the oversight of its Fhe
institution, body and agency shall | tnstituttorn;body-andageneyentity | highest level of management
approve the entity’s own shall approve the Union entity’s ensure that appropriate and
cybersecurity baseline to address own cybersecurity proportionate technical,
the risks identified under the basehnerisk-management operational and organisational
framework referred to in Article measures to address the risks measures to manage-efeach
4(1). It shall do so in support of its | identified under the framework Prronrinstitution; body-and-ageney
Y 70 mission and exercising its referred to in Article 4(1)—ttshalt | shalapprove-the-entttys-own v

institutional autonomy. The de-sotrsuppoerteftsmisstonand f f
cybersecurity baseline shall be in exeretstg-ts-mstitutionat the risks identified under the
place by .... at the latest [18 attonomy—the, in line with any framework referred to in Article
months after the entry into force of | guidance and recommendations | 4(1), and to prevent and/or
this Regulation] and shall address of IICB and CERT-EU. Taking minimise the impact of incidents,
the domains listed in Annex [ and | into account the state-of-the-art | are taken. Having regard to the
the measures listed in Annex II. and, where applicable, relevant state of the art and, where

European and international applicable, relevant European

standards, or available and international standards, as
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European cybersecurity basetine

.
[E TR ].151]]]
Annextand-the-certificates as
defined in Article 2, point (11), of
Regulation (EU) 2019/881, those
risk-management measures shall
ensure a level of security of
network and information
systems across the entirety of the
ICT environment commensurate
to the risks identified under the
framework referred to in Article
4(1). When assessing the
proportionality of those
measures, due account shall be
taken of the degree of the Union
entity’s exposure to risks, its size,
the likelihood of occurrence of
incidents and their severity,
including their societal,
economic and interinstitutional

well as the cost of
implementation, those measures:

Hshatt-dosoirsupportofits
L i
instituttonalautonomy—The

f e shall be-in

plaee-by——at-thetatestHS
months-afterthe-entry-intetoreeof
thisRegulationfandensure a level

of security of network and
information systems appropriate
to the risks posed. When
assessing the proportionality of
those measures, due account
shall address-the-domaimststedin
Annextand-the-measurestistedin
AnnexHbe taken of the degree of
the entity's exposure to risks, its
size, the likelihood of occurrence
of incidents and their severity,
including their societal and
economic impact.

impact-isted-m-AnnexH.
Article 5(1a)
1a. Union entities shall include 3. Union entities shall address at e =5
& 702 at least the following domains in | least the following specific inredtorow

the implementation of the
cybersecurity risk-management
measures:

domains in the implementation
of the cybersecurity risk
management measures within
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their cybersecurity plans, in line
with the guidance documents
and recommendations from the
IICB:

Article 5(1a), point (a)

70b

(a) cybersecurity policy,
including measures needed to
reach objectives and priorities
referred to in Article 4 and
paragraph 2a of this Article;

3a. cybersecurity policy, in
terms of specification of the tools
and measures needed to reach
the objectives and priorities
referred to in Article 4 and in
Article 5(4);

(a) cybersecurity policy,

in ing m res n

reach objectives and priorities
referred to in Article 4 and
paragraph 2a of this Article;

Text Origin: EP Mandate

Article 5(1a), point (b)

70c

3b risk analysis and information
system security policies;

3b rish e L inf .
system security policies;

Text Origin: Council Mandate

| Article 5(1a), point (c)

70d

(b) policy objectives regarding
the use of cloud computing
services as defined in Article 6,
point (30), of Directive (EU)
2022/2555 and technical
arrangements to enable and
sustain teleworking;

(b) policy objectives regarding the
use of cloud computing services
as defined in Article 6, point (30),
of Directive (EU) 2022/2555 ;

second part of the EP text moved to
row 71b

Text Origin: EP Mandate
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Article 5(1a), point (d)

70e

(¢) in order to assess whether
Union entities have sufficient
control over the security of their
ICT systems, a complete
cybersecurity initial review,
including a risk, vulnerability
and threat assessment, and a
penetration-test of the ICT
systems and devices of the Union
entities to be carried out by a
leading and verified third party
external to the Union entities,
such as a leading cybersecurity
company, on ... [the date of entry
into force of this Regulation] and
every following year thereafter,
which takes due account of the
information security
requirements of the relevant
institutions;

(d) COM proposal:

the modalities of conducting

regular cybersecurity reviews
including risk, vulnerability and

threat assessment in order to

assess the level of control over the

security of their ICT systems

EP to propose compromise text

Article 5(1a), point (e)

70f

(e) in light of the reviews
referred to in point (c),
mitigation of the reported risks
and vulnerabilities in
cybersecurity updates, and
implementation of the
recommendations by means of
cybersecurity policy which may

linked to row 70e
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include the replacement of
infected ICT systems;

Article 5(1a), point (f)

70g

(f) organisation of cybersecurity,
including definition of roles and
responsibilities;

3c. organisation of
cybersecurity, including
definition of roles and
responsibilities;

(f) organisation of cybersecurity,
including definition of roles and
responsibilities;

Text Origin: EP Mandate

Article 5(1a), point (g)

v| 70h

(g) management of ICT
environment, including ICT
asset inventory and ICT network
cartography;

3d. asset management, including
IT asset inventory and IT
network cartography;

3d. asset management, including
[ICT] asset inventory and [ICT]
network cartography:

linked to inclusion of a definition of
ICT environment

Text Origin: Council Mandate

Article 5(1a), point (h)

701

(h) access control, identity
management and privileged
access management;

3e. human resources security
and access control;

3e. human resources security and

access control;

Text Origin: Council Mandate

| Article 5(1a), point (i)

70

(i) operations security and
human resources security;

3f. operations security;

3f. operations security;

8332/23
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human resources security moved to
row 70i

Text Origin: Council Mandate
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| Article 5

(1a), point (j)

(j) communications security;

3g. communications security;

3g. communications security:

70k
Text Origin: Council Mandate
Article 5(1a), point (k)
(k) system acquisition, 3h. system acquisition,
. . EP to check
. 701 development, maintenance and development and maintenance,
transparency of the source code; | including vulnerability handling
and disclosure;
Article 5(1a), point (l)
, ! . ol
i () cybersecurity audits; overall discussion on audits
Article 5(1a), point (m)
(m) ICT staff workload and —
Y 70n . . COM to propose a recital instead
overall satisfaction;
Article 5(1a), point (n)
(n) supply chain security and 3i supply chain security ﬁ w
supplier relationships between including security related aspects - I1s n L lr onshi
Union entities and their direct concerning the relationships w -
700 between each Union entity and its

suppliers and service providers;

between each Union entity and
its direct suppliers or service
provider. Union entities shall
take into account the

12 jers or
provider. Union entities shall take
into account the vulnerabilities
specific to each direct supplier
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vulnerabilities specific to each
direct supplier and service
provider and the overall quality
of products and cybersecurity
practices of their suppliers and
service providers, including their
secure development procedures;

rvi rovider
overall quality of products and
cybersecurity practices of their
suppliers and service providers,
including their secure
development procedures;

Text Origin: Council Mandate

| Article 5(1a), point (o)

| 70p

(o) incident handling, including
approaches to improve the
preparedness, detection,
analysis, and containment of,
response to and recovery from
incidents and cooperation with
CERT-EU, such as the
maintenance of security
monitoring and logging;

3j. incident handling and
cooperation with CERT-EU,
such as the maintenance of
security monitoring and logging;

3j. incident handling and
cooperation with CERT-EU, such
as the maintenance of security
monitoring and logging;

Text Origin: Council Mandate

| Article 5(1a), point (p)

| 70q

(p) business continuity
management and crisis
management; and

3k. business continuity
management, such as back-up
management and disaster
recovery, and crisis
management; and

3k. business continuity
management, such as back-up
management and disaster

recovery, and crisis management;
and

Text Origin: Council Mandate

| Article 5(1a), point (q)

I 70r
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(q) skills, education,
awareness-raising, training
programmes and exercises.

3]. promoting and developing
cybersecurity education, skills,
awareness-raising, exercise and
training programmes.

3L promoting and developing
cybersecurity education, skills,
awareness-raising, exercise and
training programmes.

Text Origin: Council Mandate

Article 5

(2)

2. The senior management of each

2. The senior management of each

Union institution, body and agency | Union nstitattensbedy-and Untentnastiution bedy-and-ageney ] o
shall follow specific trainings on a | ageneyentity, as well as all shotoHorspeeteteaimres o | i SpectT 5
regular basis to gain sufficient relevant staff tasked with regutar-basts-to-gatnrsufftetent o gAYy gz
knowledge and skills in order to implementing the cybersecurity | knewledge-and-slkiHs-in-erderte e e
apprehend and assess cybersecurity | risk-management measures and | apprehend-and-assesseyberseeurity | 777 O TITHTHSSESS
risk and management practices and | obligations laid down in this riskand-managementpracticesand | ersectT e )
71 their impact on the operations of Regulation, shall follow specific thetrtmpaet-onthe-operattonsof TTOTTOS Tt PTUCIICES U T7eT
the organisation. trainings on a regular basis to gain | theorganisatton: TPUCT O T OPerattomns oy e
sufficient knowledge and skills in organisation-deleted
order to apprehend and assess
o . EP text moved to row 68a
cybersecurity risk and management
practices and their impact on the
operations of the
organtsattonUnion entity.
Article 5(2a)
2a. Union entities shall address 4. Union entities shall address at
at least the following specific least the following specific ERtolehicek
v Tla measures and sub-controls in the | cybersecurity risk management
implementation of the measures in the implementation
cybersecurity risk-management | of the cybersecurity risk
measures in their cybersecurity management measures within
8332/23 JJ/ip 77
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plans, in line with the guidance
documents and
recommendations of the IICB:

their cybersecurity plans, in line
with the guidance documents
and recommendations from the
IICB:

Article 5(2b)
4a. objectives and priorities 4a. technical arrangements to arran ementy .to
regarding the use of cloud i 1 1t rhing:
computing services within the i -
71b meaning of Article 4(19) of irst part of the Council mandate
Directive [proposal NIS 2] and movedto row 704
technical arrangements to enable — ;
. Text Origin: Council Mandate
teleworking;
Article 5(2c)
(a) concrete steps for moving 4b. concrete steps for future use R —
towards Zero Trust Architecture | of Zero Trust principles,
within the meaning of a security | including a security model, and a
model comprised of a set of coordinated cybersecurity and
system design principles, and a system management strategy
v Tlc coordinated cybersecurity and based on an acknowledgement

system management strategy
based on an acknowledgement
that threats exist both inside and
outside traditional network
boundaries;

that threats exist both inside and
outside traditional network
boundaries;
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71d

(b) the adoption of multifactor
authentication as a norm across
network and information
systems;

4c. the adoption of multifactor
authentication as a norm across
network and information
systems;

Article 5(2d)

Y Tle

(c) the use of cryptography and
encryption, and in particular
end-to-end encryption,
encryption in transit, and
encryption at rest as well as
secure digital signing;

4f the use of cryptography and
encryption, and in particular
end-to-end encryption;

Council to check

Article 5(2e)

vl 71f

(d) secured voice, video and text
communications, and secured
emergency communications
systems, where appropriate;

Council to check;
linked with row 71p

Article 5(2f)

(e) the establishment of frequent
and ad-hoc scanning capabilities
of endpoint devices and other
components of the ICT
environment to detect and
remove malware software such
as spyware;

Council to check

8332/23
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Article 5

(28)

(f) ensuring privacy by design

EP to check whether a recital instead

[ 71h and the enhanced security of all
personal data;
Article 5(2g), point (a)
(g) the establishment of software | 4d. the establishment of 4d. the estt‘zbltshme:’nt of seihware
supply chain security through software supply chain security EMMM&CMDLZZLW
71i criteria for secure software through criteria for secure _f—f_:;rtte;m or secu;e 80 ltwaf'e '
development and evaluation; software development and development and evaiuation;
evaluation; _— i
Text Origin: Council Mandate
Article 5(2g), point (b)
. h 1 i
Y 71j ( ). r.egu ar cybersecurity EP to propose a compromise, linked to
training of staff members;
row 710
Article 5(2g), point (c)
(i) participation in
| 71k interconnectivity risk analyses BRoleNEN
between the Union entities;
8332/23 JJ/ip 80
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| Article 5(2g), point (d)

711

(j) the enhancement of
procurement rules to facilitate a
high common level of
cybersecurity through:

4e. the enhancement of
procurement rules to facilitate a
high common level of
cybersecurity through:

4e. the enhancement of

procurement rules to facilitate a
high common level of

cybersecurity through:

Text Origin: Council Mandate

Article 5(2g), point (d)(i)

(i) the removal of contractual
barriers that limit information
sharing from ICT service
providers about incidents,
vulnerabilities and cyber threats
with CERT-EU;

4e(i) the removal of contractual
barriers that limit information
sharing from IT service
providers about incidents,
vulnerabilities and cyber threats
with CERT-EU;

(i) the removal of contractual
barriers that limit information
sharing from [ICT] service
providers about incidents,

vulnerabilities and cyber threats
with CERT-EU;

linked to definition of ICT
environment

Text Origin: EP Mandate

Article 5(2g), point (d)(ii)

Y T1n

(ii) the contractual obligation to
report incidents, vulnerabilities,
near misses and cyber threats as
well as to have appropriate
incidents response and
monitoring in place;

4e(ii) the contractual obligation
to report incidents,
vulnerabilities and cyber threats
as well as to have appropriate
incidents response and
monitoring in place;

Council to check the addition of "near
misses"

Article 5(2g), point (d)(iii)

Y 710

8332/23
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(k) the establishment and EP to propose a compromise, linked to

adoption of training row 71}
programmes on cybersecurity
commensurate to the prescribed
tasks and expected capabilities
for the highest level of
management and technical and
operational staff.
Article 4
4 e 2h.
| 71p g. secure:d c.ommunlcatl.on .
systems within the organisation. Council to check, linked to row 71f
Article 5(2i)

2c. The IICB may recommend
technical and methodological
requirements of the domains and
cybersecurity risk-management
measures referred to in
paragraphs 1a and 2a of this

\ 71q Article and, where necessary,
recommend adaptations to
reflect developments in
cyberattack methods, cyber
threats and technological
progress, for the purpose of the
review referred to in Article 24.

EP and Council to check
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| Article 6

Article 6 Article 6 Article 6 Artlc'le 6 .
Maturity assessments Cybersecurity maturity Maturity assessments s maturity
72 assessments assessments
Text Origin: EP Mandate
Article 6(1)
Each Union institution, body and 1. Each Union mstitatten;body 1. Each Union entity shall,
agency shall carry out a and-ageneyentity shall carry outa | where appropriate with the EP 1O ¢ heck; C,OM,to present an
cybersecurity maturity assessment | cybersecurity maturity assessment | assistance of a specialised bverview of timelines
at least every three years, by ... [18 months after the date of | third-party,institutton;body-and
incorporating all the elements of entry into force of this ageney-shalt carry out a
their IT environment as described | Regulation], and at least every eyberseetrity- maturity
in Article 4, taking account of the threetwo years thereafter, assessment at least every three
v 73 . . . . :
relevant guidance documents and incorporating all the elements of years, incorporating all the
recommendations adopted in their #FICT environment as elements of their IT environment
accordance with Article 13. described in Article 4, taking as described in Article 4, taking
account of the relevant guidance account of the relevant guidance
documents and recommendations documents and recommendations
adopted in accordance with Article | adopted in accordance with Article
13. 13.
Article 6, first paragraph a
2. The IICB, upon the et o) TN
recommendation of CERT-EU
[ 73a and after consulting the
European Union Agency for
Cybersecurity (ENISA), shall
adopt, within 4 months of this

8332/23
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Regulation entering into force,
methodological guidelines on
conducting maturity
assessments.

Article 6, first paragraph b

v 73b

2. Small Union entities with
similar tasks or structure may
carry out a combined
cybersecurity maturity
assessment.

Council to check

Article 6, first paragraph c

Y 73c

3. Upon completion of the
maturity assessment, the Union

entity shall submit it to the IICB.

The first maturity assessment
shall be carried out [12 months
after the entry into force of this
Regulation] at the latest.

Linked to rows 73, 73e and 79

Article 6, first paragraph d

[ 73d

3. The IICB, after consulting the
European Union Agency for
Cybersecurity (ENISA) and
upon receiving guidance from
CERT-EU, shall by ... [one year
after the date of entry into force

Linked to row 73a
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of this Regulation], issue
guidelines to Union entities for
the purpose of carrying out
cybersecurity maturity
assessments. The cybersecurity
maturity assessment shall be
based on cybersecurity audits.

Article 6

first paragraph e

4. Upon request of the IICB, and
with the explicit consent of the
Union entity concerned, the
results of a cybersecurity maturity
assessment may be discussed
within the IICB or within the

Linked to row 73 ¢, 79 and 120c

Council to check

| e established network of Local
Cybersecurity Officers with a view
to learning from experiences in
the implementation of this
Regulation and sharing best
practices and results of use cases.
Article 7
Article 7 Article 7 Article 7 Cvb Articlg 7 1
74 Cybersecurity plans Cybersecurity plans Cybersecurity plans ybersecurity plans
Text Origin: Commission
Proposal
8332/23 JJ/ip 85

Obtenu pour vous par [l
Obtained by ) ¥ agence europe

JAL2

LIMITE

EN




Article 7(1)

1. Following the conclusions
derived from the maturity
assessment and considering the
assets and risks identified pursuant
to Article 4, the highest level of
management of each Union
institution, body and agency shall
approve a cybersecurity plan
without undue delay after the
establishment of the risk
management, governance and
control framework and the
cybersecurity baseline. The plan
shall aim at increasing the overall
cybersecurity of the concerned
entity and shall thereby contribute
to the achievement or enhancement
of a high common level of
cybersecurity among all Union
institutions, bodies and agencies.
To support the entity’s mission on
the basis of its institutional
autonomy, the plan shall at least
include the domains listed in
Annex I, the measures listed in
Annex II, as well as measures

1. Following the conclusions
derived from the cybersecurity
maturity assessment and
considering the assets-and-risks
identified pursuant to Article 4, the
highest level of management of
each Union instituttonsbody-and
ageneyentity shall approve a
cybersecurity plan without undue
delay after the establishment of the
riskmanmagement;governance-and
eontret-framework and the
cybersecurity baseline:
Fherisk-management measures.
The cybersecurity plan shall aim
at increasing the overall
cybersecurity of the
eoneernedUnion entity concerned
and shall thereby contribute to the
achievement or enhancement of a
high common level of
cybersecurity ameng-aHwithin the
Union-institttions; bodtesand
agenetes. To support the Union
entity’s mission on the basis of its
institutional autonomy, the

1. Following the conclusions
derived from the maturity
assessment and considering the
assets and risks identified pursuant
to Article 4, the highest level of
management of each Union
institution—bed i

entity shall approve a
cybersecurity plan without undue
delay after the establishment of the
1 framework, adoption of the
cybersecurity risk management;

governanee-and-eontro-framework
measuresand carrying out of the
maturity assessment and no later
than 21 months after the entry
into force of this Regulation. The
cybersecurity plan shall aim at
increasing the overall
cybersecurity of the-eeneerned
Union entity concerned and shall
thereby contribute to the
achievement-or-enhancement of a
high common level of
cybersecurity among all Union

To be discussed with overall timeline

related to incident preparedness, cybersecurity plan shall at least nstituttons;bodtes-and
response and recovery, such as include the demainstistedin agenretesentities Fosupportthe
security monitoring and logging. Annext-the-meastreststedn entity s-misstorron-the-basts-ofits
The plan shall be revised at least AnnexH-as-weH-as-meastres nstitutionalautonomythe The
every three years, following the refated-to-imerdent preparedness; cybersecurity plan shall at least
response-andreeovery;suchas include the dematnststed-n
8332/23 JJ/ip 86
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maturity assessments carried out
pursuant to Article 6.

Fheplanshal-berevised-atdeast
every-three-yearscybersecurity
risk-management measures
referred to in Article 5(1a) and
(2a). The cybersecurity plan
shall be revised at least every
two years, or where necessary,
with any substantial revision of
the framework referred to in
Article 4, following the
cybersecurity maturity
assessments carried out pursuant to
Article 6.

Annextthecybersecurity risk
management measures Hsted-in

togeinegpursuant to Article 5 .
The cybersecurity plan shall be
revised at least every three-two
years, foHowing-theor following
each maturity
assessmentsassessment carried out
pursuant to Article 6 or every
review of the framework
pursuant to Article 4.

Article 7(2)

2. The cybersecurity plan shall
include staff members’ roles and
responsibilities for its
implementation.

2. The cybersecurity plan shall
include relevant staff members’
roles, required level of
competence and responsibilities
for its implementation, including
detailed job descriptions for
technical and operational staff as
well as all relevant processes
underpinning performance
evaluation.

deleted

COM to propose a compromise

Article 7(2a)

Y 76a

Linked to row 120h;
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2a. The cybersecurity plan shall
include the Union entity’s cyber
crisis management plan for
major incidents.

to be discussed together with Art.22

Article 7(3)

3. The cybersecurity plan shall
consider any applicable guidance
documents and recommendations

3. The cybersecurity plan shall
consider any applicable guidance
documents and recommendations

3. The cybersecurity plan shall
constder-take into account any
applicable guidance documents

Council to propose compromise
based on EP text

issued by CERT-EU. issued by CERT-EU in and recommendations issued b¥ .
\ Linked t 119a, 119b and 120f
4 accordance with Article 13 or €ERT-EYin accordance with iearoTows 24 an
any applicable or targeted Article 13 .
recommendations issued by the
IICB and CERT-EU.
Article 7(4)
3a. The Union entities shall 4. Upon completion of the £ bnglmonho%_
77 submit their cybersecurity plans | cybersecurity plan, the Union g}%v_w,.te—hmzc B
a to the IICB. entity shall submit it to the IICB. | <& it
Text Origin: Council Mandate
Article 7(a)
Articl
Y 77b rticle 7a Linked to row 112c

Peer Review

Article 7(a) 1

Y 7Tc

8332/23
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1. The IICB shall, upon the
recommendation of CERT-EU
and after consulting ENISA,
establish, at the latest by ... [24
months following the entry into
force of this Regulation], using
the methodology for peer
reviews and methodology for
self-assessment in accordance
with Article 16 of Directive
[proposal NIS 2| adapted where
necessary to the needs of the
Union entities, the methodology
and organisational aspects of a
peer review with a view to
learning from shared
experiences, strengthening
mutual trust, achieving a high
common level of cybersecurity,
as well as enhancing the Union
entities cybersecurity capabilities
and policies necessary to
implement this Regulation.
Participation in the peer reviews
is voluntary. Representatives
from Member States may
participate in the peer review as
observers. The peer reviews shall
be conducted by cybersecurity
experts assigned by at least two
Union entities, different from the
Union entities being reviewed
and shall cover at least one of the
following:

Obtenu pour vous par -

Obtained by

8332/23

w agence europe

JAL2

/ip
LIMITE

89
EN




Article 7(a) 1i
(i) the level of implementation of
the cybersecurity risk
| 77d management measures and
reporting obligations referred to
in Articles 5 and 20;
Article 7(a) 1 ii
(ii) the level of capabilities,
including the available financial,
v TTe .
technical and human
resources;
Article 7(a) 1 iii
(iii) the level of implementation
5 775 of the information-sharing
framework, referred to in Article
19;
Article 7(a) 1 iv
(iv) specific issues of cross-sector
| 7lg
nature.
Article 7(a) 2

8332/23
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2. Union entities may identify
specific issues mentioned in
paragraph 1, point (iv) to be
reviewed. The scope of the
review, including identified
issues, shall be communicated to
the participating Union entities
prior to the commencement of
the peer review.

v| 77h

Article 7(a) 3

3. Prior to the commencement of
the peer review, Union entities
may carry out a self-assessment
of the reviewed aspects and
provide that self-assessment to
the designated experts.

v 771

Article 7(a) 4

4. Peer reviews shall entail
physical or virtual on-site visits
and off-site exchanges. In view of
the principle of good
cooperation, the Union entities
subject to the peer review shall
provide the designated experts
with the information necessary
for the assessment, without
prejudice to national or Union
laws concerning protection of

8332/23 1/ip 91
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sensitive or classified
information. Any information
obtained through the peer review
process shall be used solely for
that purpose. The experts
participating in the peer review
shall not disclose any sensitive or
classified information obtained
in the course of that review to
any third parties.
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Article 7(a) 5

5. Once subject to a peer review,
the same aspects reviewed in the
Union entities, shall not be
subject to further peer review in
that Union entities for the two
years following the conclusion of
the peer review, unless otherwise
requested by the Union entities
or agreed upon after a proposal
by the IICB.

vl 77k

Article 7(a) 6

6. Union entities shall ensure
that any risk of conflict of
interests concerning the
designated experts are revealed
to the other Union entities and
the IICB, before the
commencement of the peer
review. The Union entities
subject to the peer review may
object to the designation of
particular experts on duly
justified grounds communicated
to the designating the Union
entities.

vl 771
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Article 7(a) 7

vl 77m

7. Experts participating in peer
reviews shall draft reports on the
findings and conclusions of the
reviews. Union entities shall be
allowed to provide comments on
their respective draft reports,
which shall be attached to the
reports. The reports shall
include recommendations to
enable improvement on the
aspects covered by the peer
review. The reports shall be
presented to the IICB and the
CSIRTs network when relevant.
Union entities under review may
decide to make its report, or a
redacted version of its report,
publicly available.

Article 8

78

Article 8
Implementation

Article 8
Implementation

Article 8
Implementation

Article 8
fmplententeation

Article 8 deleted

Text Origin: Commission
Proposal
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| Article 8(1)

79

1. Upon completion of maturity
assessments, the Union
institutions, bodies and agencies
shall submit these to the
Interinstitutional Cybersecurity
Board. Upon completion of
security plans, the Union
institutions, bodies and agencies
shall notify the Interinstitutional
Cybersecurity Board of the
completion. Upon request of the
Board, they shall report on specific
aspects of this Chapter.

1. Upon completion of matarity
assessmentsthe-Uaten
shatsubmittheseto-the
Interinstitational-their respective
cybersecurity maturity
assessments referred to in Article
6 and the cybersecurity Beare:

o e : .
ptansplans referred to in Article
7, the Union mstituttons;bodtes

and-agenetesentities shall notify
thedntermstitattonal-Cyberseenrity
Board-ofthecompletronsubmit
them to the IICB. Upon request
of the BeardlICB, they shall report
on specific aspects of this Chapter.

deleted

Moved to rows 73c, 122 +122b

| Article 8(2)

80

2. Guidance documents and
recommendations, issued in
accordance with Article 13, shall
support the implementation of the
provisions laid down in this
Chapter.

2. Guidance documents and
recommendations, issued in
accordance with Article 13, shall
support the implementation of the
provisions laid down in this
Chapter.

2. Guidance documents and
recommendations, issued in
accordance with Article 13, shall
support the implementation of the
provisions laid down in this
Chapter.

2. Guidance documents and
recommendations, issued in
accordance with Article 13, shall
support the implementation of the
provisions laid down in this
Chapter.

Covered by Article 13 (row 147)

Text Origin: Commission

Proposal

8332/23
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| Article 8(3)

3. Upon request of the IICB, the g db ) T 1
80a Union entities shall report on overed by rows !
specific aspects of this Chapter.
Chapter llI
Chapter I1I Chapter I1I Chapter I1I
81 INTERINSTITUTIONAL BNFERINSHTFEHONAL INTERINSTITUTIONAL
CYBERSECURITY BOARD EYBERSECHRITY-BOARDIICB CYBERSECURITY BOARD
Article 9
Article 9 Article 9 Article 9
82 Interinstitutional Cybersecurity ntermnstitattonal-Cyberseeurtty Interinstitutional Cybersecurity
Board Beard/ICB Board
Article 9(1)
1. An Interinstitutional 1. Aninterinstituttonal 1. An Interinstitutional
83 Cybersecurity Board (IICB) is Cyberseenrtty BoardHEBIICB Cybersecurity Board (IICB) is
established. is established. established.
Article 9(2)
2. The IICB shall be responsible 2. The IICB shall be responsible 2. The IICB shall be responsible % The IICB shall be responsible
84 for: for: for: or.
Text Origin: Commission
Proposal
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Article 9(2), point (a)

85

(a) monitoring the implementation
of this Regulation by the Union
institutions, bodies and agencies;

(a) monitoring the implementation
of this Regulation by the Union
agenctesentities and providing
recommendations for achieving a
high common level of
cybersecurity;

(a) monitoring the implementation
of this Regulation by the Union
institutions—bedi 1
agenctesentities;

Article 9(2), point (b)

(b) supervising the
implementation of general
priorities and objectives by

(b) supervising the
implementation of general
priorities and objectives by

(b) supervising the
implementation of general
priorities and objectives by

(b) supervising the
implementation of general
priorities and objectives by
CERT-EU and providing strategic

86 CERT-EU and providing strategic | CERT-EU and providing strategic | CERT-EU and providing strategic o
direction to CERT-EU. direction to CERT-EU. direction to CERT-EU. direction to CERT-EU.
Text Origin: Commission
Proposal
Article 9(3)
86a 3. The IICB shall consist of 3. The IICB shall consist of:
Article 9(3), point (a)
’6b (a) two representatives a) one representative designated
designated by each of the by each of the following:
following:
Article 9(3), point (a) i
8332/23 JJ/ip 97
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86¢

(i) the European Parliament;

(i) the European Parliament;

Article 9(3), point (a) ii

86d

(ii) the Council of the European
Union;

(ii) the European Council

Article 9(3), point (a) iii

86e (iii) the European Commission; | (iv) the European Commission;
(b) one representative
86f designated by each of the

following:

Article 9(3), point (a) iv

86g

(iii) the Council of the European
Union;

Article 9(3), point (a) v

86h

(i) the Court of Justice of the
European Union;

(v) the Court of Justice of the
European Union;
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Article 9(3), point (a) vi

861

(ii) the European Central Bank;

(vi) the European Central Bank;

Article 9(3), point (a) vii

86i

(iii) the European Court of
Auditors;

(vii) the European Court of
Auditors;

Article 9(3), point (a) viii

86k

(iv) the European External
Action Service;

(viii) the European External
Action Service;

Article 9(3), point (a) ix

861

(v) the European Economic and
Social Committee;

(ix) the European Economic and
Social Committee;

Article 9(3), point (a) x

86m

(vi) the European Committee of
the Regions;

(x) the European Committee of
the Regions;

Article 9(3), point (a) xi

86n

(vii) the European Investment
Bank;

(xi) the European Investment
Bank;

Article 9(3), point (a) xii
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860

(x) the European Cybersecurity
Industrial, Technology and
Research Competence Centre;

(xii) the European

Cybersecurity Industrial,
Technology and Research
Competence Centre; and

Article 9(3), point (a) xiii

86p

(viii) ENISA;

(xiii) the European Union
Agency for Cybersecurity;

86q

(ix) the European Data
Protection Supervisor (EDPS);

861

(xi) the European Union Agency
for the Space Programme;

Article 9(3), first subparagraph

87

3. The IICB shall consist of three
representatives nominated by the
Union Agencies Network (EUAN)
upon a proposal of its ICT
Advisory Committee to represent
the interests of the agencies and
bodies that run their own IT

3(c) TheHEBshalconststof
three-representatives
nominatedone representative
designated by the Union Agencies
Network (EUAN) upon a proposal
of its ICT Advisory Committee to
represent the interests of the

33b. FheHEB-shatteonststof
three representatives-neminated
designated by the Union Agencies
Network (EUAN) upon a proposal
of its ICT Advisory Committee to
represent the interests of the
agencies and bodies that run their
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environment and one agencies, offices and bodies that own IT environment-and-one
representative designated by each | runthetrownttenvirenmentand | representative-destgnated-by-each
of the following: onerepresentattvedestgmated-by of-the-foHowmg:.
eachofthe-foHowmg:other than
those referred to in points
(b)(viii), (x) and (xi) and that
runs its own ICT environment.
Article 9(3), first subparagraph, point (a)
23 (a) the European Parliament;
deleted deleted
Article 9(3), first subparagraph, point (b)
89 (b) the Council of the European
Union; deleted deleted
Article 9(3), first subparagraph, point (c)
% (c) the European Commission;
deleted deleted
Article 9(3), first subparagraph, point (b)(ii)
Y (d) the Court of Justice of the
European Union; deleted deleted
Article 9(3), first subparagraph, point (e)
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92 (e) the European Central Bank;
deleted deleted
Article 9(3), first subparagraph, point (f)
93 (f) the European Court of
Auditors; deleted deleted
Article 9(3), first subparagraph, point (g)
04 (g) the European External Action
Service; deleted deleted
Article 9(3), first subparagraph, point (h)
95 (h) the European Economic and
Social Committee; deleted deleted
Article 9(3), first subparagraph, point (i)
9% (i) the European Committee of the
Regions; deleted deleted
Article 9(3), first subparagraph, point (j)
97 (/) the European Investment Bank;
deleted deleted
Article 9(3), first subparagraph, point (k)
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(k) the European Union Agency

& for Cybersecurity. deleted deleted
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Article 9

3), second subparagraph

Gender balance shall be aimed

98a at among the appointed
representatives.
Article 9(3a)
Members may be assisted by an 3a. Members may be assisted by 3a. Members may be assisted by
alternate. Other representatives of | an alternate. Other representatives | an alternate. Other representatives
the organisations listed above or of | of the organisations listed above or | of the erganisations-entities listed
other Union institutions, bodies of other Union institatienssbedies | above or of other Union
99 . L. . ... C e .
and agencies may be invited by the | and-agenetesentities may be stitations; bodtes-and
chair to attend IICB meetings invited by the chair to attend IICB | agenetesentities may be invited by
without voting power. meetings without voting power. the chair to attend IICB meetings
without voting power.
Article 9(3b)
3b. The head of CERT-EU and
the chairs of the Cooperation
Group, the CSIRTs network and
the EU-CyCLONe, referred to in
Articles 14, 15 and 16 of
99a Directive (EU) 2022/2555, or
their alternates, may participate
in IICB meetings as observers.
In exceptional cases, and in
accordance with the internal
rules of procedure of the IICB,
the IICB may decide otherwise.
Article 9(4)
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4. The IICB shall adopt its internal | 4. The IICB shall adopt its internal | 4. The IICB shall adopt its internal 4. 1ThefIICB sclllall adopt its internal
100 rules of procedure. rules of procedure. rules of procedure. fuies ot procedure.
Text Origin: Commission
Proposal
Article 9(5)
5. The IICB shall designate a 5. The IICB shall designate a 5. The IICB shall designate a
chair, in accordance with its chair, in accordance with its chair, in accordance with its
internal rules of procedure, from internal rules of procedure, from internal rules of procedure, from
101 among its members for a period of | among its members for a period of | among its members for a period of
four years. His or her alternate four years. His or her alternate feur two years. His or her
shall become a full member of the | shall become a full member with alternate shall become a full
IICB for the same duration. voting rights of the IICB for the member of the IICB for the same
same duration. duration.
Article 9(6)
6. The IICB shall meet at the 6. The IICB shall meet at the 6. The IICB shall meet at least
initiative of its chair, at the request | initiative of its chair, and at least three times a year at the initiative
102 of CERT-EU or at the request of two times a year, at the request of | of its chair, and/or at the request
any of its members. CERT-EU or at the request of any | of CERT-EU erand/or at the
of its members. request of any of its members.
Article 9(7)
7. Each member of the IICB shall | 7. Each member of the IICB shall | 7. Each member of the IICB shall }71 Each memb?rrhofltltéeg,ICB shall
103 | have one vote. The IICB’s have one vote. The IICB’s have one vote. The IICB’s daye one Vﬁtel‘l b ¢ K bS ol
decisions shall be taken by simple | decisions shall be taken by simple | decisions shall be taken by simple ceisions shatl be ltla en 13’ stmple
majority except where otherwise majority except where otherwise majority except where otherwise majority except where otherwise
provided for in this Regulation.
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provided for in this Regulation.
The chair shall not vote except in
the event of a tied vote where he or
she may cast a deciding vote.

provided for in this Regulation.
The chair shall not vote except in
the event of a tied vote where he or
she may cast a deciding vote.

provided for in this Regulation.
The chair shall not vote except in
the event of a tied vote where he or
she may cast a deciding vote.

The chair shall not vote except in
the event of a tied vote where he or
she may cast a deciding vote.

Text Origin: Commission

Proposal

| Article 9(8)
8. The IICB may act by a 8. The IICB may act by a 8. The IICB may act by a 8.' Th.e lcB may act bya
simplified written procedure simplified written procedure simplified written procedure sump hﬁe.d written proced}lre
initiated in accordance with the initiated in accordance with the initiated in accordance with the ¥n1t1ated in accordance with the
internal rules of procedure of the internal rules of procedure of the internal rules of procedure of the internal rules of procedure of the
IICB. Under that procedure, the IICB. Under that procedure, the IICB. Under that procedure, the lICB. Under. that procedure, the
104 | relevant decision shall be deemed | relevant decision shall be deemed | relevant decision shall be deemed relevant deC.ISI‘OIl shal‘l be deemed
approved within the timeframe set | approved within the timeframe set | approved within the timeframe set approved Wlthm the timeframe set
by the chair, except where a by the chair, except where a by the chair, except where a by the Chalr.’ except where a
member objects. member objects. member objects. member objects.
Text Origin: Commission
Proposal
Article 9(9)
9. The Head of CERT-EU, or his 9. The Head of CERT-EU, orhts
or her alternate, shall participate in deleted or-her-alternate;shatithe chair of
IICB meetings except where the NIS Cooperation Group, the
otherwise decided by the IICB. chair of
105 EU-CyCLONe and the chair of
the CSIRTs Network, or their
alternates, may participate in
IICB meetings except where
otherwise decided by the IICB, as
observers.
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Article 9(10)
10. The secretariat of the [ICB 10. The secretariat of the [ICB 10. The secretariat of the [ICB
106 shall be provided by the shall be provided by the shall be provided by ENISA and
Commission. Commission. shall be accountable to the IICB
chairthe-Commisston.
Article 9(11)
11. The representatives nominated | 11. The 11. The representatives nominated
by the EUAN upon a proposal of representativesrepresentative by the EUAN upon a proposal of
the ICT Advisory Committee shall | nominated by the EUAN-ape#n-=& the ICT Advisory Committee shall
relay the IICB’s decisions to the proposat-ofthe tcFAdvisory relay the IICB’s decisions to the
Union agencies and joint Committee shall relay the [ICB’s Bnterragenetes-andjoint
107 undertakings. Any Union agency decisions to the Union agencies undertakingsmembers of the
and body shall be entitled to raise and joint undertakings. Any Union | EUAN . Any Union agency and
with the representatives or the agency and body shall be entitled body shall be entitled to raise with
chair of the IICB any matter which | to raise with the representatives or | the representatives or the chair of
it considers should be brought to the chair of the [ICB any matter the IICB any matter which it
the IICB’s attention. which it considers should be considers should be brought to the
brought to the IICB’s attention. IICB’s attention.
Article 9(12)
12. The IICB may act by a
108 simplified written procedure deleted deleted
initiated by the chair under which
the relevant decision shall be
deemed approved within the
8332/23 JJ/ip 107
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timeframe set by the chair, except
where a member objects.

Article 9(13)

109

13. The IICB may nominate an
Executive Committee to assist it in
its work, and delegate some of its
tasks and powers to it. The IICB
shall lay down the rules of
procedure of the Executive
Committee, including its tasks and
powers, and the terms of office of
its members.

13. The IICB may nominate an
Executive Committee to assist it in
its work, and delegate some of its
tasks and powers to it. The I[ICB
shall lay down the rules of
procedure of the Executive
Committee, including its tasks and
powers, and the terms of office of
its members.

13. The IICB may newinate
establish an Executive Committee
to assist it in its work, and delegate
some of its tasks and powers to it,
in particular those in Article 10
letters (c) and (e). The IICB shall
lay down the rules of procedure of
the Executive Commiittee,
including its tasks and powers, and
the terms of office of its members.

109a

14. The IICB shall submit a
report to the Council every 12
months detailing the progress
made with the implementation of
this Regulation and specifying in
particular the extent of
cooperation of CERT-EU with its
national counterparts in each of
the Member States. This report
shall constitute an input to the
biennial Report on the state of
cybersecurity in the Union over
the same time period in
accordance to Article 15 of
Directive [proposal NIS 2].
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| Article 10

110

Article 10
Tasks of the IICB

Article 10
Tasks of the IICB

Article 10
Tasks of the IICB

Article 10
Tasks of the IICB

Text Origin: Commission
Proposal

| Article 10, first paragraph

111

When exercising its
responsibilities, the IICB shall in
particular:

When exercising its
responsibilities, the IICB shall in
particular:

When exercising its
responsibilities, the IICB shall in
particular:

When exercising its
responsibilities, the IICB shall in
particular:

Text Origin: Commission
Proposal

I11a

(-a) support Union entities in
implementing this Regulation
with the aim to raise their
respective levels of
cybersecurity;

111b

(-aa) effectively monitor the
implementation of the
obligations of this Regulation in
Union entities without prejudice
to their institutional autonomy
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and the overall institutional
balance;

I11c

(-ab) provide strategic direction
to the head of CERT-EU;

Article 1

0, first paragraph, point (a)

112

(a) review any reports requested
from CERT-EU on the state of
implementation of this Regulation
by the Union institutions, bodies
and agencies;

(a) review-anyrequest reports
requested-from CERT-EU on the

state of implementation of this
Regulation by the Union
institutions—bod i
agenetesentities;

(a) review-anyreportsteqtested
from-CERT-EH-enthestate-of
IFIEUE' SN ,gl I'E
and-ageneteseffectively monitor
and supervise the application of
this Regulation and support the
Union entities to strengthen
their cybersecurity; to this end,
the IICB may request ad-hoc
reports from CERT-EU and
Union entities;

112a

(aa) following a strategic
discussion, adopt a multiannual
strategy on raising the level of
cybersecurity in the Union
entities and asses it on regular
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basis and at least every five years
and where necessary, amend it;

112b

(aa) approve, on the basis of a
proposal from the head of
CERT-EU, recommendations for
achieving a high common level of
cybersecurity, addressed to one
or more Union entities;

112¢

(ab) establish a framework for
conducting of peer reviews for
the Union entities with a view of
learning from shared
experiences, strengthening
mutual trust, achieving a high
common level of cybersecurity,
as well as enhancing Union
entities’ capabilities, to be
conducted by cybersecurity
technical experts designated by
an entity different from the
entity being reviewed;

Article 10, first paragraph, point (b)

113

(b) approve, on the basis of a
proposal from the Head of

(b) approve, on the basis of a
proposal from the Head of

(b) approve, on the basis of a
proposal frem-submitted by the
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CERT-EU, the annual work
programme for CERT-EU and
monitor its implementation;

CERT-EU, the annual work
programme for CERT-EU and
monitor its implementation;

Head of CERT-EU, the annual
work programme for CERT-EU
and monitor its implementation;

Article 1

0, first paragraph, point (c)

(c) approve, on the basis of a
proposal from the Head of

(c) approve, on the basis of a
proposal from the Head of

(c) approve, on the basis of a
proposal from the Head of

114 CERT-EU, CERT-EU’s service CERT-EU, CERT-EU’s service CERT-EU, CERT-EU’s service
catalogue; catalogue; catalogue and any subsequent
updates thereof;
Article 10, first paragraph, point (d)
(d) approve, on the basis of a (d) approve, on the basis of a (d) approve, on the basis of a (d) appiovi, on ﬂ:fl;b as;ls oéa dof
proposal submitted by the Head of | proposal submitted by the Head of | proposal submitted by the Head of léré)lg E}S;Su ﬁn itte i]; © ?al 0
CERT-EU, the annual financial CERT-EU, the annual financial CERT-EU, the annual financial . T ft ¢ annua cllnanma
planning of revenue and planning of revenue and planning of revenue and planning of revenue an
115 ; . . ; . . : ) . expenditure, including staffing, for
expenditure, including staffing, for | expenditure, including staffing, for | expenditure, including staffing, for CERT.EU TR ’
CERT-EU activities; CERT-EU activities; CERT-EU activities; -EU activities;
Text Origin: Commission
Proposal
| Article 10, first paragraph, point (e)
(e) approve, on the basis of a (e) approve, on the basis of a (e) approve, on the basis of a (¢) app rlogfe, onhthic{bazls ;f a
proposal from the Head of proposal from the Head of proposal from the Head of %Igﬁ%szUrO}r? the P fi?. ° P
116 CERT-EU, the modalities for CERT-EU, the modalities for CERT-EU, the modalities for o . ’ tl ¢ moda 1tle-s or
service level agreements; service level agreements; service level agreements; service level agreements;
Text Origin: Commission
Proposal
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Obtenu pour vous par -

Obtained by

@ ¥ agence europe

JAL2

LIMITE

EN




| Article 10, first paragraph, point (f)

(f) examine and approve the
annual report drawn up by the
Head of CERT-EU covering the

(f) examine and approve the
annual report drawn up by the
Head of CERT-EU covering the

(f) examine and approve the
annual report drawn up by the
Head of CERT-EU covering the

(f) examine and approve the
annual report drawn up by the
Head of CERT-EU covering the
activities of, and management of

117 activities of, and management of activities of, and management of activities of, and management of funds bv CERT-EU-
funds by CERT-EU; funds by CERT-EU; funds by CERT-EU; unds by Rt
Text Origin: Commission
Proposal
Article 10, first paragraph, point (g)
(g) approve and monitor key (g) approve and monitor key (g) approve and monitor key
118 performance indicators for perfermaneetndieatersKPls for performance indicators for
CERT-EU defined on a proposal CERT-EU defined on a proposal CERT-EU defined on a proposal
by the Head of CERT-EU; by the Head of CERT-EU; by the Head of CERT-EU;
Article 10, first paragraph, point (h)
(h) approve cooperation (h) approve cooperation (h) approve cooperation
arrangements, service level arrangements, service level arrangements, service level
119 arrangements or contracts between | arrangements or contracts between | arrangements-agreements or
CERT-EU and other entities CERT-EU and other entities contracts between CERT-EU and
pursuant to Article 17, pursuant to Article 17, other entities pursuant to Article
17;
119a
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(ha) adopt guidance documents
or recommendations on the basis
of CERT-EU proposal;
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119b

(hb) where necessary, instruct
CERT-EU to issue, withdraw or
modify a proposal for guidance
documents or recommendations,
or a call for action;

(j) adopt guidance documents
and recommendations on the
basis of a proposal from
CERT-EU in accordance with
Article 13 and instruct
CERT-EU to issue, withdraw or
modify a proposal for guidance
documents or recommendations,
or a call for action;

Article 10, first paragraph, point (i)

(i) establish as many technical
advisory groups as necessary to
assist the IICB’s work, approve

120 their terms of reference and

designate their respective chairs.

(1) establish as-many-technical
advisory groups as-freeessarywith
concrete tasks to assist the [ICB’s
work, approve their terms of
reference and designate their
respective chairs:;

(i) establish-as-many- technical
advisory groups-as-freeessary- to
assist the [ICB’s work, approve
their terms of reference and
designate their respective chairss;

120a

(ia) review and upon request,
following relevant guidance from
CERT-EU, provide feedback to
Union entities’ regarding the
cybersecurity maturity
assessments referred to in Article
6 and cybersecurity plans
referred to in Article 7;

Article 10, first paragraph, point (k)
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120b

(k) receive and assess documents
and reports submitted by the
Union entities under this
Regulation;

Article 1

0, first paragraph, point (k)

(ib) facilitate the exchange of
best practices among the Local
Cybersecurity Officers; provide,
where appropriate, the

() support the establishment of
an informal group gathering the
Local Cybersecurity Officers of
all the entities and thereby

ALY recommendations on their role facilitate the exchange of best
within the Union entities; practices and information in
relation to the implementation of
this Regulation;
(ic) review possible
interconnections between Union
entities’ ICT environments and
120d R .
maintain an inventory of shared
components of ICT products,
ICT services and ICT processes;
Article 10, first paragraph, point (m)

120e

(m) develop a cyber crisis
management plan to support the
coordinated management of
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major incidents at operational
level affecting Union entities and
to contribute to the regular
exchange of relevant information
notably on impacts and severity
of major incidents and the
possible ways of mitigation.

120f

(id) where appropriate, adopt
recommendations on the
interoperability of Union
entities’ ICT environments or
components thereof;

120g

(ie) support the establishment of
a Cybersecurity Officers Group,
to be coordinated by ENISA,
comprising the Local
Cybersecurity Officers of all
Union entities with an aim to
facilitate the sharing of best
practices and experiences gained
from the implementation of this
Regulation;

120h
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(if) develop an incident and
response plan for major
incidents and coordinate the
adoption of individual Union
entities’ cyber crisis
management plans referred to in
Article 7(2a);

1201

(ig) adopt recommendations on
the basis of the results of Union
level coordinated security risk
assessments of critical supply
chains referred to in Article 22 of
Directive (EU) 2022/2555 to
support Union entities in
adopting effective and
proportionate cybersecurity
risk-management measures
relating to supply chain security
referred to in Article 5(1a), point

(m);

120j

(ih) develop guidelines for
information sharing
arrangements referred to in
Article 19.

Article 11
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Article 11

Article 11 Article 11 Article 11 .
121 Compliance Compliance Compliance Compliance
Text Origin: Commission
Proposal
Article 11, first paragraph
The IICB shall monitor the 1. The IICB shall monitor the 1. The IICB shall, in accordance
implementation of this Regulation | implementation of this Regulation | with Articles 9(2) and 10,
and of adopted guidance and of adopted guidance effectively monitor the
documents, recommendations and | documents, recommendations and | implementation of this Regulation
calls for action by the Union calls for action by the Union and of adopted guidance
institutions, bodies and agencies. mstituttons; bodies-and-agenetes: documents, recommendations and
Where the IICB finds that Union Where-the- HCB-finds-that Unten calls for action by the Union
institutions, bodies or agencies instituttons; bodiesor-agenetes instituttons; bodtesand-agenetes:
have not effectively applied or havenoteffeetively-apphed-or Whereentities. To this end, the
implemented this Regulation or rpterented-this Reswlatton-of [ICB finds—that-Hatontnstitations;
guidance documents, gtidance-documents; bodiesoragencteshavenot
recommendations and calls for recommendations-and-ealsfor effeetively-apphed-orimplemented
122 action issued under this actromrtssuedunder-thts thts Regutatromrorgurdance
Regulation, it may, without Regutatronttmay;—without documents;recommendations-and
prejudice to the internal procedures | prejudiee-to-the-internal-proeedures | eallsforaetionissued-underthis
of the relevant Union institution, oftherefevantYntonmstitutton; Regutatronttmay;-without
body or agency: body-or-ageney=entities. prejudiee-to-the-internal-procedures
body-orageney:may request
information or documentation
necessary to assess the proper
application of the provisions of
the Regulation by the Union
entities. For the purpose of
adopting compliance measures
under this Article the concerned
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Union entity shall not have
voting rights.
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Article 11, second paragraph

2. Where the IICB finds that 2. Where the IICB finds that
Union entities have not Union entities have not
effectively applied or effectively applied or
implemented this Regulation or implemented this Regulation or
guidance documents, guidance documents,
recommendations and calls for recommendations and calls for
1224 action issued under this action issued under this
Regulation, it may, without Regulation, it may, without
prejudice to the internal prejudice to the internal
procedures of the relevant Union | procedures of the relevant Union
entity: entity, and after having given the
opportunity to the entity or the
person concerned to present
their views:
(-b) request relevant and
122b available documentation of the
Union entity concerned;
(-aa) communicate a reasoned
opinion to the Union entity
122¢ concerned with observed gaps in
the implementation of this
Regulation;
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122d

(-ab) invite the Union entity
concerned to provide a
self-assessment on its reasoned
opinion within a specified
timeframe;

122¢

(-ac) provide, after consulting
CERT-EU, guidance to the
individual Union entity to bring
its respective framework,
cybersecurity risk-management
measures, cybersecurity plans
and reporting obligations in
compliance with this Regulation
within a specified period;

Article 11, first paragraph, point (a)

123

(a) issue a warning; where
necessary in view of a compelling
cybersecurity risk, the audience of
the warning shall be restricted
appropriately;

(a) issue a warning; where
necessary in view of a compelling
cybersecurity risk, the audience of
the warning shall be restricted
appropriately;

(a) issue a warning to address
identified shortcomings within a
specified timeframe, including
recommendations to amend
cybersecurity documents
adopted by the Union entities
based on this Regulation; where
necessary in view of a compelling
cybersecurity risk, the audience of
the warning shall be restricted
appropriately;
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(aa) issue a reasoned notification
to a Union entity, in case that
shortcomings identified in the
previously issued warning were

123a not sufficiently addressed in a
specified timeframe, and
formally notify that opinion to
the Council, the European
Parliament and the Commission;

Article 11, first paragraph, point (b)

(b) recommend a relevant audit

(b) reecommendrequest a relevant

(b) feeeﬂa-meﬂd-a-fel-evaﬁt—audﬁ

124 service to carry out an audit. audit service to carry out an auditz; | serviee-toearryoutanatditissue,
in particular:
Article 11, first paragraph, point (i)
(i) a recommendation that an
124a audit of a Union entity be
carried out;
Article 11, first paragraph, point (ii)
(ii) a request that an audit be
124b performed by a third party audit

service.
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All warnings and
recommendations shall be

124c directed to the highest level of
management of the Union entity
concerned.
(ba) inform the Court of
124d Auditors of the alleged
non-compliance.
Article 11, first paragraph, point (c)

124e

(¢) request the Union entity to
bring the management,
governance and control of
cybersecurity risks into
compliance with the provisions
of this Regulation, where
appropriate in a specified
manner and within a specified
period.

Article 1

1, first paragraph, point (d)

124f

(d) issue an advisory to all
Member States and Union
entities recommending
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temporary suspension of data
flows to the Union entity.

124g

2. Where the small Union
entities notify that they are
unable to meet the deadlines set
out in Articles 4(1) and 5(1), the
IICB may, in exceptional cases,
authorise their extension and set

the deadlines for the compliance.

Article 11, third paragraph

124h

3. Where the IICB has adopted
measures under paragraph 2
points (a) - (d), the Union entity
concerned shall provide a
detailed account of the measures
and actions taken to address the
alleged shortcomings identified
by the IICB. The Union entity
shall submit this account within
a reasonable period to be agreed
with the IICB.

Article 11, fourth paragraph

124i

4. Where the IICB considers
that there is a continuous breach
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of the provisions of this
Regulation by a Union entity
resulting directly from actions or
omissions of an official or other
servant of the Union, including
at the highest level of
management, the IICB shall
request the entity concerned to
take the appropriate actions,
including of disciplinary nature,
in accordance, in particular, with
the rules laid down in the Staff
Regulations and the Conditions
of employment of other servants
of the European Union. For this
purpose, the IICB shall transfer
the necessary information to the
entity concerned.

Chapter IV
Chapter IV Chapter IV Chapter IV %}EII;EFYEI[\J]
125 CERT-EU CERT-EU CERT-EU )
Text Origin: Commission
Proposal
| Article 12
Article 12 Article 12 Article 12 Article 12 diask
126 CERT-EU mission and tasks CERT-EU mission and tasks CERT-EU mission and tasks CERT-EU mission and tasks
Text Origin: Commission
Proposal
8332/23 JJ/ip 128
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Article 12(1)

1. The mission of CERT-EU, the
autonomous interinstitutional
Cybersecurity Centre for all Union
institutions, bodies and agencies,
shall be to contribute to the
security of the unclassified IT
environment of all Union
institutions, bodies and agencies
by advising them on cybersecurity,
by helping them to prevent, detect,

1. The mission of CERT-EU, the
autonomous interinstitutional
Cybersecurity Centre for all Union
agenetesentities, shall be to
contribute to the security of the
unclassified HFICT environment of
all Union astiations;-bodies-and
agenetesentities and providing
for them services that are

1. Fhemtsstonrof-CERTFEYthe
terinstitutiona]

. .
.535. ¢ ,Ij El.i E IE :. :
CERT-EU's mission shall be to
contribute to the security of the
unclassified IT environment of all
Union astitutions;-bodies-and
agenetesentities by advising them
on cybersecurity, by helping them

127 | mitigate and respond to incidents analogous to CSIRTs established | to prevent, detect, mitigate and
and by acting as their cybersecurity | by the Member Sates under respond to incidents and by acting
information exchange and incident | Directive (EU) 2022/2555, in as their cybersecurity information
response coordination hub. particular by advising them on exchange and incident response

cybersecurity, by helping them to coordination hub.

prevent, detect, handle, mitigate

and, respond to and recover from

incidents and by acting as their

cybersecurity information

exchange and incident response

coordination hub.
la. CERT-EU shall collect,
manage, analyse and share

127a information with the Union

entities on threats,
vulnerabilities and incidents on
unclassified ICT infrastructure.
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It shall coordinate responses to
incidents at inter-institutional
and Union entity level, including
by providing or coordinating the
provision of specialised
operational assistance.

Article 12(2)

128

2. CERT-EU shall perform the
following tasks for the Union
institutions, bodies and agencies:

2. CERT-EU shall perform the
following tasks for the Union
institutions—bodi 1
agenetesentities:

2. CERT-EU shall perform the
following tasks for the Union
institutions—bodi 1
agenetesentities:

Article 12(2), point (a)

129

(a) support them with the
implementation of this Regulation
and contribute to the coordination
of the application of this
Regulation through the measures
listed in Article 13.1 or through
ad-hoc reports requested by the
1ICB;

(a) support them with the
implementation of this Regulation
and contribute to the coordination
of the application of this
Regulation through the measures
listed in Article +3+13(1) or
through ad-hoc reports requested
by the I[ICB;

(a) support them with the
implementation of this Regulation
and contribute to the coordination
of the application of this
Regulation through the measures
provisions listed in Article
+3-313(1) or through ad-hoc
reports requested by the IICB;

Article 12(2), point (b)

130

(b) support them with a package
of cybersecurity services described
in its service catalogue (‘baseline
services’);

(b) support them with a package
of cybersecurity services described
in its service catalogue (‘baseline
services’);

(b) suppertthemwithoffer
standard CSIRT services for all

Union entities through a package
of cybersecurity services described
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in its service catalogue (‘baseline
services’);

130a

(ba) operate for Union entities
who do not have capacity to do it
on on their own a
broad-spectrum Security
Operations Centre (SOC) which
monitors networks, including
first-line 24/7 monitoring for
high-severity threats;

Article 12(2), point (c)

(c) maintain a network of peers
and partners to support the services

(c) maintain a network of peers
and partners to support the services

(c) maintain a network of peers
and partners to support the services

(c) maintain a network of peers
and partners to support the services
as outlined in Articles 16 and 17;

131 as outlined in Articles 16 and 17; as outlined in Articles 16 and 17; as outlined in Articles 16 and 17;
Text Origin: Commission
Proposal
Article 12(2), point (d)
(d) raise to the attention of the (d) raise to the attention of the (d) raise to the attention of the
IICB any issue relating to the IICB any issue relating to the IICB any issue relating to the
132 implementation of this Regulation | implementation of this Regulation | implementation of this Regulation
and of the implementation of the and of the implementation of the and of the implementation of the
guidance documents, stidanee-doctments; guidance documents,
recommendations and calls for recommendations-and-eatsfor recommendations and calls for
action; action;
8332/23 JJ/ip 131
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acttonArticle 13 and submit
proposals for recommendations;
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Article 12(2), point (e)

133

(e) report on the cyber threats
faced by the Union institutions,
bodies and agencies and contribute
to the EU cyber situational
awareness.

(e) report to the Union entities on
the relevant cyber threats faeed
byand contribute to the Union
institutions—bedi i .
ibutecyber situational
awareness, taking into account
the opinion of ENISA, and
submit such reports to the IICB,
to the CSIRT network referred
to in Article 15 of Directive (EU)
2022/2555 and to the EU
Intelligence and Situation Centre
(EU-INTCEN);E5-eyber

(e) reperton the eyberthreats
bodtesandagenctesand-basis of
the information referred to in
paragraph la, contribute to the
EU cyber situational awareness in
close cooperation with ENISA.
Such information shall be shared
with the IICB, as well as the
CSIRTs Network and
EU-INTCEN;

Article 12(2), point (f)

133a

(ea) act as the designated
coordinator for the Union
entities, for the purpose of
coordinated vulnerability
disclosure to the European
vulnerability database referred
to in Article 12 of Directive (EU)
2022/2555;

(f) act as the equivalent of the

designated coordinator for the

Union entities, as referred to in
Article 6 of Directive [proposal
NIS 2].
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133b

(eb) propose to the IICB, after
consulting ENISA, the security
criteria, a list of possible KPlIs,
and scale in the cybersecurity
frameworks used by the Union
entities;

133¢

(ec) propose to the IICB and
prioritise, after consulting
ENISA, the cybersecurity
domains and the cybersecurity
measures that Union entities are
to take into account in their
cybersecurity framework;

133d

(ed) provide the Union entities
with one or more cybersecurity
maturity models, which are to be
used in their cybersecurity
frameworks and which reflect
their size and the cybersecurity
domains that they use;
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(ee) provide services that
support, with a high level of
transparency and reliability,
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133e information exchanges, in
particular with regard to the
Union entities’ notifications to
CERT-EU;
(ef) conduct regular risk
analysis of the interconnectivity
133f . e .
among the Union entities in
support of the IICB tasks.
Article 12(3)
3. CERT-EU shall contribute to 3. CERT-EU shall contribute to
the Joint Cyber Unit, built in the Joint Cyber Unit, built in deleted
134 accordance with the Commission accordance with the Commission
Recommendation of 23 June 2021, | Recommendation of 23 June 2021,
including in the following areas: including in the following areas:
Article 12(3), point (a)
(a) preparedness, incident (a) preparedness, incident
135 coordination, information coordination, information deleted
exchange and crisis response at the | exchange and crisis response at the
technical level on cases linked to technical level on cases linked to
8332/23 JJ/ip 135
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Union institutions, bodies and
agencies;

Union nastituttons;bodies-and
agenetesentities;

Article 12(3), point (b)

(b) operational cooperation

(b) operational cooperation
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regarding the computer security regarding the computer security deleted
incident response teams (CSIRTs) | incident response teams (CSIRTSs)
136 . . . .
network, including on mutual network, including on mutual
assistance, and the broader assistance, and the broader
cybersecurity community; cybersecurity community;
(ba) coordination of the
management of major incidents
and crises at operational level
and regular exchange of relevant
136a information among Member
States and Union entities within
the European cyber crises liaison
organisation network
(EU-CyCLONe);
Article 12(3), point (c)
137 (c) cyber threat intelligence, (c) cyber threat intelligence,
including situational awareness; including situational awareness; deleted
8332/23 JJ/ip 136
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137a

(ca) proactive scanning of
network and information
systems;

Article 12(3), point (d)

(d) on any topic requiring

(d) on any topic requiring

138 CERT-EU’s technical CERT-EU’s technical deleted

cybersecurity expertise. cybersecurity expertise.
Article 12(4)

4. CERT-EU shall engage in 4. CERT-EU shall engage in 4. Within the framework of
structured cooperation with the structured cooperation with the competences, CERT-EU shall
European Union Agency for FuropeanrbntonAgeney-for engage in structured cooperation
Cybersecurity on capacity EyberseeurityENISA on capacity | with-the EuropeanbntonAgeney
building, operational cooperation building, operational cooperation for-Cyberseenrity ENISA on
and long-term strategic analyses of | and long-term strategic analyses of | capacity building, operational

139 | cyber threats in accordance with cyber threats in accordance with cooperation and long-term

Regulation (EU) 2019/881 of the
European Parliament and of the
Council.

Regulation (EU) 2019/881.
CERT-EU may cooperate and
exchange information with
Europol’s European Cybercrime

Centreof-theEuropecanParhament
and-ofthe-Cotnet.

strategic analyses of cyber threats
in accordance with Regulation
(EU) 2019/881 of the European
Parliament and of the Council.
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Article 12(5)

140

5. CERT-EU may provide the
following services not described in
its service catalogue (‘chargeable
services’):

5. CERT-EU may provide to the
Union entities the following
services not described in its service
catalogue (‘chargeable services’):

5. CERT-EU may provide the
following services not described in
its service catalogue (‘chargeable
services’):

Article 12(5), point (a)

141

(a) services that support the
cybersecurity of Union institutions,
bodies and agencies’ IT
environment, other than those
referred to in paragraph 2, on the
basis of service level agreements
and subject to available resources;

(a) services that support the
cybersecurity of Union astations;
bodies-and-agenetestentities'
ICT environment, other than those
referred to in paragraph 2, on the
basis of service level agreements
and subject to available resources,
including, via its Security
Operations Centre referred to in
paragraph 2, point (ba),
monitoring of the networks and
first-line 24/7 monitoring for
high-severity threats for larger
Union entities;

(a) services that support the
cybersecurity of Union astations;
bodies-and-agenetesentities’ IT
environment, other than those
referred to in paragraph 2, on the
basis of service level agreements
and subject to available resources;

Article 12(5), point (b)

142

(b) services that support
cybersecurity operations or
projects of Union institutions,
bodies and agencies, other than
those to protect their IT
environment, on the basis of

(b) services that support
cybersecurity operations or
projects of Union istituttons;
bodtesand-agenetesentities, other
than those to protect their HFICT
environment, on the basis of

(b) services that support
cybersecurity operations or
projects of Union istituttons;
bodtesand-agenetesentities, other
than those to protect their IT
environment, on the basis of
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written agreements and with the
prior approval of the IICB;

written agreements and with the
prior approval of the IICB;

written agreements and with the
prior approval of the IICB;

Article 12(5), point (c)

143

(c) services that support the
security of their IT environment to
organisations other than the Union
institutions, bodies and agencies
that cooperate closely with Union
institutions, bodies and agencies,
for instance by having assigned
tasks or responsibilities under
Union law, on the basis of written
agreements and with the prior
approval of the IICB.

(c) services that support the
security of their FFICT
environment to organisations other
than the Union instituttonts;bodtes
and-agenetesentities that cooperate

closely with Union mstituttons;
bodtesand-agenetesentities, for
instance by having assigned tasks
or responsibilities under Union
law, on the basis of written
agreements and with the prior
approval of the IICB.

(c) services that support the
security of their IT environment to
organisations other than the Union
mstitations; bodtes-and
agenetesentities that cooperate
closely with Union mstituttons;
bodtesand-agenetesentities, for
instance by having assigned tasks
or responsibilities under Union
law, on the basis of written
agreements and with the prior
approval of the IICB.

Article 12(6)

144

6. CERT-EU may organise
cybersecurity exercises or
recommend participation in
existing exercises, in close
cooperation with the European
Union Agency for Cybersecurity
whenever applicable, to test the
level of cybersecurity of the Union
institutions, bodies and agencies.

6. CERT-EU meyshall organise
cybersecurity exercises or
recommend participation in
existing exercises, in close
cooperation with the-Furepean
YnterrAgeney-for
Eyberseenrity ENISA whenever
applicable, to test the level of
cybersecurity of the Union

6. CERT-EU may organise or
participate in cybersecurity
exercises or recommend
participation in existing exercises,
in close cooperation with-the
FurepeantntonrrAgeneyfor
Eyberseenrity ENISA whenever
applicable, to test the level of
cybersecurity of the Union

imstitutions-bodi 1 istitutions-bodi 1
agenetesentities on a regular agenetesentities.
basis.
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Article 1

2(7)

7. CERT-EU may provide
assistance to Union institutions,
bodies and agencies regarding
incidents in classified IT
environments if it is explicitly
requested to do so by the
constituent concerned.

7. CERT-EU mayshall provide
assistance to Union astiations;
bodtesand-agenctesentities
regarding incidents in classified
HFICT environments if it is
explicitly requested to do so by the
constituent concerned. The
provisions and obligations on all
Union entities set out in Chapter

7. CERT-EU may provide
assistance to Union instiations;
bodtesand-agenctesentities
regarding incidents in classified IT
environments if it is explicitly
requested to do so by the
eonstitgent-Union entities
concerned in accordance with
their respective procedures. In

145 V shall not apply to incidents in this case the provisions set out in
classified ICT environments Articles 19 to 21 of this
unless an individual Union entity | Regulation shall not apply.
explicitly and voluntarily apply Providing an assistance by
them in order to seek actionable | CERT-EU under this paragraph
assistance from CERT-EU or shall be without prejudice to
otherwise contribute to applicable Member State or
situational awareness at Union Union rules concerning
level. protection of sensitive or
classified information.
Article 12(8)
8. CERT-EU shall inform Union
1454 entities about its incident

handling procedures and
processes.
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7a. CERT-EU shall submit,
under appropriate
confidentiality conditions, a
yearly report of its activities to

145b the European Parliament. That
report shall include relevant and
precise information about the
major incidents and the way
they were dealt with.
Article 12(9)
9. CERT-EU may monitor
145¢ Union entities' network traffic

with the consent of the relevant
Union entity.

Article 12(9)

145d

7b. CERT-EU shall cooperate
with the EDPS to support Union
entities in incidents entailing a
personal data breach as defined
in Article 3, point (16), of
Regulation (EU) 2018/1725.

11. CERT-EU shall, in
cooperation with the European
Data Protection Supervisor,
support the Union entities
concerned when addressing
incidents resulting in personal
data breaches.

Article 12(10)

145¢
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10. CERT-EU may, if expressly
requested by Union entities'
policy departments, provide
technical advice or input on
relevant policy matters.

145f

7c. The processing of personal
data carried out by CERT-EU
under this Regulation shall be
subject to Regulation (EU)
2018/1725.

145¢g

7d. CERT-EU may provide
assistance to Union entities
regarding the implementation of
appropriate cybersecurity
cooperation between them in
terms of cybersecurity
knowledge, staff and ICT
resources, and cybersecurity
expertise.

145h

7e. CERT-EU shall inform the
EDPS when addressing
significant vulnerabilities,
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significant incidents or major
incidents that have the potential
to result in personal data
breaches and/or in the breach of
confidentiality of electronic
communications.

7f. CERT-EU shall inform the
EDPS about preventive

145i cybersecurity activities that
would result in the collection of
personal data.
Article 13
Article 13 Article 13 Atticle 13 Guid Amﬁe 13
Guidance documents, Guidance documents, Guidance documents, u agcg ocurrzlentii P
146 recommendations and calls for recommendations and calls for recommendations and calls for recommen atlop s and calis for
action action action action
Text Origin: Commission
Proposal
| Article 13(1)
1. CERT-EU shall support the 1. CERT-EU shall support the 1. CERT-EU shall support the 1 ) (fERT'EU shalt} s;p}:;{)rt tl;e .
implementation of this Regulation | implementation of this Regulation | implementation of this Regulation implementation of this Regulation
147 . R . R . . by issuing:
by issuing: by issuing: by issuing:
Text Origin: Commission
Proposal
8332/23 JJ/ip 143
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Article 13(1), point (a)

148

(a) calls for action describing
urgent security measures that
Union institutions, bodies and
agencies are urged to take within a
set timeframe;

(a) calls for action describing
urgent security measures that
Union hstitations;-bedies-and
agenctesentities are urged to take
within a set timeframe;

(a) calls for action describing
urgent security measures that
Union hstitations;-bedies-and
agenctesentities are urged to take
within a set timeframe. Without
undue delay after receiving the
call for action the concerned
Union entity shall inform
CERT-EU of how those measures
were applied;

Article 13(1), point (b)

149

(b) proposals to the I[ICB for
guidance documents addressed to
all or a subset of the Union
institutions, bodies and agencies;

(b) proposals to the I[ICB for
guidance documents addressed to
all or a subset of the Union
agenetesentities;

(b) proposals to the I[ICB for
guidance documents addressed to
all or a subset of the Union
agenetesentities;

Article 13(1), point (c)

(c) proposals to the IICB for
recommendations addressed to

(c) proposals to the IICB for
recommendations addressed to

(c) proposals to the IICB for
recommendations addressed to
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Article 13(2)
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2. Guidance documents and 2. Guidance documents and 2. Guidance documents and 2. Guldani:ie (.i.ocuments arlld de-
151 recommendations may include: recommendations may include: recommendations may include: recommendations may include:
Text Origin: Commission
Proposal
8332/23 JJ/ip 145
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Article 13(2), point (a)
(a) modalities for or (a) modalities for or (a) modalities for or
improvements to cybersecurity risk | improvements to cybersecurity risk | improvements to cybersecurity risk
152 | management and the cybersecurity | management and the-cybersecurity | management and the cybersecurity
baseline; baselinerisk-management baselinerisk management
measures; measures;
Article 13(2), point (b)
(b) modalities for maturity (b) medalittes-forarrangements (b) modalities for maturity
153 assessments and cybersecurity for cybersecurity maturity assessments and cybersecurity
plans; and assessments and cybersecurity plans; and
plans; and
Article 13(2), point (c)
(c) where appropriate, the use of (c) where appropriate, the use of (c) where appropriate, the use of
common technology, architecture common technology, open-source | common technology, architecture
and associated best practices with | architecture and associated best and associated best practices with
the aim of achieving practices with the aim of achieving | the aim of achieving
154 interoperability and common interoperability and common interoperability and common
standards within the meaning of standards-within-the-meantngsof standards, including a
Article 4(10) of Directive Arttete4t+0)of Direetive coordinated approach to supply
[proposal NIS 2]. fpropesal NIS2+; chain security -within-the
. .
Bi e : HEHEiE].
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(ca) where appropriate,
154a facilitate the common
purchasing of relevant ICT
services and ICT products.
Article 13(3)
3. The IICB may adopt guidance
155 documents or recommendations on deleted deleted
proposal of CERT-EU.
Article 13(4)
4. The IICB may instruct
CERT-EU to issue, withdraw or deleted deleted
156 | modify a proposal for guidance
documents or recommendations, or
a call for action.
Article 14
Article 14 Article 14 Article 14 . f“;‘g%g .
e Head of CERT-EU Head of CERT-EU Head of CERT-EU cad o -EU
Text Origin: Commission
Proposal
8332/23 JJ/ip 147
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Article 14, first paragraph

157a

The Commission, after obtaining
the approval of a majority of two
thirds of the IICB members,
shall appoint the head of
CERT-EU. The IICB shall be
consulted at all stages of the
procedure prior to the
appointment of the head of
CERT-EU, in particular in
drafting vacancy notices,
examining applications and
appointing selection boards in
relation to that post. The final
list of candidates shall include at
least one man and one woman.

1. The Commission, after having
obtained the approval by
two-thirds of the members of the
IICB, shall appoint the Head of
CERT-EU. The IICB shall be
consulted at all stages of the
procedure prior to the
appointment of the Head of
CERT-EU, in particular in
drafting vacancy notices,
examining applications and
appointing selection boards in
relation to this post.

Article 14, second paragraph

157b

2. The Head of CERT-EU shall
be responsible for the proper
functioning of CERT-EU, acting
within its remit under the
direction of the IICB. He or she
shall be responsible for
implementing the strategic
direction, guidance, objectives
and priorities set by the IICB,
and for the management of
CERT-EU, including of its
financial and human resources.
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He or she shall report regularly
to the IICB Chair.

Article 14, third paragraph

157¢

3. The Head of CERT-EU shall
assist the responsible authorising
officer by delegation in drafting
the annual activity report
containing financial and
management information,
including the results of controls,
drawn up in accordance with
Article 66(9) of the Financial
Regulation, and shall report
regularly to him or her on the
implementation of measures in
respect of which powers have
been sub-delegated to him.

Article 14, fourth paragraph

157d

4. The Head of CERT-EU shall
draw up annually a financial
planning of administrative
revenue and expenditure for its
activities, the annual work
programme proposal, CERT-EU
's service catalogue proposal and
the revision thereof, the proposal
of modalities for service level
agreements and the proposal of
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key performance indicators for
CERT-EU to be approved by the
IICB in accordance with Article
10.

When revising the list of services
in CERT-EU’s service catalogue,
the Head of CERT-EU shall take
into account the resources
allocated to CERT-EU.

Article 14, first paragraph

158

The Head of CERT-EU shall
regularly submit reports to the
IICB and the IICB Chair on the
performance of CERT-EU,
financial planning, revenue,
implementation of the budget,
service level agreements and
written agreements entered into,
cooperation with counterparts and
partners, and missions undertaken
by staff, including the reports
referred to in Article 10(1).

The head of CERT-EU shall
regutarty-submit reports at least
once a year to the [ICB and the
IICB Chair on the activities and
performance of CERT-EU;
finanetal-plannine-revente during
the reference period, including
on the implementation of the
budget, service level agreements
and written agreements entered
into, cooperation with counterparts
and partners, and missions
undertaken by staff, including the
reports referred to in Article
+6(H510. Those reports shall
include the work programme for
the next period, financial
planning of revenue and
expenditure, including staffing,
planned updates of CERT-EU’s
service catalogue and an

5. The Head of CERT-EU shall
submit annual-regutarty-submit
reports to the [ICB-and-the-HEB
Chatr- on the performance of
CERT-EU, financial planning,
revenue, implementation of the
budget, service level agreements
and written agreements entered
into, cooperation with counterparts
and partners, and missions
undertaken by staff, including the
reports referred to in Article

+0E10(a).
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assessment of the expected
impact that such updates may
have in terms of financial and
human resources.

The head of CERT-EU shall also

158a submit, ad-hoc reports to the IICB
upon its request.
Article 15
Atticle 15 Atticle 15 Atticle 15 o Aicle 1D
159 Financial and staffing matters Financial and staffing matters Financial and staffing matters tnancial and stalfing matters
Text Origin: Commission
Proposal
Article 15(1)
1. The Commission, after having 1. Fhe-Commissionrafterhaving
obtained the unanimous approval ebtained-the-tnantmous-approval deleted
of the IICB, shall appoint the Head | oftheHEB;shattappointtheHead
of CERT-EU. The IICB shall be of CERF-FEU—The HEBshalt-be
consulted at all stages of the eonstited-atallstagesof the
160 procedure prior to the appointment | precedureprior-to-the-appotntment
of the Head of CERT-EU, in ofthe-Head CERT-EU is an
particular in drafting vacancy autonomous interinstitutional
notices, examining applications service provider for all Union
and appointing selection boards in | entities, integrated into the
relation to this post. administrative structure of a
Commission Directorate-General
8332/23 JJ/ip 151
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in order to benefit from the
Commission's administrative,
financial, management and
accounting support structures.
The Commission shall inform
the IICB about the
administrative location of
CERT-EU and any changes
thereto. This approach is to be
evaluated on a regular basis, in
order to allow appropriate
action to be taken, including the
possible establishment of
CERT-EU as a Union office—#

partiettar-indraftimg-vacaney
rees: .. C
o gapt .
| T ].g ‘

160a

1a. While established as an
autonomous interinstitutional
service provider for all Union
entities, CERT-EU shall be
integrated into the
administrative structure of a
Commission directorate-general
in order to benefit from the
Commission's administrative,
financial management and
accounting support structures.
The Commission shall inform
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the IICB about the
administrative location of
CERT-EU and any changes
thereto. This approach shall be
evaluated on a regular basis, at
the latest before the end of any
multiannual financial
framework established in
accordance with Article 312
TFEU to allow for appropriate
action to be taken.

la. All decisions related to
staffing and budget allocation of
160b the CERT-EU shall be submitted
to the formal approval of the
IICB.

Article 15(2)

2. For the application of 2. For the application of 2. For the application of
administrative and financial administrative and financial administrative and financial
procedures, the Head of CERT-EU | procedures, the head of CERT-EU | procedures, the Head of CERT-EU
shall act under the authority of the | shall act under the authority of the | shall act under the authority of the
Commission. Commission under the Commission.

supervision of the IICB.

161

Article 15(3)

162
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3. CERT-EU tasks and activities,
including services provided by
CERT-EU pursuant to Article
12(2), (3), (4), (6), and Article
13(1) to Union institutions, bodies
and agencies financed from the
heading of the multiannual
financial framework dedicated to
European public administration,
shall be funded through a distinct
budget line of the Commission
budget. CERT-EU earmarked posts
shall be detailed in a footnote to
the Commission establishment
plan.

3. CERT-EU tasks and activities,
including services provided by
CERT-EU pursuant to Article
12(2), (3), (4), (6), and Article
13(1) to Union astitationssbedies
and-agenetesentities financed from
the heading of the multiannual
financial framework dedicated to
European public administration,
shall be funded through a distinct
budget line of the Commission
budget. CERT-EU earmarked posts
shall be detailed in a footnote to
the Commission establishment
plan.

3. CERT-EU tasks and activities,
including services provided by
CERT-EU pursuant to Article
12(2),3; (4), (6), and Article
13(1) to Union astitationss-bedies
and-agenetesentities financed from
the heading of the multiannual
financial framework dedicated to
European public administration,
shall be funded through a distinct
budget line of the Commission
budget. CERT-EU earmarked posts
shall be detailed in a footnote to
the Commission establishment
plan.

Article 15(4)

163

4. Union institutions, bodies and
agencies other than those referred
to in paragraph 3 shall make an
annual financial contribution to
CERT-EU to cover the services
provided by CERT-EU pursuant to
that paragraph 3. The respective
contributions shall be based on
orientations given by the IICB and
agreed between each entity and
CERT-EU in service level
agreements. The contributions
shall represent a fair and
proportionate share of the total
costs of services provided. They

4. Union institutensbedies-and
agenctesentities other than those
referred to in paragraph 3 shall
make an annual financial
contribution to CERT-EU to cover
the services provided by CERT-EU
pursuant to that paragraph 3. The
respective contributions shall be
based on orientations given by the
IICB and agreed between each
entity and CERT-EU in service
level agreements. The
contributions shall represent a fair
and proportionate share of the total
costs of services provided. They

4. Union institutensbedies-and
agenetesentities other than those
referred to in paragraph 3 shall
make an annual financial
contribution to CERT-EU to cover
the services provided by CERT-EU
pursuant to that paragraph 3. The
respective contributions shall be
based on orientations given by the
IICB and agreed between each
entity and CERT-EU in service
level agreements. The
contributions shall represent a fair
and proportionate share of the total
costs of services provided. They
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shall be received by the distinct
budget line referred to in paragraph
3 as assigned revenue as provided
for in Article 21(3), point (c) of
Regulation (EU, Euratom)
2018/1046 of the European
Parliament and of the Council'.

1. Regulation (EU, Euratom) 2018/1046 of
the European Parliament and of the
Council of 18 July 2018 on the financial
rules applicable to the general budget of
the Union, amending Regulations (EU) No
1296/2013, (EU) No 1301/2013, (EU) No
1303/2013, (EU) No 1304/2013, (EU) No
1309/2013, (EU) No 1316/2013, (EU) No
223/2014, (EU) No 283/2014, and
Decision No 541/2014/EU and repealing
Regulation (EU, Euratom) No 966/2012
(OJ L 193,30.7.2018, p. 1).

shall be received by the distinct
budget line referred to in paragraph
3 as assigned revenue as provided
for in Article 21(3), point (c) of
Regulation (EU, Euratom)
2018/1046 of the European
Parliament and of the Council'.

1. Regulation (EU, Euratom) 2018/1046 of
the European Parliament and of the
Council of 18 July 2018 on the financial
rules applicable to the general budget of
the Union, amending Regulations (EU) No
1296/2013, (EU) No 1301/2013, (EU) No
1303/2013, (EU) No 1304/2013, (EU) No
1309/2013, (EU) No 1316/2013, (EU) No
223/2014, (EU) No 283/2014, and
Decision No 541/2014/EU and repealing
Regulation (EU, Euratom) No 966/2012
(OJL 193,30.7.2018, p. 1).

shall be received by the distinct
budget line referred to in paragraph
3 as assigned revenue as provided
for in Article 21(3), point (c) of
Regulation (EU, Euratom)
2018/1046 of the European
Parliament and of the Council*.

+. Regrlatton(EtFEuratom)204+8H046-of
theEuropeamrPartramentamd-of-the

6. Regulation (EU, Euratom) 2018/1046
of the European Parliament and of the
Council of 18 July 2018 on the financial
rules applicable to the general budget of
the Union, amending Regulations (EU)
No 1296/2013, (EU) No 1301/2013, (EU)
No 1303/2013, (EU) No 1304/2013, (EU)
No 1309/2013, (EU) No 1316/2013, (EU)
No 223/2014, (EU) No 283/2014, and
Decision No 541/2014/EU and repealing
Regulation (EU, Euratom) No 966/2012
(0OJ L 193, 30.7.2018, p. 1).

Article 1

5(5)

164

5. The costs of the tasks defined in
Article 12(5) shall be recovered

5. The costs of the tasks defined in
Article 12(5) shall be recovered

5. The costs of the tasks defined in
Article 12(5) shall be recovered

from the Union institutions, bodies | from the Union tastitations;bedies | from the Union thstitations; bedies
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and agencies receiving the
CERT-EU services. The revenues
shall be assigned to the budget
lines supporting the costs.

and-agenetesentities receiving the
CERT-EU services. The revenues
shall be assigned to the budget
lines supporting the costs.

and-agenetesentities receiving the
CERT-EU services. The revenues
shall be assigned to the budget
lines supporting the costs.

Article 16
Article 16 Article 16 Article 16 Article 16 ,
Cooperation of CERT-EU with Cooperation of CERT-EU with Cooperation of CERT-EU with Cooperation of CERT-EU with
165 Member State counterparts Member State counterparts Member State counterparts Member State counterparts
Text Origin: Commission
Proposal
Article 16(1)

1. CERT-EU shall cooperate and 1. CERT-EU shall cooperate and 1. CERT-EU shall without undue
exchange information with exchange information with delay cooperate and exchange
national counterparts in the national counterparts in the information with national
Member States, including CERTs, | Member States, including CERTs, | counterparts in the Member States,
National Cybersecurity Centres, National Cybersecurity Centres, mehading-CERFs; Natronat
CSIRTs, and single points of CSIRTs, and single points of Eyberseenrtty-Centres;CSHRTs;
contact referred to in Article 8 of contact referred to in Article 8 of notably, CSIRTs referred to in

166 Directive [proposal NIS 2], on Directive fproposalNS2HEU) Article 9 of Directive [proposal
cyber threats, vulnerabilities and 2022/2555, on cyber threats, NIS 2], and/or where applicable
incidents, on possible vulnerabilities-and, incidents, national competent authorities
countermeasures and on all matters | ennear misses, possible and single points of contact
relevant for improving the countermeasures as well as best referred to in Article 8 of Directive
protection of the IT environments practices and on all matters [proposal NIS 2], on cyber threats,
of Union institutions, bodies and relevant for improving the vulnerabilities and incidents, on
agencies, including through the protection of the HICT possible countermeasures and on
CSIRTs network referred to in environments of Union all matters relevant for improving

Hstitutensbodiesand the protection of the IT
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Article 13 of Directive [proposal
NIS 2].

agenetesentities, including through
the CSIRTs network referred to in
Article 1315 of Directive fproposat
MNS2H(EU) 2022/2555. CERT-EU
shall support the Commission in
the EU-CyCLONe referred to in
Article 16 of Directive (EU)
2022/2555 on coordinated
management of major incidents
and crises.

environments of Union
institutions—bod l
agenetesentities, including through
the CSIRTs network referred to in
Article 13 of Directive [proposal
NIS 2].
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166a

la. CERT-EU shall, without
delay, notify any relevant
national counterparts referred to
in paragraph 1 in a Member
State, when it becomes aware of
significant incidents occurring
within the territory of that
Member State, unless CERT-EU
has the information that the
affected Union entity has already
reported such incident in
accordance with Article 20(2a).

Article 16(2)

167

2. CERT-EU may exchange
incident-specific information with
national counterparts in the
Member States to facilitate
detection of similar cyber threats
or incidents without the consent of
the affected constituent. CERT-EU
may only exchange
incident-specific information
which reveals the identity of the
target of the cybersecurity incident
with the consent of the affected
constituent.

2. CERT-EU may exchange
incident-specific information with
national counterparts in the
Member States to facilitate
detection of similar cyber threats
or incidents without the
eonsentauthorisation of the
constituent affected, provided
that personal data is protected in
accordance with Regulation
(EU) 2016/679 of the European
Parliament and of the Council'
eonstittent. CERT-EU may only
exchange incident-specific
information which reveals the
identity of the target of the
cybersecurity incident with the

2. CERT-EU may-shall without
undue delay exchange
incident-specific information with
national counterparts in the
Member States to facilitate
detection of similar cyber threats
or incidents or to contribute to
the analysis of an incident
without needing the consent of the
affected eonstittentUnion entity .
CERT-EU may-enty-shall not
exchange incident-specific
information which reveals the
identity of the target of the
cybersecurity incident withrthe
eonsent-of-the-affeeted
eenstitgent-unless
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eonsentauthorisation of the
constituent affected
constitenitand in compliance
with Regulation (EU) 2016/679.

1. Regulation (EU) 2016/679 of the
European Parliament and of the
Council of 27 April 2016 on the
protection of natural persons with
regard to the processing of personal
data and on the free movement of such
data, and repealing Directive 95/46/EC
(General Data Protection Regulation)
(OJ L 119, 4.5.2016, p. 1).

167a

2a. there is consent of the
affected Union entity;

167b

2b. the affected Union entity
already published that it was
affected;

167¢

2c. there is no consent of the
affected Union entity, but the
publication of the identity of the
affected Union entity would
increase the probability that
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incidents elsewhere will be
avoided or mitigated. Such
decisions require the approval of
the Head of CERT-EU. The
affected Union entity shall be
informed before the publication.

Article 17

168

Article 17
Cooperation of CERT-EU with
non-Member State counterparts

Article 17
Cooperation of CERT-EU with
non-Member State counterparts

Article 17
Cooperation of CERT-EU with
nom-Member-State other
counterparts

Article 17(1)

169

1. CERT-EU may cooperate with
non-Member State counterparts
including industry sector-specific
counterparts on tools and methods,
such as techniques, tactics,
procedures and best practices, and
on cyber threats and
vulnerabilities. For all cooperation
with such counterparts, including
in frameworks where non-EU
counterparts cooperate with
national counterparts of Member
States, CERT-EU shall seek prior

1. CERT-EU may cooperate with
non-Member State counterparts
that are subject to Union
cybersecurity requirements or
requirements of similar nature,
including industry sector-specific
counterparts on tools and methods,
such as techniques, tactics,
procedures and best practices, and
on cyber threats and
vulnerabilities. For all cooperation
with such counterparts, including
in frameworks where non-EU

1. CERT-EU may cooperate with
counterparts in the European
Union other than those
mentioned in Article 16,
nof-Member-State-connterparts
including industry sector-specific
counterparts on tools and methods,
such as techniques, tactics,
procedures and best practices, and
on cyber threats and
vulnerabilities. For all cooperation
with such counterparts, CERT-EU
shall seek prior approval from

approval from the IICB. counterparts cooperate with the IICB on a case-by-case basis.
national counterparts of Member CERT-EU shall inform any
relevant-neludinginframewers
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States, CERT-EU shall seek prior
approval from the IICB.

wherenon-FEbcounterparts
eoeperate-with national
counterparts ofvrember-States;
E€ERTFFEY-shattseckpriorapprovat
fromr-the-HCSBreferred to in
Article 16(1), in a Member State
in which the counterpart is
located, when CERT-EU
establishes cooperation with

such counterparts.

Article 1

7(2)

2. CERT-EU may cooperate with
other partners, such as commercial
entities, international
organisations, non-European
Union national entities or
individual experts, to gather
information on general and

2. CERT-EU may cooperate with
other partners, such as commercial
entities (including industry
sector-specific entities),
international organisations,
non-European Union national
entities or individual experts, to

2. CERT-EU may cooperate with
other partners, such as commercial
entities, international
organisations, non-European
Union national entities or
individual experts, to gather
information on general and

170 specific cyber threats, gather information on general and | specific cyber threats,
vulnerabilities and possible specific cyber threats, near misses, | vulnerabilities and possible
countermeasures. For wider vulnerabilities and possible countermeasures. For wider
cooperation with such partners, countermeasures. For wider cooperation with such partners,
CERT-EU shall seek prior approval | cooperation with such partners, CERT-EU shall seek prior approval
from the IICB. CERT-EU shall seek prior approval | from the IICB on a case-by-case

from the IICB. basis.
Article 17(3)
171 3. CERT-EU may, with the 3. CERT-EU may, with the 3. CERT-EU may, provided a

consent of the constituent affected

consent of the constituent affected

non-disclosure arrangement or
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by an incident, provide information
related to the incident to partners
that can contribute to its analysis.

by an incident, provide information
related to the incident to partners
that can contribute to its analysis.

contract is in place with the
relevant partner, with the consent
of the constituentt-Union entity
affected by an incident, provide
information related to the specific
incident to partners thatean
eontribute-referred to in
paragraphs 1 and 2 solely for the
purpose of contributing to its
analysis. Such non-disclosure
agreements or contracts shall be
legally verified in accordance
with the relevant internal
Commission procedures.
Non-disclosure agreements or
contracts shall not require prior
approval by the IICB, but the
chair of the IICB shall be
informed.

Article 17(4)
4. CERT-EU may exceptionally
enter into service level
171a agreements with entities other
than the Union entities with the
prior approval of the IICB.
Chapter V
Chapter V
Chapter V Chapter V Chapter V
172 apter Apter Apter COOPERATION AND
REPORTING OBLIGATIONS
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COOPERATION AND COOPERATION AND COOPERATION AND s —— B
REPORTING OBLIGATIONS REPORTING OBLIGATIONS REPORTING OBLIGATIONS pj;‘posigm' L.
| Article 18
Article 18 Article 18 Article 18 o A“.idehl 8 "
173 Information handling Information handling Information handling ntormation handling
Text Origin: Commission
Proposal
Article 18(1)
1. CERT-EU and Union 1. CERT-EU and Union 1. CERT-EU and Union
institutions, bodies and agencies nstitytionsbodiesand nstitytions-bodiesand
shall respect the obligation of agenetesentities shall respect the agenetesentities shall respect the
174 professional secrecy in accordance | obligation of professional secrecy obligation of professional secrecy
with Article 339 of the Treaty on in accordance with Article 339 of in accordance with Article 339 of
the Functioning of the European the Treaty on the Functioning of the Treaty on the Functioning of
Union or equivalent applicable the European Union or equivalent the European Union or equivalent
frameworks. applicable frameworks. applicable frameworks.
Article 18(2)
2. The provisions of Regulation 2. The provisions of Regulation 2. The provisions of Regulation
(EC) No 1049/2001 of the (EC) No 1049/2001 of the (EC) No 1049/2001 of the
European Parliament and the European Parliament and the European Parliament and the
175 | Council' shall apply with regard to | Council' shall apply with regard to | Council*” shall apply with regard
requests for public access to requests for public access to to requests for public access to
documents held by CERT-EU, documents held by CERT-EU, documents held by CERT-EU,
including the obligation under that | including the obligation under that | including the obligation under that
Regulation to consult other Union | Regulation to consult other Union | Regulation to consult other Union
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institutions, bodies and agencies
whenever a request concerns their
documents.

1. Regulation (EC) No 1049/2001 of the
European Parliament and of the Council of
30 May 2001 regarding public access to
European Parliament, Council and
Commission documents (OJ L 145,
31.5.2001, p. 43).

institutions—bodi 1
agenetesentities, or, where
relevant, Member States,
whenever a request concerns their
documents.

1. Regulation (EC) No 1049/2001 of the
European Parliament and of the Council of
30 May 2001 regarding public access to
European Parliament, Council and
Commission documents (OJ L 145,
31.5.2001, p. 43).

institutions—bodi 1
agenetesentities, and where
relevant the Member States,
whenever a request concerns their
documents.

+. Regatton{FEONe+049200ofthe
. .

1 . .

E : Pardi 5 : gEI .

E 511’1111.351' Er’ dﬂ EEIIT’EthS ( Eﬂ E } 5’

7. Regulation (EC) No 1049/2001 of the

European Parliament and of the

Council of 30 May 2001 regarding

public access to European Parliament,

Council and Commission documents

(OJ L 145, 31.5.2001, p. 43).

Article 1

3(3)

176

3. The processing of personal data
carried out under this Regulation
shall be subject to Regulation (EU)
2018/1725 of the European
Parliament and of the Council.

3. The processing of personal data
carried out under this Regulation
shall be subject to Regulation (EU)
2018/1725.

Any processing, exchange,
collection or retention of
personal data by CERT-EU, the
IICB and Union entities shall be
limited to processing, exchange,
collection or retention that is
strictly necessary and shall be
carried out for the sole purpose
of fulfilling their respective
obligations under this

deleted
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Regulation-oftheFuropean
Poski Fofthet "

176a

3a. The Commission shall, by ...
[one year after the date of entry
into force of this Regulation],
adopt a delegated act in
accordance with Article 24a to
specify which personal data
processing activities are
permitted under this Regulation,
including the purpose of the
processing, the categories of
personal data, the categories of
data subjects, the conditions for
data processing, maximum
retention periods, the definition
of the data controllers and
processors and recipients in the
case of transmission.

176b

The delegated act referred to in
the first subparagraph shall limit
processing activities to those that
are strictly necessary and shall
require that such processing
activities be as targeted as
possible and do not include the
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indiscriminate retention of
traffic or content data.

176¢

The Commission shall amend the
delegated act referred to in the
first subparagraph where it
identifies significant changes
with regard to the necessity or
specific purposes, or to the
entities involved in the
processing of personal data for
the purposes of this Regulation.

Article 1

8(4)

177

4. The handling of information by
CERT-EU and its Union
institutions, bodies and agencies
shall be in line with the rules laid
down in [proposed Regulation on
information security].

4. The handling of information by
CERT-EU and its Union
agenetesentities shall be in line
with the rules laid down in
[proposed Regulation on
information security]. When
cooperating with other
counterparts equivalent
information handling rules shall
be used by the CERT-EU.

4. The handling of information by
CERT-EU and tts-Union
institutions—bodi 1
agenetesentities shall be in line
with the applicable rulestatd
dowirfproposed-Regulation on

information securityt.

Article 1

8(5)

178
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5. Any contacts with CERT-EU

5. Any contacts with CERT-EU

initiated or sought by national initiated or sought by national deleted
security and intelligence services security and intelligence services
shall be communicated to the shall be communicated to the
Commission’s Security Directorate | Commission’s Security
and the chair of the IICB without Directorate, Europol and the chair
undue delay. of the [ICB without undue delay.
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5a. Information on the

1784 completion of security plans by
the Union entities shall be shared
with the discharge authorities.
5b. Guidance documents and
recommendations, and calls for

178b actions issued by the IICB shall
be shared with the discharge
authorities.

Article 19
Article 19 Article 19 Article 19
179 Sharing obligations Cybersecurity information Sharing-obligattons Cybersecurity
sharing arrangements and information sharing
obligations

-1. Union entities may -1. Union entities may
voluntarily notify and provide voluntarily provide CERT-EU
information to CERT-EU on with information on cyber

179a cyber threats, incidents, near threats, incidents, near misses
misses and vulnerabilities that and vulnerabilities affecting
affect them. CERT-EU shall them. CERT-EU shall ensure
ensure that effective measures that efficient means of
are adopted to ensure the communication are available for
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confidentiality and appropriate
protection of the information
provided by the reporting Union
entity. CERT-EU shall ensure
that efficient means of
communication are available for
the purpose of facilitating
information sharing with the
Union entities. When processing
notifications, CERT-EU may
prioritise the processing of
mandatory notifications over
voluntary notifications.
Voluntary notification shall not
result in the imposition of any
additional obligations upon the
reporting Union entity to which
it would not have been subject
had it not submitted the
notification.

the purpose of facilitating
information sharing with the
Union entities. CERT-EU may
prioritise the processing of
mandatory notifications over
voluntary notifications.

Article 1

9(1)

180

1. To enable CERT-EU to
coordinate vulnerability
management and incident
response, it may request Union
institutions, bodies and agencies to
provide it with information from
their respective IT system
inventories that is relevant for the
CERT-EU support. The requested
institution, body or agency shall

1. To enable CERT-EU effectively
perform its mission and tasks
laid down in Article 12 of this
Regulation, in particular to

coordinate vulnerability
management-and-netdent
respense, it may request Union
agenetesentities to provide it with
information from their respective

1. To perform its mission and
tasks as defined in Article 12,
CERT-EU -enable-CERFEH+to
b 13
responsettmay request Union
institutions—bod l
agenetesentities to provide it with
information from their respective
IT system inventories, including
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transmit the requested information,
and any subsequent updates
thereto, without undue delay.

HFICT system inventories that is
relevant for-the CERT-EU support.

The requested mstitutton;bodyor
ageney-shatUnion entity may
transmit the requested information,
and any subsequent updates
thereto, without undue delay.

information relating to cyber
threats, near misses,
vulnerabilities, indicators of
compromise, cybersecurity alerts
and recommendations regarding
configuration of cybersecurity
tools to detect cyber incidents .
The requested Union entity-that
s tretevantfor-the- CERTEY
body-or-ageney shall transmit the
requested information, and any
subsequent updates thereto,
without undue delay.

180a

Without prejudice to Regulation
(EU) 2018/1725, any sharing of
data between CERT-EU and
Union entities shall be carried
out in line with the principles of
clear safeguards for specific
use-cases and shall use mutual
legal assistance treaties and
other agreements, in order to
ensure a high level of protection
for rights when processing
requests for cross-border access
to data.
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Article 19(2)

181

2. The Union institutions, bodies
and agencies, upon request from
CERT-EU and without undue
delay, shall provide it with digital
information created by the use of
electronic devices involved in their
respective incidents. CERT-EU
may further clarify which types of
such digital information it requires
for situational awareness and
incident response.

deleted

2. The Union astituttonssbedies
and-agenetesentities, upon request
from CERT-EU and without undue
delay, shall provide it with digital
information created by the use of
electronic devices involved in their
respective incidents. CERT-EU
may further clarify which types of
such digital information it requires
for situational awareness and
incident response.

Article 19(3)

182

3. CERT-EU may only exchange
incident-specific information
which reveals the identity of the
Union institution, body or agency
affected by the incident with the
consent of that entity. CERT-EU
may only exchange
incident-specific information
which reveals the identity of the
target of the cybersecurity incident
with the consent of the entity
affected by the incident.

3. CERT-EU may only exchange
incident-specific information
which reveals the identity of the
Union stietionbedy-of
ageneyentity affected by the
incident with the consent of that
entity. CERT-EU may only
exchange incident-specific
information which reveals the
identity of the target of the
cybersecurity incident with the
consent of the entity affected by
the incident. In view of its
scrutiny tasks, the European
Parliament may request such
information without the consent
of the Union entity concerned.

3. CERT-EU may only exchange
incident-specific information with
the Union entities which reveals
the identity of the Union
mstitutton;bodyor-ageneyentity
affected by the incident with the
consent of that entity. €ERFEY

may-onty-exchange
. T . .
Yoy
_g] ] ) " T

atfeeted-by-the-inetdent-Where
consent is withheld, the entity
concerned shall provide duly
justified reasons to CERT-EU.
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Where the European Parliament
requests the information without
the consent of the entity
concerned, its deliberations shall
not be held in public and all
relevant documents shall be
considered only on a
need-to-know basis.

Article 19(4)
4. The sharing obligations shall 4. The cybersecurity information | 4. The sharing obligations shall
not extend to EU Classified sharing arrangements and not extend to EU Classified
Information (EUCI) and to obligations shall not extend to EU | Information (EUCI) and to
information that a Union Classified Information (EUCI) and | information that-athe distribution
institution, body or agency has to information that a Union of which beyond the recipient
received from a Member State nstitatton; body-or-ageneyentity Union tastitutton;body-or-ageney
Security or Intelligence Service or | has received from a Member State | hasreeetvedfromaivemberState
law enforcement agency under the | Security or Intelligence Service or | Seeurtty-orinteligenee-Serviee-of
183 explicit condition that it will not be | law enforcement agency, unless taw-enforcementageneyunder-the
shared with CERT-EU. the Member State Security or exphetteonditton-thatt-wil
Intelligence Service or law neotentity has been excluded by
enforcement agency concerned the source of the information by
allow that information to-snder means of a visible marking,
ted H Hvd unless the source of the
not be shared with CERT-EU. information explicitly allows this
information to be shared with
CERT-EU.
Article 20
184 . . .
Article 20 Article 20 Article 20
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Notification obligations

NotifteatronnReporting obligations

Notifteatiorr Reporting obligations

Article 20(-1)

184a

-1. An incident shall be
considered to be significant if:

Article 20(-1), first subparagraph a

(a) it has caused or is capable of
causing severe operational

184b disruption to the functioning of
the Union entity or financial loss
for the Union entity concerned;
Article 20(-1), first subparagraph b

(b) it has affected or is capable
of affecting other natural or legal

184c persons by causing considerable
material or non-material
damage.
Article 20(1), first subparagraph

1. All Union institutions, bodies

1. All Union iastitattons;bodtes

1. All Union iastitttons;bodtes

and agencies shall make an initial | and-agenetesentities shall melke-an | and-agenetesentities shall mele-an
185 notification to CERT-EU of inttatnotifteattonreport to intttatnotifreatrorrsubmit to
significant cyber threats, CERT-EU efstgnifieant-eyber CERT-EU-efstgnifieant-eyber
significant vulnerabilities and threats;stgntfreant-vidnerabitities threats;stgntfreant-vidnerabitities
significant incidents without undue | and-stgntfreantmetdents-withott and-stentfreanttetdents-without
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delay and in any event no later
than 24 hours after becoming
aware of them.

undue-delay-andimrany-eventto
{ater-than24-hetrs-after-beeoming
awareofthenrin accordance with
paragraph 1d any incident that
has a significant impact. An
incident shall be considered to be
significant if:

185a

(a) it has caused or is capable of
causing severe operational
disruption of the service or
financial losses for the entity
concerned;

185b

(b) it has affected or is capable
of affecting other natural or legal
persons by causing considerable
material or non-material
damage.

185¢

1a The Union entities shall
notify, inter alia, any
information enabling the
CERT-EU to determine any
cross-entities impact, impact on
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the hosting Member State or
cross-border impact following a
significant incident. The mere
act of notification shall not
render the notifying Union entity
subject to increased liability.

185d

1b Where applicable, Union
entities shall notify, without
undue delay, to the users of the
network and information
systems affected, or other
components of the ICT
environment, that are potentially
affected by a significant incident
or a significant cyber threat of
any measures or remedies that
can be taken in response to the
incident or threat. Where
appropriate, Union entities shall
inform users of the threat itself.

185¢

1c Where a significant incident
or significant cyber threat affects
a network and information
system, or a component of a
Union entity’s ICT environment
that is knowingly connected with
another Union entity’s ICT
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environment, CERT-EU shall
notify, without undue delay, the
Union entity affected.
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1d All Union entities shall

k=g submit to CERT-EU:
(a) without undue delay and in (a) without undue delay and in
any event within 24 hours of any event within 24 hours after
becoming aware of the having become aware of the
significant incident, an early significant incident, an early
warning, which, where warning, which, where

185¢g applicable, shall indicate applicable, shall indicate
whether the significant incident whether the significant incident
is suspected of being caused by is presumably caused by
unlawful or malicious acts or unlawful or malicious action and
could have a cross-entity or a has or could have a cross-border
cross-border impact; impact;
(b) without undue delay and in (b) without undue delay and in
any event within 72 hours of any event within 72 hours after
becoming aware of the having become aware of the
significant incident, an incident significant incident, an incident
report, which, where applicable, | notification, which, where

185h shall update the information applicable, shall update the

referred to in point (a) and
indicate an initial assessment of
the significant incident, its
severity and impact, as well as,
where available, the indicators of
compromise;

information referred to in
subparagraph (a) and indicate
an initial assessment of the
significant incident, its severity
and impact, as well as where
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available, the indicators of

compromise;
(¢) upon the request of (¢) upon the request of
. CERT-EU, an intermediate CERT-EU, an intermediate
1851
report on relevant status report on relevant status
updates. updates;

(d) a final report not later than
one month after the submission
185j of thessignificant incident
notification under point (b),
including at least the following:

Article 20(1), second subparagraph d (i)

(i) a detailed description of the
185k significant incident, its severity
and impact;

Article 20(1), second subparagraph d (ii)

(ii) the type of threat or root
1851 cause that likely triggered the
significant incident;
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Article 2

0(1), second subparagraph d (iii)

185m

(iii) applied and ongoing
mitigation measures.

Article 2

0(1), second subparagraph d (iv)

185n

(iv) where applicable, the
cross-border impact of the
significant incident;

Article 2

0(1), second subparagraph e

1850

(e) in cases of ongoing
significant incidents at the time
of the submission of the final
report referred to in point (d), a
progress report at that time and
a final report within one month
after the incident has been
handled.

Article 2

0(1), second subparagraph

186

In duly justified cases and in
agreement with CERT-EU, the
Union institution, body or agency
concerned can deviate from the
deadline laid down in the previous
paragraph.

deleted

deleted

Article 2

0(2)

8332/23

Obtenu pour vous par [l
Obtained by ) ¥ agence europe

/ip
LIMITE

180
EN




187

2. The Union institutions, bodies
and agencies shall further notify to
CERT-EU without undue delay
appropriate technical details of
cyber threats, vulnerabilities and
incidents that enable detection,
incident response or mitigating
measures. The notification shall
include if available:

2. The Union nsttations;-bedies

andagetreresshat-furthernotify-to
EERFFEY-withoutunduedetay

inetdents-that-enable
deteettomsentities shall further
submit to CERT-EU a final
report, not later than one month
after the submission of the
incident report, referred to in
paragraph 1d, point (b). In cases
of ongoing significant incidents
at the time of the submission of
the final report, a progress
report at that time and a final
report shall be transmitted
within one month after the
incident responseormitrgating
meastires—Thenottfreatiorthas
been handled. The incident
report shall include at least the
following, if available:

deleted

Article 20(2), point (a)

188

(a) relevant indicators of
compromise;

(a) refevant-mdteatorsof
eompromtsea detailed description
of the incident, including its
severity and impact;

deleted
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Article 20(2), point (b)

(b) relevant detection (b) relevantdeteetion
mechanisms; meehanismsthe type of threat or deleted
root cause that is likely to have
triggered the incident;

189

Article 20(2), point (c)

(c¢) potential impact; (c) potenttatimpactthe mitigation
190 measures that have been or are deleted
being carried out;

Article 20(2), point (d)

(d) relevant mitigating measures. (d) relevantmitigating

meastreswhere applicable, the deleted
191 potential impact of the incident
on other Union entities or
cross-border impact.

Article 20(2a)
2a. All Union entities shall share
the information reported in
1914 accordance with paragraph 1

within the same timeline with
any relevant national
counterparts referred to in
Article 16(1) where it is located.
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191b

2a. In duly justified cases and in
agreement with CERT-EU, the
Union entity concerned may
derogate from the deadline laid
down in paragraph 2. The Union
entity concerned shall provide a
progress report by the deadline
of the submission of a final
report, if a derogation is agreed
on.

191c¢

2b. The Union entities, upon the
request of CERT-EU shall
without undue delay, provide
CERT-EU with digital
information created by the use of
electronic devices involved in
their respective incidents.
CERT-EU may further clarify
which types of such digital
information it requires for
situational awareness and
incident response.

Article 2

0(3)

192

3. CERT-EU shall submit to
ENISA on a monthly basis a
summary report including

3. CERT-EU shall submit to
ENISA on a monthly basis a
summary report including

3. CERT-EU shall submit to the
IICB, the EU INTCEN and the
CSIRTs Network every three
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anonymised and aggregated data
on significant cyber threats,
significant vulnerabilities and
significant incidents notified in
accordance with paragraph 1.

anonymised and aggregated data
on significant incidents, cyber
threats, stgntfreant-vulnerabihites
and-stgnifreant-netdentsincidents,
near misses and vulnerabilities
notified in accordance with
paragraph 1d of this Article and
with Article 19(-1)+.

months EMNtSA-emramonthly

basts-a summary report including
anonymised and aggregated data
on-stgntfreant- cyber threats,
vulnerabilities in accordance
with Article 19, Union entities
replies to calls for action in
accordance with Article 13(1),
point (a),stgntfreant
vinerabthttes and significant
incidents notified in accordance
with paragraph 1. That report
shall constitute an input to the
biennial report on the state of
cybersecurity in the Union under
Article 15 of Directive [proposal
NIS 2].

’

Article 20(4)

193

4. The IICB may issue guidance
documents or recommendations
concerning the modalities and
content of the notification.
CERT-EU shall disseminate the
appropriate technical details to
enable proactive detection,
incident response or mitigating
measures by Union institutions,
bodies and agencies.

4. By ... [one year after the date
of entry into force of the
Regulation], the CERT-EU
shallthe-HEB-may issue guidance

documents or recommendations
eonecerning-the-modahtes-andon
the arrangements relating to,
and the content of, the reports.
When preparing such guidance
documents or recommendations,
the CERT-EU shall take into
account the specifications made
by any implementing acts

4. The IICB mayshall, by [6
months after the date of entry
into force of this Regulation],
issue guidance documents or
recommendations eeneeraing
further specifying the modalities,
format and content of the
notifreatton—reporting . The
guidance documents or
recommendations shall duly take
into account the provisions being
implemented by any
implementing acts according to
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adopted by the Commission
specifying the type of
information, the format and the
procedure of a -the-notification
submitted pursuant to Article
23(11) of Directive (EU)
2022/2555. CERT-EU shall
disseminate the appropriate
technical details to enable
proactive detection, incident
response or mitigating measures by
Union tstituttons;bodtes-and

agenetesentities.

Article 20(11) of Directive
[proposal NIS 2] CERT-EU shall
disseminate the appropriate
technical details to enable
proactive detection, incident
response or mitigating measures by
Union nstitattens;-bodtes-and

agenetesentities.

Article 20(5)

194

5. The notification obligations
shall not extend to EUCI and to
information that a Union
institution, body or agency has
received from a Member State
Security or Intelligence Service or
law enforcement agency under the
explicit condition that it will not be
shared with CERT-EU.

5. The notifteattonreporting
obligations shall not extend to
EUCI and to information that a
Union mstitattenbody-or
ageneyentity has received from a
Member State Security or
Intelligence Service or law
enforcement agency, under the
explicit condition that it will not be
shared with CERT-EU.

5. The notifteattotrreporting
obligations shall not extend to
EUCI and to information thata
Bron-nstitttiont
hastrecetvedtromraMemberState
S . Lntell Servi
tavw-enforeementageney-under-the

. Fton-thatiwil]
aetthe distribution of which

beyond the recipient Union
entity has been excluded by the
source of the information by
means of a visible marking,
unless the source of the
information explicitly allows
this information to be shared with
CERT-EU.
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Article 21
Article 21 Article 21 Article 21
195 Incident response coordination and | Incident response coordination and | Incident response coordination and
cooperation on significant cooperation-onrstgntfreant cooperation on significant
incidents etdents incidents
Article 21(1)
1. In acting as a cybersecurity 1. In acting as a cybersecurity 1. In acting as a cybersecurity
information exchange and incident | information exchange and incident | information exchange and incident
response coordination hub, response coordination hub, response coordination hub,
196 CERT-EU shall facilitate CERT-EU shall facilitate CERT-EU shall facilitate
information exchange with regards | information exchange with regards | information exchange with regards
to cyber threats, vulnerabilities and | to cyber threats, vulnerabilities, to cyber threats, vulnerabilities and
incidents among;: near misses and incidents among: | incidents among:
Article 21(1), point (a)
197 (a) Union institutions, bodies and | (a) Union iastitutions;bedies-and | (a) Union institutions;bedies-and
agencies; agenetesentities; agenetesentities;
Article 21(1), point (b)
(b) the counterparts referred to in | (b) the counterparts referred to in | (b) the counterparts referred to in 1(:)) ,tllle clcgmtecll“pla;ts referred to in
198 Atrticles 16 and 17. Articles 16 and 17. Atrticles 16 and 17. rtcles 16 an )
Text Origin: Commission
Proposal
Article 21(2)
8332/23 1/ip 187
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199

2. CERT-EU shall facilitate
coordination among Union
institutions, bodies and agencies
on incident response, including:

2. CERT-EU shall facilitate
coordination among Union
institations—bod i
agenetesentities on incident
response, including:

2. CERT-EU, where relevant in
close cooperation with ENISA in
accordance with Article 7(7)(d)
of the Cybersecurity Act’, shall
facilitate coordination among
Union tastitutiensbodiesand
agenetesentities on incident
response, including:

9. REGULATION (EU) 2019/881 OF
THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 17 April
2019 on ENISA (the European Union
Agency for Cybersecurity) and on
information and communications
technology cybersecurity certification
and repealing Regulation (EU) No
526/2013 (Cybersecurity Act)

Article 21(2), point (a)

200

(a) contribution to consistent
external communication;

(a) contribution to consistent
external communication;

(a) contribution to consistent
external communication;

(a) contribution to consistent
external communication;

Text Origin: Commission
Proposal

Article 21(2), point (b)

201

(b) mutual assistance;

(b) mutual assistance;

deleted

8332/23

Obtenu pour vous par -

Obtained by

@ ¥ agence europe

JAL2

/ip
LIMITE

188
EN




| Article 21(2), point (c)

(c) optimal use of operational

(c) optimal use of operational (c) optimal use of operational (c) optimal use of operational
resources;

202 resources,; resources,; resources,;

Text Origin: Commission
Proposal

| Article 21(2), point (d)

(d) coordination with other crisis

(d) coordination with other crisis (d) coordination with other crisis (d) coordination with other crisis hani t Uni
response mechanisms at Union response mechanisms at Union response mechanisms at Union {esp{)nse mechanisms at Lnion
203 level. level. level. evel.
Text Origin: Commission
Proposal
Article 21(3)
3. CERT-EU shall support Union 3. CERT-EU, in cooperation with | 3. CERT-EU in close cooperation
institutions, bodies and agencies ENISA, shall support Union with ENISA shall support Union
regarding situational awareness of | entities-shal-suppert-tnaton nstitations;bodtes-and
cyber threats, vulnerabilities and institutions; bodies-and-agenetes agenetesentities regarding
204 | incidents. regarding situational awareness of | situational awareness of cyber
cyber threats, vulnerabilities, near | threats, vulnerabilities and
misses and incidents, as well as incidents.
sharing the latest developments
in the field of cybersecurity.
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Article 21(4)
4. The IICB shall issue guidance 4. By ... [one year after the date | 4. The IICB shall, by [12 months
on incident response coordination of entry into force of the after the date of entry into force
and cooperation for significant Regulation], the IICB shall issue of this Regulation], on the basis
incidents. Where the criminal guidance on incident response of a proposal from CERT-EU,
nature of an incident is suspected, | coordination and cooperation for adopt +sste guidance documents
CERT-EU shall advise on how to significant incidents. Where the or recommendations on incident
205 | report the incident to law criminal nature of an incident is response coordination and
enforcement authorities. suspected, IICB and CERT-EU cooperation for significant
shall advise on how to report the incidents. Where the criminal
incident to law enforcement nature of an incident is suspected,
authorities without undue delay. CERT-EU shall advise on how to
report the incident to law
enforcement authorities.
Article 2
Article 22 Article 22 Article 22
206 Major attacks Major attaelsincidents Management of major
attacksincidents
-1. In order to support the
coordinated management of
major incidents at operational
206a level affecting Union entities and
to contribute to the regular
exchange of relevant information
among Union entities and with
Member States, the IICB shall
8332/23 1/ip 190
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develop a cyber crisis
management plan based on
activities detailed in Article
21(2), in close cooperation with
CERT-EU and ENISA, and shall
include, at least, the following
elements:

206b

-1a. coordination and
information flow modalities
among Union entities for the
management of major incidents
at operational level;

206¢

-1b. common standard
operating procedures (SOPs);

206d

-1c. a common taxonomy of
major incident severity and
crisis triggering points;

206¢e

-1d. regular exercises;
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206f

-le. secure communication
channels to be used;

206g

-1f. a point of contact for
EU-CyCLONe, which shall share
relevant information with
EU-CyCLONe as inputs to
shared situational awareness.

Article 22(1)

207

1. CERT-EU shall coordinate
among Union institutions, bodies
and agencies responses to major
attacks. It shall maintain an
inventory of technical expertise
that would be needed for incident
response in the event of such
attacks.

1. CERT-EU shall coordinate
among the Union instiations;
bodiesand-agenetesresponses
teentities the handling of major
attacks—incidents. In that respect,
it shall maintain an inventory of
the available technical expertise
that would be needed for incident
response in the event of such
attaeksmajor incidents and assist
the IICB in coordinating Union
entities’ cyber crisis
management plans for major
incidents referred to in Article
7(2a).

1. CERT-EU shall coordinate
among Union nstitutions;bedies
and-agenetesentities responses to
major attaelsincidents . It shall
maintain an inventory of technical
expertise that would be needed for
incident response in the event of
stehrattacksmajor incidents.
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Article 22(2)

208

2. The Union institutions, bodies
and agencies shall contribute to the
inventory of technical expertise by
providing an annually updated list
of experts available within their
respective organisations detailing
their specific technical skills.

2. The Union nstituttens;-bodies
and-agenetesentities shall
contribute to the inventory of
technical expertise by providing an
annually updated list of experts
available within their respective
organisations detailing their
specific technical skills.

2. The Union nstituttens;-bodies
and-agenetesentities shall
contribute to the inventory of
technical expertise by providing an
annually updated list of experts
available within their respective
organisations detailing their
specific technical skills.

Article 22(3)

209

3. With the approval of the
concerned Union institutions,
bodies and agencies, CERT-EU
may also call on experts from the
list referred to in paragraph 2 for
contributing to the response to a
major attack in a Member State, in
line with the Joint Cyber Unit’s
operating procedures.

3. With the approval of the
eoneerred-Union Hstiutens;
bodtesandagenctesentities
concerned, CERT-EU may also
call on experts from the list
referred to in paragraph 2 for
contributing to the response to a
major attackincident in a Member
State, in line with the Jomnt-Cyber
Unic .
proceduresoperating procedures
of EU CyCLONe. Specific rules
on access to and use of technical
experts from Union entities shall
be approved by IICB at the
proposal of CERT-EU.

3. With-the-approval-ofthe
eenreernedFollowing a specific
request from a Member State in
which the affected Union
agenetesentity is located and with
the approval of the affected
Union entity, CERT-EU may also
call on experts from the list
referred to in paragraph 2 for
contributing to the response to a
major attaektraMember-Statetr
operatingproceduresincident in
that Union entity .
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| Chapter VI

Chapter VI

Chapter VI Chapter VI Chapter VI FINAL PROVISIONS

210 FINAL PROVISIONS FINAL PROVISIONS FINAL PROVISIONS

Text Origin: Commission
Proposal

Article 23

Article 23 Article 23 Article 23
211 Initial budgetary reallocation Initial budgetary Initial budgetary reallocation
realloeattonarrangements

In its proposal for the first
budget to be adopted after ...
[the date of entry into force of
this Regulation], the Commission
shall take into account the
211a increased budgeting and staffing
needs of all Union entities, in
particular those of the small
Union entities, that are
associated with the obligations
arising from this Regulation.
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Article 23, first paragraph

The Commission shall propose the
reallocation of staff and financial
resources from relevant Union
institutions, bodies and agencies to
the Commission budget. The
reallocation shall be effective at
the same time as the first budget

In order to ensure proper and
stable functioning of CERT-EU,
the Commission shaltmay propose
the reallocation of staff and
financial resources to the
Commission budget for use in
CERT-EU operations from the

The Commission shall propose the
reallocation of staff and financial
resources from relevant Union
inrstitutions—bedi 1
agenetesentities to the
Commission budget. The
reallocation shall be effective at

adopted following the entry into ICT budgets of certainfrem the same time as the first budget
212 force of this Regulation. retevant Union mstituttens;bodtes | adopted following the entry into
and-agenetes-to-the-Commisston force of this Regulation.
budgetentities on the basis of
clear criteria and without
prejudice to their cybersecurity.
The reallocation shall be effective
at the same time as the first budget
adopted following the entry into
force of this Regulation:
Article 2
Article 24 Article 24 Article 24 Adticle 24
213 Review Review Review eview
Text Origin: Commission
Proposal
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Article 2

4(1)

1. The IICB, with the assistance of
CERT-EU, shall periodically report
to the Commission on the
implementation of this Regulation.

1. The IICB, with the assistance of
CERT-EU shall report, at least
once a year,shattpertodieatty

report to the Commission on the

1. The IICB, with the assistance of
CERT-EU, shall periodically report
to the Commission on the
implementation of this Regulation.

214 The IICB may also make implementation of this Regulation. | The IICB may also make
recommendations to the The IICB may also make recommendations to the
Commission to propose recommendations to the Commission to prepese
amendments to this Regulation. Commission to propose amendments-te-review this

amendments to this Regulation. Regulation.
Article 24(2)
2. The Commission shall report on | 2. The Commission shall evaluate | 2. The Commission shall report on
the implementation of this and report on the implementation | the implementation of this
Regulation to the European of this Regulation and on the Regulation to the European
Parliament and the Council at the experience gained at a strategic Parliament and the Council at the

215 latest 48 months after the entry and operational level to the latest 48-36 months after the entry
into force of this Regulation and European Parliament and the into force of this Regulation and
every three years thereafter. Council atthetatest48by ... [36 every three years thereafter.

months after the date of entry into

force of this Regulation] and every

threetwo years thereafter.

2a. The reports referred to in
215a paragraph 2 of this Article shall

evaluate, taking into account
Article 15(1a), the possibility of
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setting up CERT-EU as a Union
office.
Article 24(3)
3. The Commission shall evaluate | 3. The Commission shall evaluate | 3. The Commission shall evaluate
the functioning of this Regulation the functioning of this Regulation the functioning of this Regulation
and report to the European and report to the European and report to the European
Parliament, the Council, the Parliament, the Council, the Parliament, the Council, the
European Economic and Social European Economic and Social European Economic and Social
216 | Committee and the Committee of | Committee and the Committee of | Committee and the Committee of
the Regions no sooner than five the Regions no sooner than five the Regions no seener-later than
years after the date of entry into years after the date of entry into five years after the date of entry
force. force. into force. The report shall be
accompanied, where necessary,
by a legislative proposal.
Article 24a
216a . .
Exercise of the delegation
1. The power to adopt delegated
acts is conferred on the
216b Commission subject to the
conditions laid down in this
Article.
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216¢

2. The power to adopt delegated
acts referred to in Article 18(3a)
shall be conferred on the
Commission for an
indeterminate period of time
from ... [one day after the date of
entry into force of this
Regulation].

216d

3. The delegation of power
referred to in Article 18(3a) may
be revoked at any time by the
European Parliament or by the
Council. A decision to revoke
shall put an end to the delegation
of power specified in that
decision. It shall take effect the
day following the publication of
the decision in the Official
Journal of the European Union
or at a later date specified
therein. It shall not affect the
validity of any delegated acts
already in force.
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216e

4. As soon as it adopts a
delegated act, the Commission
shall notify it simultaneously to
the European Parliament and to
the Council.

216f

5. A delegated act adopted
pursuant to Article 18(3a) shall
enter into force only if no
objection has been expressed
either by the European
Parliament or by the Council
within a period of two months of
notification of that act to the
European Parliament and the
Council or if, before the expiry
of that period, the European
Parliament and the Council have
both informed the Commission
that they will not object. That
period shall be extended by two
months at the initiative of the
European Parliament or of the
Council.
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| Article 2

5

Article 25

Article 25 Article 25 Article 25 E o f
217 Entry into force Entry into force Entry into force ntry mto force
Text Origin: Commission
Proposal
| Article 25, first paragraph
This Regulation shall enter into This Regulation shall enter into This Regulation shall enter into Ehls Reglillatlon S}.lalL?ter mnto
force on the twentieth day force on the twentieth day force on the twentieth day foac con ¢ ;twe?‘Flet b?’ .
following that of its publication in | following that of its publication in | following that of its publication in 1(1) oovt&%ng tl ?t 0 1t1s p;l hlcatlon mn
218 the Official Journal of the the Official Journal of the the Official Journal of the %e 101aU ournat.o the
European Union. European Union. European Union. uropean Lnion.
Text Origin: Commission
Proposal
| Article 25, second paragraph
This Regulation shall be binding in | This Regulation shall be binding in | This Regulation shall be binding in Thls Regulatlzndghalllbe b1111.dmng mn
its entirety and directly applicable | its entirety and directly applicable | its entirety and directly applicable 1ts elllltlglety ;m S irectly applicable
219 in all Member States. in all Member States. in all Member States. in all Member States.
Text Origin: Commission
Proposal
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Formula

e e e

220 Done at Brussels, Done at Brussels..., Done at Brussels,
Formula
For the European Parliament For the European Parliament For the European Parliament For the European Parliament
221 _ —
Text Origin: Commilission
Proposal
Formula
The President The President The President The President
222 _ R
Text Origin: Commission
Proposal
J Formula
For the Council For the Council For the Council For the Council
223 o —
Text Origin: Commlssion
Proposal
| Formula
The President The President The President The President
224 _ R
Text Origin: Commilssion
Proposal
| Annex |
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225

Annex 1

deleted

deleted

Annex |,

irst paragraph

226

The following domains shall be
addressed in the cybersecurity
baseline:

deleted

deleted

Annex |,

oint (1)

227

(1) cybersecurity policy, including
objectives and priorities for
security of network and
information systems, in particular
regarding the use of cloud
computing services (within the
meaning of Article 4(19) of
Directive [proposal NIS 2]) and
technical arrangements to enable
teleworking;

deleted

deleted

Annex |,

oint (2)

228

(2) organisation of cybersecurity,
including definition of roles and
responsibilities;

deleted

deleted

Annex |, point (3)
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(3) asset management, including
229 IT asset inventory and IT network deleted deleted
cartography;
Annex |, point (4)
230 (4) access control;
deleted deleted
Annex |, point (5)
23] (5) operations security;
deleted deleted
Annex |, point (6)
232 (6) communications security;
deleted deleted
Annex |, point (7)
233 (7) system acquisition,
development and maintenance; deleted deleted
Annex |, point (8)
234 | (8) supplier relationships;
deleted deleted
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Annex |, point (9)
(9) incident management,
including approaches to improve deleted deleted
the preparedness, response to and
235 recovery from incidents and
cooperation with CERT-EU, such
as the maintenance of security
monitoring and logging;
Annex |, point (10)
(10) business continuity
236 management and crisis deleted deleted
management; and
Annex |, point (11)
(11) cybersecurity education,
237 | awareness-raising and training deleted deleted
programmes.
Annex Il
Annex I
2 deleted deleted
Annex ll, first paragraph
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239

Union institutions, bodies and
agencies shall address at least the
following specific cybersecurity
measures in the implementation of
the cybersecurity baseline and in
their cybersecurity plans, in line
with the guidance documents and
recommendations from the IICB:

deleted

deleted

Annex Il, point (1)

240

(1) concrete steps for moving
towards Zero Trust Architecture
(meaning a security model, a set of
system design principles, and a
coordinated cybersecurity and
system management strategy based
on an acknowledgement that
threats exist both inside and
outside traditional network
boundaries);

deleted

deleted

Annex I, point (2)

241

(2) the adoption of multifactor
authentication as a norm across
network and information systems;

deleted

deleted

Annex ll, point (3)

242
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(3) the establishment of software

supply chain security through deleted deleted
criteria for secure software
development and evaluation;
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Annex Il, point (4)

(4) the enhancement of
procurement rules to facilitate a
high common level of
cybersecurity through:

243

deleted

deleted

Annex ll, point (4)(a)

(a) the removal of contractual
barriers that limit information

244 | sharing from IT service providers
about incidents, vulnerabilities and
cyber threats with CERT-EU;

deleted

deleted

Annex Il, point (4)(b)

(b) the contractual obligation to
report incidents, vulnerabilities and
245 | cyber threats as well as to have
appropriate incidents response and
monitoring in place.

deleted

deleted
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