[image: C:\Users\Nowakowski Adam\AppData\Local\Microsoft\Windows\INetCache\Content.Word\znak2.png]
Informal JHA Ministerial Meeting (Home Affairs)
30 January 2025, Warsaw

[bookmark: _GoBack]Working session II– Discussion paper: Current challenges and threats to our security – towards the new European Union Internal Security Strategy 

A changing, volatile and complex EU security landscape
We live in an era of anxiety and uncertainty, where every day shows that security cannot be taken for granted, where we face threats to our public order and security, our freedoms, our democracies and our lifestyle on a daily basis. Our public order is facing an unprecedented variety of threats. The high complexity and multidimensionality of different external and internal risks makes it more and more difficult to identify or classify the threats in time and give a swift and appropriate response. To effectively protect everyone in Europe, the EU must stand ready to anticipate, prevent, and respond to all threats to its security. 
When the current EU Security Union Strategy 2020–2025 was prepared, the geopolitical and security landscape in the EU and its neighbourhood was profoundly different. Since then, we have had to face the COVID-19 pandemic, Russia’s war of aggression against Ukraine and the conflict in the Middle East. 

This security picture continues to evolve. Terrorism remains a persistent threat posing a serious risk to the national security of Member States. Ongoing conflicts in Ukraine and the Middle East increase the risk of smuggling people and goods, infiltration by criminal groups and other consequences linked to armed conflicts. In the future, the post-conflict scenario may result in additional challenges, like returning foreign fighters who may pose legal, social and security challenges. Social media and encrypted communication platforms allow malicious state and non-state actors to conceal their activities and communications and enable the spread of terrorist, extremist and criminal content. Disinformation campaigns stimulated or supported by foreign actors aim to destabilise societies and undermine trust in democratic institutions, bring chaos and introduce divisions in societies making them less resilient. Moreover, cybercrime and cyberattacks, including ransomware, hacking and data breaches, have seen significant growth. More and more, crime is organised or plays out on private digital infrastructure, rather than in spaces accessible to law enforcement. Without lawful access to data, the work of our law enforcement authorities becomes difficult or ineffective. 
The external dimension to internal security is becoming ever more relevant. The EU and its Member States are constantly confronted with state- and non-state–sponsored hybrid attacks targeting critical infrastructure, such as energy grids, healthcare systems as well as governmental and financial institutions. The recent damage to cables at the bottom of the Baltic Sea has caused enormous concern among Member States. These were not isolated incidents, but can be seen as a part of planned hybrid action against the EU. When it comes to organised crime, drugs, firearms and human trafficking continue to pose a major concern. Criminals infiltrate legal economies for money laundering purposes, making use of corruption. We are also witnessing the increase of criminal networks misusing digital tools, including artificial intelligence, challenging the functioning of state authorities. 
The current geopolitical situation, which is marked by numerous armed conflicts and climate change, can result in uncontrolled migratory flows that challenge our border management, social and asylum systems. Trafficking and smuggling networks, some extremely violent, exploit migrants for profit, taking advantage of their vulnerable situation. The phenomenon of the weaponisation of migrants has also been witnessed in recent years, as migration has become a tool of hybrid warfare in the hands of authoritarian and antagonistic regimes.
Future outlook 
There is no doubt that the EU needs more innovative and bold solutions, building on legislation and policies adopted in recent years to protect the EU’s internal security. These measures should equip us with ambitious and durable tools to amplify our security and regain control. This approach should be reflected in the upcoming European Internal Security Strategy that was announced by the President of the European Commission, Ursula von der Leyen, in the Political Guidelines for the new Commission. Important provisions stressing the importance of security aspects can also be found in the Strategic Guidelines endorsed by the European Council on 19 December 2024. 
A new EU concept of security
The new EU concept of security must be understood to be as comprehensive and horizontal as possible, including all its dimensions in a balanced way: internal, external, information, economic, energy, food and health. In addition, an effective and comprehensive response to security challenges should be embedded in the policy formulation from the outset, by ensuring security by design in EU policy making. The Strategy should provide the basis to ensure that security considerations are integrated in and mainstreamed across EU legislation, policies and programmes from the outset. The EU should strengthen cooperation with all relevant actors such as the public and private sectors, third countries, academia and civil society. First steps should focus on consolidating and making full use of existing and proven operational instruments, such as the European Multidisciplinary Platform Against Criminal Threats (EMPACT), or the support of JHA Agencies, in their respective areas of competence, while adapting them to the new security environment. 
The key word that needs special emphasis is adaptability – solutions that were successful yesterday, may not fit tomorrows’ challenges. Rapid digital transformation and an extraordinary ability of terrorists, extremists and other criminals to immediately adapt and implement new technologies should bring our attention to the digital dimension of security, including the need for law enforcement to access data in the context of criminal investigations and prosecution. It must be underlined that these malicious actors do not respect any boundaries and, with the use of new digital solutions, borders blur even more. New partnerships should therefore be sought with third countries and private parties. This also requires strengthened efforts in research and innovation in internal security through redesigned Union funding programmes, exploring new ways in developing and pooling capabilities of internal security authorities and making the best use of the support by the EU agencies and the EU Innovation Hub for Internal Security. 
Another recent phenomenon is the involvement of unfriendly state actors in democratic elections, which has become a direct threat to our democratic system and values. Therefore, the EU should be equipped with solutions and tools that can benefit the internal and external dimension of security, that can contribute to a closer cooperation between the JHA and CSDP communities.
No one should ever doubt that even the smallest change in the geopolitical situation may have a tremendous impact on the EU and Member States’ internal security. Our preparedness and capacity to face unexpected and exceptional threats in a quick and effective way should be reinforced. We need to ensure the security and resilience of critical infrastructure against further attacks sponsored by hostile regimes. We have to make sure that such attacks and other efforts to undermine our internal security are not without consequences. The strategy should set out law enforcement approaches to hybrid attacks, ensuring deterrence from and accountability for sabotage or other violations of our rules with all tools at our disposal, including for attacks on infrastructure beyond our borders. When building our strategy, we must ensure that we are always one step ahead of criminals and other actors aiming to undermine the EU’s internal security. 
The EU’s security landscape is marked by a mix of traditional and novel threats. Addressing these requires a coordinated and multifaceted approach, including robust intelligence and information sharing, JHA agencies providing support to Member States adequate to their actual needs, enhanced cybersecurity frameworks, and resilience-building capacities against hybrid threats amongst Member States. Strengthening cooperation among Member States and providing security in compliance with fundamental rights will be essential for ensuring long–term stability and safety within the European Union. The new Strategy should set out a comprehensive EU response to face all internal security threats, whether online or offline, and to ensure that security is integrated in EU legislation and policies by design. We should aim to build a more resilient and assertive EU across the board.
While the European Commission is preparing the Strategy, it is the Member States’ prerogative to indicate their concerns and insights on current and future challenges and threats that we might be facing in the upcoming years. The accurate identification of risks and anticipatory preventive measures, as well as ensuring accountability, should become our highest imperative. Therefore, at the informal JHA ministerial meeting, the Presidency wishes to contribute to the preparation of the European Internal Security Strategy by gathering Ministers’ expectations regarding its aims, scope, actions and implementation for the coming years. 




Questions for discussion:
1. The EU today is confronted with an increasingly complex and rapidly evolving threat landscape. What are the main threats and challenges affecting internal security you expect in the coming years and which priority actions should the Strategy include to address them?
2. In terms of truly effective and innovative solutions in the area of EU internal security, what specific measures and initiatives should be considered as most important in the short- and long-term?
3. Since global developments have an impact on the EU’s security, internal security must be an integral part of the EU’s relations with third countries. How can the EU further enhance and operationalise its external action to address the transnational nature of internal security challenges, notably including those posed by hostile state and non-state actors, organised crime and terrorism? 
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